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Purpose

Purpose

Suprema Integration with Gallagher is a middleware that allows the Gallagher Command Centre 8.8 or later System to
communicate with the Suprema Biometric devices, which can register Biometric Face or Finger credentials to users from the
Command Centre, and manage connected device settings. With Suprema Integration with Gallagher, you can easily set up
and build the Biometric Management System for the Command Centre using Suprema biometric devices.

@ Info

For more details on the functionality of the Gallagher Command Centre access control system, see the user
manuals for the Command Centre.



Introduction

Introduction

Features

Suprema integration with Gallagher communication between Gallagher Command Centre and Suprema BioStar 2. So, you
can generate biometric templates for the Suprema Devices from the Gallagher Command Centre, which then provides a
futuristic solution for all end users.

The following are the features provided by Suprema integration with Gallagher:
« Bulk user enrollment and Management from Gallagher Command Centre will be reflected in Suprema BioStar 2.

* From the Suprema Integration, users can register Biometric Visual Face and Fingerprint data through scanning from
various Suprema Biometric devices.

+ CSN and Wiegand detection and integration with BioStar for automatic data enrichment.

+ From the Suprema Integration, users can enroll card data through scanning from biometric devices like X-Station 2,
BioLite N2, BioStation 3, FaceStation F2, XPass 2, X-Station 2, BioEntry W3, and BioEntry W2 (These are tested devices).

*+ Allows up to 1,000 Biometric Devices to Manage.
+ All Suprema Device configurations can be done within the same window of the Command Centre.

« Supports a wide range of card types, including TOC cards, QR cards, and even custom card configurations tailored for
specific customer needs.

+ Integration setup is simplified through a bundled EXE package that includes all necessary prerequisites, ensuring a
smooth and efficient installation process.

« Middleware includes built-in support for network-related configurations, along with a comprehensive troubleshooting
guide to assist with misconfigurations and fault tolerance scenarios.
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System Diagram
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Installation

Prerequisites

Installation

The following prerequisites are required to use Suprema Integration with Gallagher. Check the support conditions before

installing the Suprema Integration with Gallagher.

Microsoft Windows 10(x64) or Later

Web browsers

Gallagher Command Centre

Suprema BioStar 2

Software

Middleware system hardware Requirements

Suprema Biometric Devices

Prerequisites

New Microsoft Edge

Command Center 8.80 or later

x64 bit

Version 2.9.5 or later

Node v16.17.0
Postgresql v14.5
pgAdmin 4 v6.16

Win640penSSL-3.0.5

16 GB RAM
Windows 10 or later
256 GB SSD/1TB HDD

Intel Iris Xe Graphics (Good to have)

BioStation 3
BioLite N2
FaceStation F2
BioEntry W2
XPass 2
X-Station 2

BioEntry W3
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Configuration Flowchart
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Hardware Wiring Connection

For Wiegand Connection

Suprema Device - Reader 1 to HBUS 4 In 20ut n Door Module Wiegand

(Suprema Device) Wire Name

Wiegand DO Out (Green) R1 Data O
Wiegand D1 Out (White) R1 Data 1
Wiegand Ground (Black) GND

TTL INO (Red/Purple) R1 Out 2

TTLINT (Yellow/Brown) R1 Out 1

Suprema Device - Reader 2 to HBUS 4 In 20ut n Door Module Wiegand

(Suprema Device) Wire Name

Wiegand DO Out (Green) R2 Data 0
Wiegand D1 Out (White) R2 Data 1
Wiegand Ground (Black) GND

TTL INO (Red/Purple) R2 Out 2

TTL IN1 (Yellow/Brown) R2 Out 1

HBUS 4 In 20ut n Door Module Wiegand to Controller 6000 HBus

Controller 6000

HTA COM A
H1B COMB
Vout -ve GND

HBUS 4 In 2 Out Door Module
Wiegand Port to connector

HBUS 4 In 2 Out Door Module
Wiegand Port to connector

HBUS 4 In 2 Out Door
Module Wiegand

Installation



Installation

HBUS 4 In 2 Out Door
Module Wiegand

Controller 6000

Vout +ve Vin

Wiegand Connection Diagram

. | Wiegand DO Out (Green)
] R1Data 0

| wiegand D1 0ut (White)
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R1Data1
R10ut1
R10ut 2
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Wiegand Ground (Black)

GND
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Controller 6000

For OSDP Connection

Suprema Device OSDP/RS485 reader 1 to Controller 6000
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(Suprema Devices/OSDP device)

Wire Name

Blue/Blue With White

Yellow/Yellow With Black

Black/White With Black

Suprema Device OSDP/RS485 reader 2 to Controller 6000

(Suprema Devices/OSDP device)

Wire Name
Blue/Blue With White
Yellow/Yellow With Black

Black/White With Black

OSDP Connection Diagram

485T RxP (Blue with White)

A -Term RS4851
P

! 485T RxP (Yellow with Black) B - Term RS4851

485 GND (Black)

-ve - Term RS485 1

New Device
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Installation

Install Prerequisite Software

Installation of Gallagher Command Centre Setup

@ Info

Please don't change any names and passwords while installing and setting up the configuration.
To Upgrade the Suprema Integration with the Gallagher version click here.

Specifically, you can refer to either the 3C4643 Gallagher Command Centre VEL8.80 Release Note for new
installations.

The 3E0068 Upgrade Procedure for upgrading purposes for more information in the Release Notes Folder of
your Command Centre ISO Directory.

You must have to extract Suprema integration With Gallagher.zip to C:\Program Files\ .

1. Inside the Gallagher Command Centre folder vEL.8.80 (or Later) — Setup.exe, tick the checkbox and press the Next

button.

Version: vEL3.80.918 << Back Mext == Exit

Please read the Terms and Conditions listed in the Command Centre License Agreement
below,

IMPORTANT - BY TICKING THE BOX BELOW: ~

*  YOU ACCEPT THE SOFTWARE LICENSE AND MAINTEMANCE TERMS
AND CONDITIONS BELOW, AND

*  YOU CONFIRM THAT YOU ARE A DULY AUTHORISED
REPRESEMTATIVE OF THE OWNMNER OF THE SOFTWARE LICENSE AND
CAMN MAKE THESE COMMITMENTS ON THEIR BEHALF.

GALLAGHER GROUP LIMITED, 181 KAHIKATEA DRIVE, HAMILTORMN, NEW
ZEALAND GALLAGHER

SOFTWARE LICENSE AND MAINTEMANCE TERMS AND COMNDITIONS R

[+]1 accept the terms & conditions listed in the above license agreement

2. Click the "..." button and locate the License file provided in the setup.

12



Installation

?

Please select the Installation Type and the disk location where you would like Command
Centre installed.

EI Central Server

|:| Intercom Server

[] visitor Management Server, Client and Kiosk
BootP Server

Install Location: | C:\Program Files (x868)\Gallagher\Command Centre |

Create network share for Command Centre.

License File Location: | C:\WUsers\dcham'OneDrive\Documents\Rodkstar Gam|

#%% Mo license file could be located.
'-.\ /.-' A license file is required to run this application.

Version: vEL3.80.918

<< Back MNext == Exit
° Select your Site License File *
< v * » ThisPC » Downloads v O Search Downloads »
Organize ¥ New folder =~ I @
MName ~ Date n1cclifi\écl Type Size

7 Quick access

I Desktop sV Yesterday (2)

‘ Py + | | CommandCentre 8.80.lic LIC File KB

El Documents . are Encoder driver File folder

=| Pictures +

BioStar 2(x64)
J‘! Music
Suprema Integratiol

m Videos
@ OneDrive - Persenal
[ This PC

¥ Metwork

™ File name: | CommandCentre 3.80.lic

\gk(ommand Centre Licence (Cor ~

When you select the correct license file the icon will change to a tick mark then press the Next button.

13



Installation

Please select the Installation Type and the disk location where you would like Command
Centre installed.

=[] Central Server
¢ ie[] Intercom Server

P [] visitor Management Server, Client and Kiosk
i [»] BootP Server

Install Location: | C:\Program Files (x868)\Gallagher\Command Centre |

Create network share for Command Centre.

License File Location: | C:\Users\dcham'\DownloadsCommandCentre 8.80.|it|

\ License version matches application to be installed,
/ To view the license, dick on this message.

Version: vELS.20.918 << Back MNext == Exit

4. Uncheck the checkbox of the subnet only and press the Next button.
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Installation

° Gallagher Command Centre Install >

Windows Firewall Configuration

This application accepts incoming netwark requests. In order to do so it must be given
permissions in the Windows Firewall. The software will not work correctly once
installed if the Windows Firewall is not configured correctly.

[ Jialow communication on local subnet only;

This option should be left selected if all the PCs and Controllers will be on the same
subnet as this is the more secure option,

You can alter this cheice through the Windows Firewall user interface after the install
completes,

Version: wELS.80.918 << Back Exit

5. Select the Install new SQL option and press the Next button.

15



Installation

| ° Gallagher Command Centre Install X

Please choose the SQL Server instance to use for the Command Centre installation.

Instal a new SOL Server instance.,
(O) Select a local SQU Server nstance from the kst

Instance Name Information

Refresh List
DE&M@M%&QMmWW:MCMCmH&WMW
¥ instaled,
Version: VELS.80.918 << Back Exit

6. Select the do not install a database template.

7. Without changing any settings press Next until you are recovering the code screen.

@ Info

Click the export button and store the Recovery code, and tick the checkbox.

16



Installation

° Gallagher Command Centre Install >

Database Recovery Code

[ 74QQx-RITHT FaeFF D8UUG-68 30 Il Export... |

The recovery code protects data such as enaryption keys and user codes. You must
back up the recovery code as itis required for disaster recovery or when moving
databases to a naw server,

[]1 have backed up the database recovery code and will store it securely

"\ Losing the recovery code will prevent you restoring your databases

Version: vELS.80.918 << Badk Next > Exit

8. Select Yes and the installation will start.

17



Installation

Please wait while Command Centre is installed. ..

Command Centre Install

As a part of Command Centre installation, the installer will install
Microsoft SQL Server Express.

Proceed with Installation?

Yes Mo

Version: vEL3.80.918

<< Back MNext == Exit

9. After the Installation is complete, press the Finish button.

18



Installation

o Gallagher Command Centre Install X

The Command Centre installation has completed. You can now use Command
Centre.

Click the Finish button below to dose the Instal Wizard.

Version: vELS.50.918 ¢« Back Next Exit

Installation of BioStar 2

1. Open the BioStar 2.exe and choose the language & Accept the Agreement press Next.

@ Info

Download the latest version of BioStar 2 - Click Here.

19


https://www.supremainc.com/download-center/pages/login.asp

Setup - BioStar 2(x64] =
License Agreement

Please read the following important information before continuing.

Please read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation.

Software End User License Agreement s

SUPREMA INC.
SOFTWARE LICENSE AGREEMENT

PLEASE READ THE FOLLOWING TERMS AND COMDITIONS CAREFULLY
BEFORE INSTALLING OR USING THE SOFTWARE OR ANY ACCOMPANYING v

(®)1 accept the agreement
(C)1 do not accept the agreement

[ mext> | cancel

2. Enter your BioStar 2 Password here and press the Next button.

Setup - BioStar 2(x64) -

Express Installation
Enter the password for database root account.

Username : root
Password ¢ ||||-IIIi| |
Confirm password : |uuu-" |

1. It must contain between & and 16 characters.

2. It can contain only English letters, numbers from 0 to 9,
and certain spedal characters (e.a. 1, §, #, %).

3. Enter the existing root account password when upgrading the server.

Warning
-Root account password must be managed carefully not to be forgotten.
-Root account password is also used as the initial AC, TA, Video DE passwords.
-When the password is lost, it will not be able to make a version uparade

and DB backup/recovery.

< Back || Next> ||| Cancel

3. Select Express Installation and enter the BioStar 2 password again.

4. Select the location and proceed.

20
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Installation

Setup - BioStar 2(x64) - 3

Encrypt Key Storage Directory
Select the location to store the encrpyt key

'Select a folder to store the encrypt key and dick ‘Mext'

To continue, click Next. If you would like to select a different folder, dick Browse.,
C:\Program Files\BioStar 2(x64)\util | | Browse. ..

Warning
Select the path where the encrypt key file will be stored.
Flease do not alter the file once the location is set.

<Back || Next> ||| Cancel

Press the Next button until you reach the Select the Components screen. Check both options and press the Next
button.

Setup - BioStar 2(x64) _ %

Select Components
Which components should be installed?

Select the companents you want to install; dear the components you do not want to
install, Click Mext when you are ready to continue.

il instaliation "
BioStar 2 3,572.9MB
i [] server 3,572.9MB

i.. ] USB Device Agent

Current selection requires at least 3,658, 1 MB of disk space.

<Back [ mext> ||| cancel

Press the Install button to start the installation.
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Installation

Setup - BioStar 2(x64) - X

Ready to Install
Satup is now ready to begin instaling BioStar 2(x64) on your computer,

Click Install to continue with the installation, or dick Back if you want to review of
changé any settings.

Setup type:
Ful instalation

Selected components:
BioStar 2
Server
USE Device Agent

<ok |[ ol ][ conce

7. Uncheck the Install USB Device Agent option and press the Finish button and BioStar 2 is installed on your PC.

@ Info

If you want to use the USB device, you must check the Install USB Device Agent.

k&3 Setup - BioStar 2(x64)

Completing the BioStar 2(x64)
Setup Wizard

Setup has finished installing BioStar 2(x64) on your computer.
The application may be launched by selecting the installed
shortouts.

Click Finish to exit Setup.
Dm

22



Installation

Installation middleware prerequisites

@ Info

+ Before extracting/running Suprema Integration with Gallagher2.0.zip , please turn off the antivirus.

+ If you are upgrading from an older version, please find the solution in the troubleshooting guide.

1. You need to run the Suprema Integration with Gallagher 2.0 file as an administrator inside the Suprema Integration
with Gallagher 2.0 folder. This will install OpenSSL, PostgreSQL, PgAdmin4, and Node. JS. Also, this will set up the
certifications required for our integration.

_ i tion with gallagher
{* Suprema integration with gallagher —

I & Run as administrator
B Share with Skype
Troubleshaot compatibility
Pin to Start
EH Scan with Microsoft Defender...
|5 Share

2. Press Yes when if it asks for allow from an unknown publisher permissions.

3. Press OK.

Setup k4

o Mo previous installation detected. The setup will proceed normally.

—

4. Now that you are ready to install the software, press Install.

23



5.

6.

;':. Setup - Suprema Integration with Gallagher version | LD -

Chai Instal to contrise with the instalaton.

>
Ready to Install
Setup is now ready o begn nstaling Suprema Integration with Galagher on your computer,

| mstal | | Cancel

It will start the installation for prerequisites, and the software will get installed automatically.

r‘L_—, Setup - Suprema Integration with Gallagher version 1.8.0

Completing the Suprema Integration
with Gallagher Setup Wizard
- (u] X

Starting OpenSSL installation [File: Win64OpenSSL-3_0_12.msi] Er
Starting PostgreSQL installation [File: postgresql-14.7-2-windows-
xﬂ.exej

Press OK, for below pop-up.

24
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Installation

Creating new database: Suprema

Creating "key.pem’ and "cert.pem’ files.

Creating “GallagherRestClientCert.pfx files.

Starting Middleware hosting after installation
Installation Complete Please check log file at : C\TMP
\suprema_gallagher_install.log x

——— Done |

—— (]

7. We are done with the prerequisite installation press Finish.

@ Info

After installing the middleware, must restart the system once.

r-|-_-. Setup - Suprema Integration with Gallagher version 185 =

Completing the Suprema Integration
with Gallagher Setup Wizard

Setup has finkshed installing Suprema Integration with Gallagher on your
cormputer,

Chick Finish 1o @xt Setup.

25



Configuration

Gallagher Command Center Configuration

Gallagher Configuration Client Logon

1. Click The Start Menu & Open Configuration Client.

Gallagher Configuration Client Logon

@ Current Time: 3:07:17PM, 25-2u-23

Logon Mame: [-l

Password:

Language: Last Selected b
B

2. Set Logon Name as system password will be none and press the Logon button.

Gallagher Configuration Client Logon

Current Time: 3:12:03 PM, 25-Jul-23

Logon Mame: | system| |
Password: | |
Language: Last Selected v

Gallagher Command Centre

(D Info

Process to generate Gallagher API Key.

1. Open Gallagher Command Centre, set the Logon name as a system, and press the OK button.

26
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Configuration

Logon *,
@ Log

Logon Mame:  systemn

Password:
Language: Last Selected -
Connected to: Suprema (UK) R&D Demo QK | | Cancel

2. Set Logon Name as a system and set the password for Gallagher Command Centre and press OK.

I == I

Legon Name: .

Qld Password:

New Password:

Confirm Password: ********1|

Rules

v Confirmation password must match new password
v The password must be at least 8 characters

oK I

3. Now, go to Administration from the top left corner and select Configuration Client, the window will be open.

Viewers Reports Administration Suprema (UK) R&D Demo = (]

S o meE = 0 & 8056 2

4. The below tab will be open.

27



Configuration

@ Gallagher Configuration Client - Suprema (UK) R&D Demeo x

File Monitor Manage Report Wizards Configure Window Help

System view: [ALL]

System Operator on DESKTOP-30111 7/26/2023 4:12 PM

5. To configure server properties, Select File — Server Properties.

@ Gallagher Configuration Client - Suprema (UK) R&D Demao

File | Monitor Manage Report Wizards Configure Window  Help

s

Log off

Backup
l Archives
Exit

" Q_ Server Properties |

System Operator on DESKTOP-DFQFC 27-02-2023 05:39 PM

System view: [REST Client Opreator ...

6. The new window will open, now go to Web Services, in the REST API section, enable local network connection, set the
server port as 8904, uncheck the Enable REST client with no client certificate, and press the OK button.

General

Licensing

Event Priorities

Alarm Flooding

Alarm Zone States
Event Defaults

Alarm Instruction Defaults
Alarm Transmission
Alarm Motes

Operator Defaults

User Codes and PINs
Competency Messages
State Names
Measurement Units
Advanced

Web Services |
Card Security

Software

Notifications

QOutgeing Email
Incoming Email
Mobile/SMS Motifications
Import

Database Maintenance
Challenge

Mare Challenge
Standards

Mobile Connect Settings
HEUS Terminal Defaults 1
HEUS Terminal Defaults 2
SIP Settings

Cameras

Icons

MNotes

Suprema (UK} R&D Demo - Properties

Command Centre Mobile App
Gallagher API Gateway is not enabled.
[JEnable Local Metwork Connections
Server Base Port:

Status:
Data Port: Stopped

8901

REST APIL
Gallagher API Gateway is not enabled.

[]Enable Local Network Connections:

Server Base Port: | 3904 ‘.———

Status:
Data Port: Stopped

Gallagher API Services Server

Server Base Port: | 3908

Status:
Gallagher API Service: Running on 8308

Visitor Management Server

Server Base Port: | 4243

Status:
Visitor Management Port: Running on 4243

Device Identification: | TLS Client Certificate w

Manage Certificates...

[]Enable REST Clients with no dient certificate

Manage Certificates...

7. Click over to Gallagher Client.
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8.

9.

Configuration

Click on Manage. Within the Dropdown, please select Operator Groups.

ﬂ Gallagher Configuration Client - Suprema (UK) R&D Dermno - >
File Maonitor m‘ Report Wizards Configure Window Help
Cardholders System view: |[.|“|.LL]
Displays the Ope Access Groups Systemn Operator on DESKTOP-30111 7/26/2023 4:32 PM
Operator Groups \
Operator Privileges
Roles

Bulk Changes
Enterprise Data Interface

Controller Upgrade

Change Password

g By BE e e

My Motifications

The Operator Group window will open, press right-click and select New — Operator Group.

il Operator Group = *
Mame Description Created Last.. Last ..
Mew... Iﬁ Operator Group
Delete
Refresh List
Copy

In the general setting, the name should be set as REST Client Operator Group. Then click Apply.
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Configuration

Operator Group 1 - Properties >
General
Item Type: Operator Grou
Cardholders (Operators) Tpes Lpe d
Divisions Mame: | REST Client Operator Group| |
Operator Privileges
Configuration Description: | |
Personal Data
Competencdies Division: £ Root Division v
Operator Group Restriction
Command Contra Wewers Created: 7/26/2023 4:35:91PM
Last Modified:

Command Centre Reports
Motes

Modifiedby: £ System Operator

[ oc ] cone

10. Now select the Operator Privileges setting on Operator group and go to the Gallagher configuration client window
Manage — Operator Privileges. Now drag and drop.

You need to add 3 privileges to the Operator Group (Add Card or Credential, Edit Cardholders, View Cardholders) from
operator privileges to operator group and press the OK button, and close the operator privileges.

° Gallagher Configuration Chient - Suprema (UK) R&D Demo - X
File Monitor Report Wizards Configure Window Help
4] Cardholders System view: [ALL]
Display® the Ope f8 Access Groups L System Operator on DESKTOP-3Q111 7/26/2023 4:45 PM
u Operator Groups
& Opentorpiviegs || ¢—

Roles

¥ Bulk Changes
- Enterprise Data Interface
ﬁ Controller Upgrade

®

Change Password
My Motifications

30



11.

Configuration

General These privieg iy within the divisions i 10 this group: Name Type Description A
Cardholders [Operators) Name & Edt Nams Mortar Ackrawiedge snd procy
Divisions N Descitic &7 Edt Aarms below High Priorty Montor Acknowledge and proct
—— S::mcw«cmemu Add a card, mobie credential or FIDO... £7Eck Bometsc data Cardholder Access Capture/Ervel Cardhold
9 &P Edt Cardroldens Edt Cardhalders EZEdt Car Park Spaces and Assignments  Configure Create, edt and delete (
Configuration &5 View Cardhnolders &P Ede Car Parks and Sections Configure Create, edt and delete (
Personal Diata 5 Edit Card or Credential Carchalder Access includes Add Card or Cr
Competendies &F Edt Card o Credential Mtrbute Cardholder Access Edit status, issue level, :
Operator Group Restriction KPEde Card State Sets Configure Create, Edt and Delete
DY VS &EEde Cardhoider Name Cardholder Access Edt Frst Name, Last Ne
&P Edk Carcnolders &P Ede Cardholder Notes Cardholder Access
Command Centre Reports 5 Edt Carcholder Notfication Configure £ any Cardholders N
Hotes ..@Edtl’.‘ad-dﬁel’emd Data Cardholder Access Create. edt o delete al
&P Ede Cardholders Cardholder Access Edt Cardholders
& Edt Ervolment Templates Conbigure Create, edt and delete |
&7 Edt Enteprise Data Intedfaces Configure Create. edt and delete |
LU Edt Evacuaton Report Configure Edt the Evacuation Reg
& Edt Guard Tours Configure Create, edt and delete (
LPEdt leon Sets Conbigure Create, edt and delete |
oK Cancel f&‘n—;....-..- LT - Facets odn and J.I_n;l
Go to Configuration Client and select Cardholders.
ﬁ Gallagher Configuration Client - Suprema (UK) R&D Demo =
File Monitor | Manage | Report  Wizards Configure Window Help
| System view: [ALL] 9
Displays the Ghr Access Groups System Operator on DESKTOP-30Q111 7/26/2023 4:54 PM

/

Operator Groups

Operator Privileges

Roles

Bulk Changes

Controller Upgrade

Enterprise Data Interface

Change Password

@ Byl B BESE

My Motifications

12. Press right-click New — Cardholder.

Refresh List

Copy

L] Cardholder x
First Mame Last Mame Description Created Last ... Last
[ New.. [Z] Cardholder
Delete

13. Inthe general setting, the First Name as REST Client, and press Apply.
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Configuration

Cardholder 1 - Properties

General
- SIS g Uvernoes

&l

First Name:

X

Cards

Access Groups
Relationships
Personal Data
Print/Encode
Competences

Lodkers
Notes
Usar Code

Salto Options
History

Event Notifications

[ REST Chend Il

| |

Division:

Created:

l
4D Root Division

7/26/2023 5:15:14PM

Last Modified:

Maodified by:

Operator Configuration
Alarm Transmission

£ System Operator

e R |

14. Click on the Operator Configuration tab on the left side within the REST Client Properties. Drag and Drop the REST
Client operator group that we have created from Operator Group to Operator Group Membership.

15. Drag the REST Client Operator Group over to Operator Group Membership: like the image below:

General

Status and Overrides
Cards

Access Groups
Relationships
Personal Data
Print/Encode
Competendies
Event Notifications
Lockers

Notes

User Code

Alarm Transmission
Salto Options
History

REST Client - Properties

Operator Configuration

% | B Operator Group — *
Operator Group Membership: MName Description Created Last .. Last..
Name Description ’ﬂ REST Client Operator Gr.. 7/26/.. T/26/.. Syste..
x —— @00 d

ﬂ REST Client Operator Gr...

Command Centre logon

Logon Mame: Unlock
Password: Generate
Confirm:
Force password change at next logon
Licensing Group: -- None Selected -- ~
Allow drag and drop onto an item in item windows
OK Cancel Apply

16. Set the Logon name to REST and set the password the same as we set for Gallagher Command Centre. Click OK, and
also Close the Operator Group window.
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Configuration

REST Client - Properties 4
General Operator Group Membership:
Status and Overrides P h Descibplion
Cards ) REST Chent Operator Group
Access Groups
Relationships
Personal Data
Print/Encode [ Command Centre logon
Competences
Mame: | REST Unlock
Lockers Password: LTI YT T Generate
Notes Confirm: | rlrl-llll---ll l
User Code
ok Calioaion [ Force password change at next logon
Alarm Transmession
Salto Options
History
Licensing Group: -- Mone Selected -- Vj
] Alow drag and drop onto an item in item windows
[ i

17. On Configuration Client go to Configure — Services & Workstations.
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File Monitor Manage

Displays the Services and Workstati

Beport  Wizards

master |

ﬂ Gallagher Configuration Client - Suprema (UK) R&D Demo
LConfigure | Window Help

s

OER@£ERS UPEHD gFraBiEe M ene

1

=

Card Types

Personal Data Fields
Enrelment Templates
Photo 1D

Competencies

Divisions

Access Fones
Motification Filters
Day Categories
Schedules
Receptions
Calendars

Alarm Zones
Action Plans
Alarm Instructions
Insertion Tags

Z10 Tension Sensor Groups

Guard Tours

Site Plans
Interlock Groups
lcon Sets
Macros
Hardware

SIP

Doors

Elevator Cars
External Systemns
Salto

Logic Blocks

Lockers

Universal Card Formats
Device Software

Iz s B oD

Services & Workstations

il

18. Now right-click New — REST Client.

| Licensing Groups
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19.

L Services and Workstations -

Neme Description Type  Crested Last.. Last..
CIFT Bootstrap .. Service T/26/.. T/26/.. Syste..
CIFT Controller ... Service T/26/.. T/26/.. Syste..
G2 FT Workstatio... Work.. 7/26/.. 7/26/.. Syste..

Nevl 2 Workstation

Delete & Command Centre Cloud

Refresh List REST Client

c SIP Service

opy

Configuration

In the API key section Drag and Drop the REST Client from Cardholder to REST Client Operator. Click Apply. Close the

Cardholder window.

General APL Key:

‘8846-1066-8FF4-974F-189E-9500-EA86-1AD3 ‘

mb’y |R€Sr0mt09craw |

Name K...-—— ]
Notes
&) REST Chert
Chent Certificate Thumbprint:
Refresh " REST privieges are cached and will not
OpeTay L automaticaly update when an operator’s

priviieges change. Be aware that refreshing

operator privieges will interrupt any calls that

are in progress.
oK Cancel Apply

&l
First Name Last Name Description Crested Last.. Last..
B REST Chent T2/ T/ Syste..

20. The Gallagher API key is there, in the API key section.

@ Info

Save the Gallagher API Key in a safe place.
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21.

General

Event Response
Alarm Instructions
API Key

REST Client 1 - Properties

API Key:

8646-1066-8FF4-974F-1B9E-9500-EABG-1AD3

Connections
Icons

MNotes

REST Client Operator:

Mame
LI REST Client

Client Certificate Thumbprint:

Refresh Operator privieges

REST privileges are cached and will not
automatically update when an operator's
privileges change. Be aware that refreshing
operator privileges will interrupt any calls that
are in progress,

Cancel | | nly

Configuration

To get the thumbprint, go to the C:\Program Files\Suprema Integration with Gallagher\Prerequisites , open the thumbprint file,

and copy the value of the thumbprint inside it.

@ Info

If the thumbprint file is missing. If thumbprint is not generated while running the EXE file.

MName Date modified Type Size
BouncyCastle.Crypto.dll 22-05-2024 10:17 Application extens... 3,240 KB
D BouncyCastle.Crypto.xmil 22-05-2024 10:17 XML File 1,763 KB
v GallagherRestClientCert.pfx 22-05-2024 11:27 Personal Informati... 3 KB
"M node-v16.17.0-x64.msi 22-05-2024 10:17 Windows Installer ... 28,652 KB
D openssl.cnf 22-05-2024 10:17 CNF File 1KB
W pgadmin4-6.16-x64.exe 22-05-2024 10:17 Application 1,66,578 KB
#., postgresql-14.7-2-windows-x64.exe 22-05-2024 10:17 Application 3,10,697 KB
8| Prerequisitelnstaller.exe 22-05-2024 10:17 Application 25 KB
run_prerquisite.bat 22-05-2024 10:17 Windows Batch File 1 KB
D thumbprint.tct 22-05-2024 11:27 Text Document 1KB
':! Win640penSSL-3_0_12.msi 22-05-2024 10:17 Windows Installer ... 1,48,088 KB
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i thumbprinttxt X Coed i bt ol Carirn O Lirs ¥ ar

File  Edit  View 3

bF45 EEABCS5D3EE7526295DEAA80449DAF5174681

Ln1, Col1 40 characters 100% Windows (CRLF) UTF-8

22. Copy the thumbprint and Paste the Client Certificate Thumbprint key into the Client Certificate thumbprint section
press the OK button and also Close the Services and Workstations.

REST Client 1 - Properties X
General API Key:
Event Response

8646-1066-8F F4-974F-1B9E-9500-EASG-1AD3

Alarm Instructions

APT Ke

L REST Client Operator:
Connections -
s MName
Nates L] REST Client

Client Certificate Thumbprint:

339691090BF66A198EA7BF410E53F 19E9FC8B3¢

REST privileges are cached and will not
automatically update when an operator's
privileges change. Be aware that refreshing
operator privileges will interrupt any calls that
are in progress.

oK Cancel

Refresh Operator privileges

Check the Gallagher API Key

1. Go to Command Centre iso — utilities — REST API — RestClient_v8.60.072 — win-x64 — RestClientDemo, move that to
the desktop, and open the RESTClientDemo.exe .

2. Enter the Gallagher API key as shown in image.
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GALLAGHER COMMAND CENTRE REST CLIENT DEMO

Server: 127001 Port: 2904

APl Key : | 8846-1056-8FF4-974F-1B9E-9500-EA86-1AD3 @ ||

Command Centre Require Client Certificate
Certificate Thumbprint :

Remember credentials

Log Reguest Json Log Response Json _

3. Tick the Command Centre Requirement Client Certificate and fill in the Certificate Thumbprint, also tick the Remember
credentials (Optional).

GALLAGHER COMMAND CENTRE REST CLIENT DEMO

Server: 127.0.0.1 Port: 8204
AP'KE}": (AR IR IR Rl iR iRl i e didlyl] @ x

+"| Command Centre Require Client Certificate

/ Certificate Thumbprint : | 539691090BEF66A198EATBF410ES3F19E9FCE EESﬂ

" Remember credentials

Log Reguest Jscn Log Response lson _
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@ Info

If there is an error it will show in the terminal else a new screen will open as shown in the below image. And after
testing you can close this window.

Cardholders Events Site fiems Haedware Change Tracking

Q L R &

L) FIRST HAME LAST MAME SHORT NAME AUTHORISED LAST ACCESS ZONE LAST ACCESS TIME

Hardware configuration

@ Info

+ Skip to BioStar 2 Setup if the hardware has already been configured.

+ We are using controller 6000 as a reference, if you have another controller please do the steps accordingly.

1. First, we have to create controller 6000 (or any other controller you have) to connect to the Gallagher controller.
Open the Gallagher Configuration Client window and go to Configure — Hardware.

2. Inthe hardware window press right-click then New — Controllers — Controller 6000 (if you have a different controller
it will display here) and press apply. It will create a controller in hardware.
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E Cardax IV Reader
E Third Party Reader
Morpho Biometric Reader

IP Alarm Transmitter

. Hardware | = ot
------ E Suprema (LK) R&D Demo
MNew... “I Input
Delete @ Output
Refresh List % Fence Zone
Copy | Controllers | Controller 6000
HEUS Devices r
GBUS Devices r
R5232 Devices r
Sensor Devices r
[ Q50P Devices r

Configuration

3. Then go back to Gallagher Configuration Client and go to configure — Alarm Zones and press right-click to create a

new alarm zone.

Refresh List

Copy

[ alarm Zone — >
Mame Description Created Last... Last..
Mew... IE Alarm Zone
Delete

4. To configure the Alarm zone in General settings change the name to System Alarm Zone and press the OK button.
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Configuration

Alarm Zone 1 - Properties

General

Event Defaults

Alarm Instruction Defaults
Status and Overrides

Alarm Transmission

Connections

Description: |

Item Type: Alarm Zone

Mame:

Short Mame:

ot

| System Alarm Zong|

State Changes

Division:

ﬂ Root Division

HVLF Mode
Advanced

Dependencies

Created:
Last Modified:

7/27/2023 11:36:42 AM

Pushbuttons
Entry Delay
Exit Delay
Delay Warnings
Reflect Outputs
Alarm Warnings
Testing
Confirmed Alarms
Cameras

Icons

Motes

Modified by:

L] System Operator

Cancel

controller).

5. Let's configure Controller 6000, In the General setting set the name as Controller 6000 (set name same as your

Controller 6000 1 - Properties

General

Event Response

Item Type: Controller 6000

Alarm Instructions
Status and Overrides

MName:

Short Name:

| Cantroller 6000]

Alarm Transmission Description:

Setup
Controller Address Division:
Server Address

£ Root Division

Serial Devices
Virtual Quiputs

Created:

Last Modified:

7/27/2023 11:13:00 AM
7/27/2023 11:13:00 AM

EOL Resistors
HBUS Devices
Software

Card Formats

Maodified by:

Cameras

Icons

Offline Monitoring
Notes

L] System Operator

button.
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Configuration

Controller 6000 1 - Properties *
General Action Plans

Event Response Event Group/Type Action Plan

Alzrm Instructions "DCard Error — Use Default —

Status and Overrides B-_JCommand Centre Comms Established — Use Default —

T B#-_JCommand Centre Comms Interrupted — Use Default —

Setup --DCommand Centre System — Use Default —

-[_JController Event - Use Default -

Controller Address B-_JDHCP Failure — Use Default —

Server Address &-_JDIP Switch On — Use Default —

Corial Devies B-_JInter-Contraller Offiine Monitoring — Use Default -

Virtual Outputs --DMaintenance Failure -- Use Default —

. F-[_JMaintenance Warning - Use Default —

EIlmemsis --[:lNetwork Attack — Use Default —

HBUS Devices B-(_JNetwork Normal — Use Default —

e B-_JPower Failure — Use Default —

Card Formats --[:IPower out of Range - Use Default -

--DPrimary ethernet link -- Use Default -

Cameras --DPrin'lan‘uI ethernet link failed-over -- Use Default —

Icons [#_JSecondary ethernet link — Use Default -

Offline Monitoring --DSecurity Breach -- Use Default —

R --DSensor Abnormal — Use Default —

B-_Jshunted/1sclated — Use Default —

B-(_JTamper — Use Default —

[-_JTamper Return To Normal — Use Default -

"[:ITemperah..lre Qut Of Range - Use Default —

B-(_JUnit Event — Use Default —

"[:IUnit Ondine -- Use Default —

F-[_JUnit Stopped Respanding — Use Default -

Action Plan: -~ Use Default --
Alarm Zone for all Eve 4 System Alarm Zone >

Now go to System Alarm Zone Properties and select Connections and in the controller dropdown choose Controller
6000. Press the OK button and close the Alarm Zone window.
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Systern Alarm Zone - Properties

General

Event Defaults

Alarm Instruction Defaults
Status and Overrides

Items
Alarm Transmission

Connections
State Changes
HVLF Mode

Advanced

Dependences
Pushbuttons
Entry Delay
Exit Delay
Delay Warnings
Reflect Qutputs
Alarm Warnings
Testing

Controller;

b

B4 Controller 6000 1

Description

-- Mone Selected --

Type

Confirmed Alarms
Cameras

Icons

Motes

7. Now, we have to create an Access Zone in configure.

Go to the Access Zone and the window will open up. Now press right-click in the Access Zone Window and Select New
— Then click on Access Zone, and it will create an access zone.

Jﬂi Access Zone

>

Mew... Jﬂi Access Zone

Delete
Refresh List

Copy

8. Open the Access Zone Properties that we have created in the General Setting. Then set the name as Suprema Access

Zone.
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General

Status and Overrides
Access Mode

Dual Authorisation
Advanced

Alarm Zones
Triggered Overrides
Competencies
Competency Exemptions
Personalised Actions
Cameras

Salto Options

Icons

Motes

b8 -
Event Response
Mame:
Alarm Instructions

Access Zone 1 - Properties

Item Type: Access fone

et

Short Name:

| Suprema Access Zone | | |
Description: | |
Division: 41 Root Division b
Created: TI27/2023 11:50:42 AM
Last Modified:
Modifiedby:  £] System Operator

Cance

9. Go to Access Mode Tab Setting. Select Schedule as Default Access Zone Secure and press the OK button.

General

Event Response
Alarm Instructions
Status and Overrides

Access Mode

Access Zone 1 - Properties

Schedule

@ Default Access Zone Secure ~ || View Schedule

ual Authorisation
Advanced
Alarm Zones
Triggered Overrides
Competencies
Competency Exemptions
Personalised Actions
Cameras
Salto Options
Icons

Motes

Code only code

First Card Unlock

[ ] scheduled ‘Free' state is secure until privileged cardholder is granted access

FIM Required

Cardholder Overrides
When zone in Mode 1;

When zone in Mode 2:

Display Mame | Secure - No PIM | | Free - Mo PIM
Access mode | Secure ~ Free o
PIMz mode | Mo PIM - Mo PIN V

QK Cancel

ped
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10. Now go to the Hardware Window then right-click on Controller 6000. Select New — HBUS Devices — HBUS 1I/0O. This
step will create HBUS under Controller.

11.

2

IP Alarm Transmitter

'-# Hardware -
E||E Suprema (LK) R&D Demo
& = | Controller 600
| “ Input
Delete @ Cutput
Refresh List g Fence Zone
Copy Controllers 4
Force Status Request HBUS Devices
Refresh Alarms GBUS Devices g
Push Configuration R5232 Devices g
Re-sync Databases Sensor Devices 4
Purge Pending Messages QS0P Devices g
Override... E Cardax |V Reader
View Alarm E Third Party Reader
Morpho Biometric Reader

Properties

HEUS Reader

HBUS Keypad Reader

HBUS Terminal

HBUS Alarms Only Terminal

HBUS I/O

EE R oEE=

F22 Fence Controller
F31/32/41/42 Fence Controller
Class 3 End-of-Line Module

Let's Configure the HBUS that we have created by double-clicking on it to edit the properties. In the general setting,
set the name as HBUS I/0 Wiegand Module (Suprema).

Go to the Connections Tab and choose Controller as Controller 6000, set Hardware Variant as 4 in 2 out, and then press

the OK button.

General

Event Response
Alarm Instructions
Status and Overrides
Alarm Transmission

Connections

Inputs

EOL Resistors
Outputs
Readers
Cameras
Icons

MNotes

HBUS I/O 1 - Properties

Controller:

E4 Controller 6000

HBUS Serial Mumber:

Configured Version:

Current Version:

Hardware Variant:

4-In 2-0ut Door Module - Wiegand

QK

Cancel

12. To connect your Gallagher Controller to the system, open Controller 6000 properties and click on the Server Address
Tab. Tick use different IP for the server and type your PC/ServerIP address. Then press the Apply button.

45



Configuration

bl Dranertie %
General Use different IP for Server 192.168 . 1 .255
By [Juse Domain Name Server (DNS)
Alarm Instructions P . e
Command Centre Server Ful ualified Domain Name DN

Status and Overrides ¥Q (FQoN)
Alarm Transmission
Setup Example: myserver.mydomain.com
R Domain Name Servers
Server Address T TR
Serial Devices

Secondary: 0.0 .0.0
Virtual Qutputs

Tertiary: o .0 .0.0
EOQL Resistors
HBUS Devices DNS lookups occur within (sec): 120 2
Software
Card Formats
Cameras
Icons
Offline Monitoring
MNotes

aw OK Cancel Apply

13. Inthe Controller Address setting set your controller MAC address (Please look at your C6000 controller), Also set the IP
address assigned for the Controller, Subnet, and Gateway. Press the Apply button.
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General

Controller 8000 - Properties

Event Response

Alarm Instructions

Alarm Transmission
Setup

MAC Address: 00 20 1D

Controller Address

Status and Overrides IP Address: 192.168. 1 .158 [C]enable DHCP

Subnet: 255 .255.255. 0

{Controller Address

Server Address
Serial Devices
Virtual Outputs
EOL Resistors
HEUS Devices
Software

Card Formats
Cameras

Icons

Offline Monitoring
Motes

Gateway: 192.168. 1 . 1

[11Pv& Enabled

Network Prefic: | NN 290: 1dff:fedz:bfZb
Address:

Enable DHCPvE

WAN
The Name/ID must be the same for all controllers on this netwaork

Mame fID: |

IP Address: | 0 .0 .0 .0 |[Port:| 1072 -5

- Ok Cancel

14. In the Setup Tab, set Plug in Module as 4H Module (choose according to your controller) and in Hardware RS485 Bus 1
as OSDP and RS485 Bus 2 as HBUS and press Apply.
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Controller 8000 - Properties

General

Event Response
Alarm Instructions
Status and Overrides
Alarm Transmission
Setup

Controller Address
Server Address
Serial Devices
Outputs

Virtual Outputs
Inputs

ECL Resistors
HBUS Devices
QSDP Devices
Software

Card Formats
Cameras

Icons

Offline Monitoring
Motes

[Jrestricted Contraller:  Starter Kit
Time Zone

Actual value: | IST-5:30

Quick list: (UTC +05:30) Chennai, Kolkata, Mumbai, Mew Delhi w

Calendar: -- Use Default -- ™
Hardware

RS-485 Bus 1: | QSDP s Plug-in Module: | 4H Module o

R5-435Bus 2: HBUS ~ Low Power threshold (velts): | 11.5 =
LAM Network

[C]Enable Secondary Ethernet Link

Switch to secondary on failure of primary link
Switch to secondary on failure to connect to Command Centre server

[ Dip Switch 1 controls the diagnostic web interface

oK Cancel

@ Info

Your Setting could vary depending on your Gallagher devices & components.

15. In the Status and Overrides options tick both checkboxes Disable Front Tamper and DisableRear Tamper.
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Controller 6000 - Properties *
General Status Disable Front Tamper Disable Rear Tamperl
Event Response Controller offiine.

3 message(s) pending.

Alarm Instructions
Status and Overrides

Alarm Transmission
Setup

Controller Address
Server Address
Serial Devices
Outputs

Virtual Outputs
Inputs

ECL Resistors
HELS Devices
QSDFP Devices
Software

Card Formats
Cameras

Icons

Offline Monitoring
Notes

COverride

~ Until the next schedule change

Owverride Mow Until this ime: | 3:38PM 2

For [0 % |Hours,| 1 -5 [Minutes

16. To connect your controller to the system, turn off the controller, and wait until the red light goes off. Then turn on the
2nd button from the left.

@ Info

Before performing this step, please ensure that your PC firewall is turned off.

Controller 6000

SGaLLAGHER
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17. When the status on the controller turns normal then turn off 2nd button (down/dip the 2nd button).

@ Info

Once the controller is online and normal, you can turn all dip switches off including 2.

Additional note first time power-up and new controller connection:

You only need #2 on when you first power up a new controller and connect to a server.

Also, Jumper #2 can be used when doing some resetting of the controller. You want it to be fixed if you are doing
upgrades to the controller.

50



Configuration

Controller 6000 - Properties x
General Status Disable Front Tamper Disable Rear Tamper
Event Response Mormal.

. Plug-in Module: 4H Module.
Alarm Instructions DIP Switch 2 set to ON position|
Status and Overrides
Alarm Transmission ‘
Setup

Controller Address
Server Address
Serial Devices
Outputs

Virtual Qutputs
Inputs

ECL Resistors
HBUS Devices
OSDP Devices
Software

Card Formats
Cameras

Icons

Offline Monitoring
Motes

Override
Revalidate certificate ~ Untl the next schedule change
Override Now Until this time:
For |0 (5 Hours,| 1 b5 [Minutes
- oK Cancel Apply

@ Info

Connect Devices to access HBUS in the controller HBUS setting. (To connect devices please refer to BioStar 2
setup.)

18. Inthe HBUS Devices option of Controller 6000 drag and drop HBUS I/0 4 in 2 Out module - Wiegand from Plugin
Modules to Undetected devices HBUS 1/0.
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Ganeral B Concler
Event Reiganse £ N Phagen Modus
Slarm Insfructions = Hl
[ HEUS 140 dda 200 Doot Module - Wiegard 2125225068
= i He
Alsrm Transmesson [§l H8US Aaader 210E30SME
Sehp = Undsinched dences

Controfer Addness Em HEUS 140 ddm 240wt Door Moduls - Whegand 21 2500606

- - o Carcal Apgiy

19. To Create Door go to Configure, Door then press right-click and create a new door.

Il Door = >
Mame Description Created Last ... Last ..
MNew... l—|l Door
Delete
Refresh List
Copy

20. Setthe Door name as Suprema Door and go to Event Response and choose alarm as System Alarm Zone.
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Configuration

Door 1 - Properties by
General Action Plans
Event Response Event Group,Type Action Plan 2
Alarm Instructions --I:I.ﬁ.ccess Denied - Use Default —-
Status and Overrides [+-_J Access Zone State Change - lse Default -
T [#-_J Action on Access Warning - Use Default —-
o --I:I.ﬁ.larm Zone State Change — Uze Default -
_ [#-_JCard Error - Use Default -
Devioes [#-_JCard Event - lse Default -
Entry Zone [#-_JCard Trace - Use Default —-
Exikt P [#-_JCommand Centre System - Use Default —-
Pt --I:IDunr Emergency Release — Uze Default -
[+-_JDoor Not Locked - Use Default —-
Challenge [#-_JDoor Open Too Long - Use Default —-
More Challenge [+-_JDoor Status - lse Default -
Cameras [+-_]Duress - lse Default -
fcons [#-_JForced Door - Use Default —-
_ [+ GovPass Validation Failure - Use Default -
Eniry Actions [#-_JInvalid Logon - lse Default - w
Exit Actions ] |
Mok Action Plan: — Use Default —
Alarm Zone for all Events: E System Alarm Zone —
Cancel
In Connections select Controller as Controller 6000 and press Apply and OK.
Door 1 - Properties >
General
Event Response :
e Contraller: 8 Controller 6000 P v
Status and Overrides
Alarm Transmission
Connections
Devices
Entry Zone
Exit Zone
Advanced
Challenge
Mare Challenge
Cameras
Icons
Entry Actions
Exit Actions
Motes
oK Cancel
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22. To create an OSDP connection; right-click on the Hardware window. Select New — OSDP Device — Then click on
OSDP Reader, to create OSDP Reader on Hardware.

A new window opens up. Set its name as Suprema OSDP Reader, and in the Event Response settings, tab set Alarm

Zone for all events: as System Alarm Zone. Then click Apply & press OK to save the changes.

O50P Reader 1 - Properties

General

Event Response

Alarm Instructio
Status and Overrides
Alarm Transmission
Connections
Advanced

Card Read QOutput
Cameras

Icons

HBUS Terminal Display
Motes

Action Plans
Event Group/Type Action Plan
--[:IMaintenance Warning - UUse Default -
--[:IPuwer out of Range - UUse Default -
--[:IShunted,u"IsuIated - UUse Default -
--[:ITamper - UUse Default -
--[:ITamper Return To Mormal - UUse Default -
--[:IUnit Event - UUse Default -
- JUnit Stopped Responding - UUse Default -
Action Plan:

Alarm Zone for all Events; System Alarm Zone -

8.4

-- Use Default --

Cancel

Go back to the Hardware Window. Double click on Controller 6000 for the Properties. Click on OSDP Devices Tab.

23. Drag the OSDP reader from the Hardware Window to the Controller properties in the OSDP Devices Tab. Set
Configured Address as 0, Suprema OSDP Device Address as 0, and Baudrate as 115200.
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Controller 6000 - Properties *
General MName Address
Event R
RIS RS E Suprema OSDP Reader 0

Alarm Instructions
Status and Overrides
Alarm Transmission
Setup

Controller Address

Server Address

Serial Devices
Outputs
Virtual Outputs

Pair Item with Device

4k

Configured Address: 0

Inputs Change Device Address
EOL Resistors The selected device must be connected and Device Address: | 0 =
HBLIS Devices online to change its internal address
QS0P Devices

Software Set OSDP Bus Baudrate

Change Address

Card Formats Baudrate: 115200 w
Cameras

Icons
Offline Monitoring
Motes

“w OK Cancel Apply

@ Info

If you have a 2x OSDP Reader please change the OSDP address within BioStar 2.

24. To create the Wiegand Reader. Right-click on the Hardware Window. Click on New — Third-Party Reader. A New Window
appears; Set its name as Suprema Wiegand Reader, then in the Event Response Tab. Choose the Alarm Zone as System
Alarm Zone and press OK.
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| Suprema Wiegand Reader - Properties | >

General Action Plans
Event Response Event Group,Type Action Plan
Alarm Instruction --I:I.ﬁ.::cess Denied — Use Default -
Connections [#-_JCard Error — Use Default —
b [#-_JCard Event - Use Default —
e --I:ICardhuIder Locker Assigned — Use Default -
#-_JDuress — Use Default —
Card Read Output --I:IGu'uPass Validation Failure - Uze Default -
Icons [+-_JPIV Validation Failure — Use Default —
HBUS Terminal Display - Tamper - Use Defauit -
Notes --I:ITamper Return To Mormal - Use Default -
[+ JUnit Event — Use Default -
- Junit Stopped Responding — Use Default —
Action Plan: -- Use Default --

Alarm Zone for all Events: Sctern Alanm Zone -

25. Go to the Door that we have created in properties Entry Zone set Access Zone as Suprema Access Zone and reader as
Suprema Wiegand Reader and Suprema OSDP Reader, and press the OK button.
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Suprema Door - Properties *
General
Event Response Access Zone _[].i Suprema Access Zone -
Alarm Instructions
St and Cromrides Entryis controlled by: (@) Reader(s) (") Push button(s)
Alarn Trenesaicsion, Reader(s): [ Suprema Wiegand Reader w
Connections
Devices & Suprema OSDP Reader Y
Entry Zone Disable feedbadk i Turn off all warning/alarm sounds [_]
Exit Zone
e Terminal Display Message:
Challinae Access Granted: | |

Mare Challenge Access Denied:

Cameras Access Denied (anti-passback): |

Icons

Entry Actions

Exit Actions

Notes Push button(s): -- Mone Selected --

-- Mone 5elected --

Free
handle

Cancel

26. In HBUS I/0 properties go to Reader settings and set Reader 1 as Suprema Wiegand Reader, press the OK button.

Close the door and Controller window.

HBUS 1/ Wiegand Module (Supremna) - Properties

General

Event Respanse Wiegand Readers:

Alarm Instructions
Status and Overrides

Reader 1:

Alarm Transmission Reader 2: -- Mone Selected --
Connections

Inputs

EOL Resistors

Outputs

Readers

Cameras
Icons

MNotes

Suprema Wiegand Reader

oK Cancel

Apply

27. To create a card type Configure — Card Type right-click and create a new Card Type. Set its name as Suprema Card
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@ Info

+ A QR Device license is needed to read the Gallagher QR Code. Please contact Suprema for it.

* Please use the same terms as mentioned for the fields.

Il Card Type

Fa)
Mame

Tl FIDO2 Credential
Tl Mobile Credential
1|| Suprema Card Type

Description

Default FIDOZ Card Type

Created Llast.. Last ..

28-Fe... 28Fe.. Syste.
28-Fe... 28Fe.. Syste..
01-M...  28-M._.  Syste. .

New... |l card Type *

Delete 1 Maorpho Biom

Refresh List | [l Mobile Credential

Cl:p— 1 FIDO2 Credential Type
- [] Digital ID Type

Configuration

28. In Card type properties go to setup option Region code as A and Facility code as 10000 card number range as 1 to

99999999999999999999 (20 times) and enable card expiry notification. Press OK.
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29.

Configuration

Card Type 1 - Properties

General

Setup

PINs

Inactivity

Printing and Enchgding
Motes

Card Fadility

Region Code (AF): EI

Current Fadlity Codes:

Card Mumber
Format: |Dedmal

s

Fadlity Codey | 10000

S

S

Range: |

1 | to | 9999999999999999999§|

Card State Set

Card State Set: | ||l Default Card State Set

Card Defaults

@ Date Range

From: [T 7/27/2023

v |[16:39 2|

untl: [ 7/27/2023

v||16:38 2|

() Fixed Duration 1

Advance notice

Period: IZI Days

Days Issuelevel: |1 =5

[] card Issue Level must match default
R

} Enable card expiry notification

oK Cancel

Create another card type Configure — Card Type right-click and create a new Card Type. Set its name as HID Seos
Corporate. And go to the properties (setup) to set up card type. Use the below configurations to configure the card and

press Apply and OK.
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Card Type 1 - Properties

General Card Fadility
Setup ‘\ Region Code (AF): IA_| Fadlity Code: | 04630
PINs ———— - 4_”’—’—"‘—
mactvity 000 T R
Printing and Encoding Card Number
Nokes Format: |Dedmal ~
Range: | 1] to| 16777215 |

Card State Set
Card State Set: | ||l Default Card State Set

Card Defaults

@ Date Range

From: ||:|2-5-Aug-24 |:|v||15:2-5 :|

untl: |[[J26-Aug-24 @~ |[15:26 2|

(") Fixed Duration 1 Days Issue level: |1 =

e [] card Issue Level must match default

o [
eria L2 s Enable card expiry notification

s

oK Cancel Apply

30. Create another card type Configure — Card Type right-click and create a new Card Type. Set its name as Suprema QR

31.

Code.
|:|_J| Card Type — et
Mame Description Created Last ... Last ..
T FIDO2 Credential Default FIDO2 Card Type T/26/... T/2G/.. Syste..
T Mobile Credential 7/26/... T/26/.. Syste..

New... |l cardype W |
Delete 2\ Morpho Biometric Typ

RefreshList | il Mobile Credential Type [~
Copy il FI.Dt.}?_ Credential Type
|:| Digital ID Type

In Card type properties go to setup option Region code as A and Facility code as 10000 card number range as 4194304

to 8388607 and enable card expiry notification. Press OK.
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Suprema QR Code - Properties

General Card Facility
Setup Region Code (A-F): A Fadiity Code: | 10000

PIM

s Current Fadlity Codes: | A10000 ‘—-—_________
Inactivity
Printing and Encoding Card Number
Nokes Format: | Decimal

Range: | 4194304 | to | 8338607 |

Card State Set

Card State Set:  7||| Default Card State Set

Card Defaults

@ Date Range

From: ||:|15.0.;t.24 E~ ||1-5:45

L

Untl: [[J15-0ct-24 @ ||16:45

L

() Fixed Duration 1

Advance notice

Period: IZI Days

Days

Issuelevel: |1 =5

[] card Issue Level must match default
Enable card expiry notification

oK Cancel

Apply

s

32. To create a universal card type Configure — Universal Card Format right-click and create a new universal card format.
We have to make 4 card formats.

1.

Create a new format name as Suprema 26 bits Wiegand and set the format as the below image:
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Supremna 26 bits Wiegand - Properties e

et Fomat: @ Wiegand (O ABA

Farmat h.

Motes Wiegand Fomat ABA Format
MNumber of Bits: 2g=)  Minimum Number of Digits: =
Bits in Facility Code: ol Maximum Mumber of Digits: =
First Bit of Facility Code: = Digits in Facility Code: =
Bits in Card Number: 2g-=) First Digtt of Facility Code: =
First Bit of Card Mumber: 1= Digits in Card Number: =
Bits in Issue Number: gl First Digit of Card Number: =
First Bit of lssue Number: 1 = | Digitsin lssue Number: oL

3

Bits to Sum for Even Parity: gl First Digit of lssue Number: e

First Bit to Sum for Even Parly:
i o Sum for Even Parity 1 Card Number Offset: Ij

Bits to Sum for Odd Parity: =
s to Sum for arity 0 lssue Level Offset: E =

First Bit to Sum for Odd Parity: 1 % | Facility Code: | &3 oy

4k
¥

4

4k

2. Create a second card format as Suprema CSN 32 bits, and in the format set as shown below.
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Suprema C5M 32 bits - Properties *
Generdl _ Format: (@ Wiegand () ABA
{Format
Motes Wiegand Fomat ABA Format

MNumber of Bits: 32-=) Minimum Number of Digits: =
Bits in Facility Code: o2l Maximum Mumber of Digits: =
First Bit of Facility Code: 12 Digits in Facility Code: =
Bits in Card Mumber: 32-2) First Digtt of Facility Code: =
First Bit of Card Mumber: 1= Digits in Card Number: =
Bits in Issue Mumber: pl=)  First Digit of Card Number: =

*

First Bit of lssue Number: 1 Digits in lssue Number:

)

3

Bits to Sum for Even Parity: gLl First Digtt of lssue Number: =

Card Mumber Offset: o

]

First Bit to Sum for Even Parity: 1

4
3

4

Bits to Sum for Odd Parity: (1= lssue Level Offset- E -
First Bit to Sum for Odd Parity: = Facility Code: | 410000 £
oK Cancel Apply

3. Create a third card format as Suprema CSN 56 bits, and in the format set as shown below.
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Suprema C5M 56 bits - Properties *

Genexdl Format: @ Wiegand (O ABA

Farmat

Motes Wiegand Fomat ABA Format
MNumber of Bits: gg =) Minimum Number of Digits: =
Bits in Facility Code: o2l Maximum Mumber of Digits: =
First Bit of Facility Code: 12 Digits in Facility Code: =
Bits in Card Mumber: 5g =) First Digtt of Facility Code: =
First Bit of Card Mumber: 1= Digits in Card Number: =
Bits in Issue Mumber: pl=)  First Digit of Card Number: =

*

First Bit of lssue Number: 1 Digits in lssue Number:

)

3

Bits to Sum for Even Parity: gl First Digtt of lssue Number: =

First Bit to Sum for Even Parity:
i o Sum for Even Parity 1 Card Mumber Offeet - Ij

Bits to Sum for Odd Parity: =
s to Sum for arity 0 lssue Level Offset: E =

First Bit to Sum for Odd Parity: 1 = | Facility Code: | 410000 -

4k
3

4

4k

Concel | [RGB

4. Create a fourth card format as Suprema Virtual Card (25bit), and in the format set as shown below.
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Suprema Virtual Card (25bit) - Properties *

Genexdl Format: @ Wiegand (O ABA

Farmat

Motes Wiegand Fomat ABA Format
MNumber of Bits: 32-=) Minimum Number of Digits: 2L
Bits in Facility Code: o2l Maximum Mumber of Digits: 2Ll
First Bit of Facility Code: 12 Digits in Facility Code: =
Bits in Card Mumber: 25-2) First Digtt of Facility Code: =
First Bit of Card Mumber: gl~1 Digitsin Card Number: =
Bits in Issue Mumber: pl=)  First Digit of Card Number: =
First Bit of lssue Number: 1 = | Digitsin lssue Number: e

3

Bits to Sum for Even Parity: gl First Digtt of lssue Number: =

Card Number Offset: o

]

First Bit to Sum for Even Parity: 1

4
3

4

Bits to Sum for Odd Parity: (1= lssue Level Offset- E -
First Bit to Sum for Odd Parity: = Facility Code: | 410000 £
oK Cancel Apply

5. Create a fifth card format as HID 48bit, and in the format set as shown below.
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HID 48bit - Properties *

Genexd Format: @ Wiegand (O ABA

Format

Totes Wiegand Fomat ABA Format
MNumber of Bits: 4g-=)  Minimum Number of Digits: =
Bits in Facility Code: 162 Maximum Number of Digits: =
First Bit of Facility Code: gLe Digits in Facility Code: =
Bits in Card Mumber: 23-2] First Digtt of Facility Code: =
First Bit of Card Mumber: 55+ Digits in Card Number: =
Bits in Issue Mumber: pl=)  First Digit of Card Number: =
First Bit of lssue Number: 1 = | Digitsin lssue Number: e

3

Bits to Sum for Even Parity: gLl First Digtt of lssue Number: =

Card Mumber Offset: o

]

First Bit to Sum for Even Parity: 1

4
3

4

Bits to Sum for Odd Parity: 1= lssue Level Offset- E -
First Bit to Sum for Odd Parity: = Facility Code: | A04630 w
oK Cancel Apply

6. Create a sixth card format as Suprema QR 23 bits, and in the format set as shown below.
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Suprema R 23 bits - Properties x
Generd Format: (@ Wiegand (O ABA
|| Format

Motes Wiegand Fomat ABA Format
Mumber of Bits: 232/ Minimum Number of Digits: L=
Bits in Facilty Code: o2 Maximum Number of Digits: e
First Bit of Facility Code: 1 Digits in Facility Code: 1=
Bits in Card Mumber: 232/ First Digtt of Facility Code: 1
First Bit of Card Number: 1= Digits in Card Number: =
Bits in Issue Number: pl=)  First Digit of Card Number: 1k

.3

First Bit of lssue Number: 1 Digits in lssue Mumber:

[

3

Bits to Sum for Even Parity: pls First Digit of lssue Number: e

Card Mumber Offset: 0

First Bit to Sum for Even Parity: 1

4k
4k

Bits to Sum for Odd Parity: (1= lssue Level Offset- E -
First Bit to Sum for Odd Parity: E Facilty Code: | - None Selected =
Ok Cancel Apply

33. Drag all six card types and drop them on Controller properties, Card Format Setting, and Apply the settings. Press the
OK and Close all the windows of Gallagher Configuration Client.
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Controller 8000 - Properties *

i Name Description
Event Response
Alarm Instructions
Status and Overrides @ HID 48hit

Alarm Transmission ﬂ}} Suprema 26 bits
Setup @ Suprema 32 bitz
Metwork @ Suprema 56 bits
Serial Devices
Outputs
Virtual Outputs
Inputs

ECL Resistors
HBUS Devices
OSDP Devices €3 Universal Card Format
Software
Card Formats

3 Suprema Vittual Card (25bit)

Cameras

Icons

Offline Monitoring
Motes

MNarmal.

34. Go to Config Client Configure — Hardware.
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Displays the Hardware dependency tree.

@ Gallagher Configuration Client - Suprema (UK) R&D Demo

— X

=

LR PTG JFaEEEY W Ok

File Monitor Manage Report Wizards nfigure | Window Help
e |

il Card Types

Personal Data Fields
Enrclment Templates
Photo ID
Competencies

Divisions

Access fones
Motification Filters
Day Categories
Schedules
Receptions

Calendars

Alarm Zones
Action Plans
Alarm Instructions
Insertion Tags

Z10 Tension Sensor Groups

Guard Tours

Site Plans
Interlock Groups
lcon Sets

Macros

" |HEST Ciient Operator ...

-30111 7/27/2023 4:53 PM

Hardware

ROES B ©DROE

SIP

Doors

Elevator Cars
External Systems
Salto

Logic Blocks
Lockers

Universal Card Formats
Device Software
Services & Workstations

Licensing Groups

Then Right click on the Window and create output and set the name as Wiegand Output in the general tab.
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'it Hardware — ot
E Suprema (UK) R&D Demo
- [igh Suprema OSDP Reader
| MNew... 3 Input
Delete |_@ Output
Refresh List | B Fence Zone
Copy Controllers r
HEUS Devices k
GBUS Devices r
R5232 Devices r
. Sensor Devices »
O5S0P Devices r

Cardax IV Reader
Third Party Reader
Morpheo Biometric Reader

!:'U] IP Alarm Transmitter

35. Now click on Advance on the left side set 1 second in the Output times option and press Apply and OK.

Configuration

Output 1 - Properties

General

Event Response

Alarm Instructions

Status and Overrides

Alarm Transmission

Connections
_Messages

Advanced

Cameras
Icons
Motes

>
Schedule for output activation: -- Mone Selected -- “ | View Schedule
QOutput times:
[ ]output iz pulsed when activated?  Pulse fime: 1 +| seconds
Maximum time for the output to be activated: 1 |+ seconds

Siren behaviour
When triggered by an action plan:

[] Activate output once only per source until alarm is adnowledged

Allaw oukput ko ackivate again after | 20 = | rinutes of being inackive

[ ] output is inverted (this does not apply to Virtual Qutputs).

Mapping to an Input state
If the outputis used as an input: 0n is Qpen, Off is Closed

36. Now go to hardware window — double click on HBUS I/0 Wiegand Module (Suprema) on the left side go to Outputs
and select Wiegand Output press Apply and OK.
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W Hardware = >
| - [ [Suprema (UK) R&D Demo

[ Controller 6000
E HBUS 110 Wiegand Module (Suprema)

HBUS I/0 Wiegand Module (Suprema) - Properties
General Outputs
Ewvent Response
) 1 -- Mone Selected --
Alarm Instructions
Status and Overrides b -~ None Selected -

% Wiegand Output

Alarm Transmission
Connections
Inputs

EOL Resistors
Outputs

Readers

Cameras
Icons
MNotes

ok || canced | [ apnly

BioStar 2 Setup

1.

To open BioStar 2 type https://[Your system IP Address]/#/login in your browser it will open the login form.

[ Bt 2 ® |+

€ 2 C A Mobsecure | btps192.1 651,158/ 1ogn

BioStar 2
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Configuration

2. Fillin your BioStar 2 credentials to log in, go to the setting page, and select Card Format.

BioStar 2

Settings
R, Q &= (- (5
ACCOUNT PREFERENCE CARD CARD FORMAT SERVER
=
v HH (J ) | v A=
TRIGGER & ACTION SCHEDULE ALERT HTTPS IMAGE LOG
USE AGENT FACE GROUP AUDIT TRAIL DAYLIGHT SECURITY
MATCHING SAVING TIME
MOBILE ACCESS EMAIL SETTING LICENSE

3. Inthe card, setting click on the edit button to create a new card format.

Wiegand

Sman Gang

+ Wiegand
‘Wiegand ID

O 26 5L S1A Standard-HI0301
2

3

4 HID Ceeporate 1000

5 HID Ceeporate 1000 4824t
&

7

L]

9

"0

=
Tetal Bits Number of Fiekds Number of Is sued Gards
3 2 [}
7 ane [
7 2z o
35 o
o
:
[} £
v +
[ s
L] +,
[ +
[ +
[ s,
@ I
] 4

4. Here also we have to create three card types 56-bit, 32-bit, and 26-bit.

1. Set name as 56-bit Gallagher total bits as 56 and in ID field press add set start bit as 0 and end bit as 55.

Information

+ Add New Wiegand

+ Description

+ Total fits

5ti-bit Gatagher

S6-bit Galagher

+ Facility Cade Fisld

2. Set name as 32-bit Gallagher total bits as 32 and ID field and in the ID field press add & set start bit as 0 and end
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bit as 31.

'+ Add New Wiegand

Informaticn

* Nama 32-Bit Gallagher
* Description 32-Bit Gallagher
+ Total Bits 32

» Facllity Code Flald [ |

3. Set the name as 26-bit Gallagher total bits as 26 and ID field and in the ID field press add & set the start bit as 0
and end bit as 25.

+ Add New Wiegand

Information
+ Wama | 2t-tit Gallagher
+ Descrigtion 26-bit Gallagher
+ Total Bits 6 :

Facility Code Field ]
Srart bx End Bt Stae

» 1D Fiakd
+ Parity Bity

5. Now inside the card format go to the smart card section by pressing the smart card button and click on the ADD
SMART CARD button.

= '« Smart Card
E] 4 Wiegand
4 Smart Card

6. Now enter the name as AOC Inside MIFARE type enter 1 for Start Block Index, tick the checkbox for Use Face template,
and press the Apply button.

@ Info

If you don't want to use a visual face and only want to use a fingerprint on the smart card you can untick the
checkbox.



Configuration

« AOC
Smart Card Type
* Smart Card Type D suprema smart Gard
Information
* Hame aDC + Secondary Key (I mmactive
MIFARE ICLASS DESFire ICLASS Secs
« Primary Key [ New Primary Key
Confirm New Primary Key
The key values made with 2.5v of before need to be converted to HEX through
before applying.
« Secondary Key New Secondary Key Convart ta HEX
Confirm New Secondary Key " i
+ Start Block Index 1 E
Layout
+ Template Count 2 [= + Template Size 300 2]
+ Use Face Template — + Face Template Size 552 ':

To connect devices to the system go to the device panel and press the SEARCH DEVICE button.

BioStar 2

All Devices

[ Al Daicas

Device 1D . Device Address Firmware Status

[ Watting Bevice.

[ us8 Devce

Result Mot Found

Now press the search button and select the device and press Add button.

Search Device

Found 1 Savicels)

The connected devices will be listed on the device panel on the left side.
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All Devices 0[50ER%10 0 EX50 | - |
=

= E A bevices

Firsmwarn Stalug

X-Statien 2 SAIATTRE (192
43477328 ¥-Stalion 2 43477528 (152.148.1.281) A1 Devices :Station 7 152.168.1.281 Normat |
[ Waiting Device

[ usB Device.

Wiegand’'s READER CONNECTION

Click on the device that is connected via the Wiegand connection. Scroll down until you see Card Type.

Please turn on the CSN card, tick the Mifare/Felica, set the format type as Wiegand, Byte order as LSB, and Wiegand
format as 56-bit Gallagher.

Coard Typa
Sl e @) Enabies /
[] ems100 ————— e [ MiraceiFelica
« [yte Dedar [1:3 -
+ Format Type: @) viegana ——— * Wiegand Format | 56-Git Gakagher v
+ Wisgand Card () Disabied
+ Sman Card (I Disavied
+ Mobile (I bisatied

Now go to the advanced setting and scroll down until you see the trigger and action press add button, and set the field
as shown in the image.

Add Trigger & Action *

Event - Port Output « Configuration
Input Port 0 v Access Denied -
®) Input Alert Sound
Input{Event Name Change) ~ * S"itch Release All Alarm
Normally Open -

Disable Device
« Duration(ms) @) Function
1000

« Schedule

Always v

] -

Again press the add button to add another trigger and action.

L
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Add Trigger & Action X
— = =]

Event + Fort Output « Configuration

Input Port 1 - Access Granted -
®) Input Alert Sound

= Switch

Input(Event Name Change) Release All Alarm

Normally Open -
Disable Device

+ Duration(ms) .
@ Funclion
300

» Schedule

Always -

[ - =
4. Inthe Advanced Section below Trigger & Action: Wiegand setting Input/Output should be set as Output, Wiegand

Input Format as Default, Pulse width as 40, pulse interval as 10000, output mode as normal, check fail code, and
output info to the Card ID.

Wiegand
+ Input/Output utput = + Pulse Width{ps) PP
+ Wiegand Input Format | Dafault - + Pulse Interval(ps) 10000
+ Output Made o Normal Fail Code 00w + Output info ®) Cara 1D User 1D
+ Secure Tamper B on

OSDP READER CONNECTION

1. For OSDP connection click on the device that is connected to the OSDP panel and scroll down until you see Serial.

Set RS485 as Default and Baud rate as 115200.

+ RE485 Defaus - - Bawd Rate 115200 -

2. Inintelligent slave expectation code as Enabled, output info as Card ID OSDP ID as 0.

@ Info

If you have more OSDP devices then please change the OSDP ID to another number and for output, Info
must be Card ID.
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Intelligent Slave

« Exception Code { Enabled

Tode Value

®) Decima Hexadecimal

Max B bytes

+ Output info ®) Card 1D

Email Configurations for QR Code

@ Info

1. Go to the settings page and select Email Settings.

BioStar 2 @ Settings hgﬁ Port @ About @ Help

Settings
v —I
ACCOUNT PREFERENCE CARD
PR
-Es
v H ( J ’
TRIGGER & ACTION SCHEDULE ALERT
J =
) =Q
e
USB AGENT FACE GROUP AUDIT TRAIL
MATCHING
MOBILE ACCESS EMAIL SETTING LICENSE

=)

—v

CARD FORMAT

<

HTTPS

{9.

DAYLIGHT
SAVING TIME

B )

CARD PRINTER

+ Email confirmations and Emails for user profiles are a must be required for QR Code.

3

SERVER

R=]

IMAGE LOG

©

SECURITY

—
=0

SYSTEM BACKUP

+ Licenses are required for emails. Please contact the administrator to obtain the necessary licensing.

2. Press the SMTP setting button inside the email setting, fill in the details for the SMTP Option, and press the Apply

button.
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SMTP Option X

LS

— Sender Information
+« SMTP Server Name W [ oy, g o T
« Description [ EEL_ P LT
« Server Address ral b rrrn Sl e
+ Port{default:25) B
+ User Name e b e £ e e e il 1w
« Password NESE NN R EESE N R
« Security Type ] b
« Sender e b e £ e i e il 1

s -

|

Configuration

3. To cross-check, you can use the test mail functionality, where you need to put the email address you want to test with
and press the send email button.

To use the QR Code card, enable the QR option inside the settings, Put the details as per requirements, and press the
Apply button.
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<+ EMAIL SETTING

Email Contents Setting

+ SMTP Setting SMTP setting

+ Test Mail Recipient Address PRSP [ (9 send Email <4

Visual Face Mobile Enroliment

« Visual Face Mobile Enrollment .;:) Not Use

QR

. QR '/_-Uar:v‘“_’_/

+ Email Title Gallagher QR Enrollment

+ Company Name

+ Company Logo Upload Loge Image

+ Contact

Suprema Integration with Gallagher v2.0

1. Open Gallagher Command Centre in the Cardholder viewer option and go to viewer configuration.

Viewers Reports Administration

&=

Cardholder Viewer
Viewer 3 Configuration

Search e By Simple Search A Create Cardholder i Delete Cardholder

Suprema (UK

First Name Last Name Description Division Card Mumbe...  Last Zone Entered Authori... ‘

Found: 0O

2. In Viewer Configuration, set windows as shown in the image below, and use the window toolbox to drag and drop
windows.

+ Cardholder Details
+ Cardholder Access Groups

« Cardholder Cards
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« Event trail
« URLTile

+ Cardholder Images

- Bame " Cardhaldes iewer Genesal Details | | Assign to Ciperators | ?

Curmeesly vitwing ganet Defaul Caedholder Panel

[ ot tmperts [ Lot Zom et

Eeosdcast Notification

Casaenn

Caselholder fecess Goups

Caedhoider Bieenetrics

[CerdholerCads 1)

Caedholder Competencies
aedholder Details

Casdheider Exgorses

Candhoider History

Candhoider bmages

Casdholder Lockers

Caedholder Noter

Coedheider Metifications

Caedhobder Operater Groups

Caedhuokder Persanatsed Actions

Event Teail

Guaed Tour
Operator Sesticns
e Plan

Starus

TsgBoard

URL e

| CogyVewer || DelereVoewer Regertosaved || e | :Wuﬂ:in{ulls(rm(vﬂ!'»iviﬂé

3. Inthe URL window press click to configure the set Specific URL to <127.0.0.1>:28523 and choose navigation as Disable
Navigation. And press the save button to save the settings.

General
Title: URL Tile

Show Tile Header

LURL
@ Specific URL/File: 127.0.0.1:28523 [.]
) URL Personal Data Field: | Select PDF |
Mavigaticn Auto Refresh
1 Enable Mavigation [7] Automatically Refresh Tile
1 Enable Restricted Navigation Every 1 minutes *

@ Disable Mavigation

Cloze

4. After completing the configuration press the save button then right-click on viewer configuration and reload the
viewer to see the change.

5. Connect the Mifare Encoder to the PC.
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6. Go to the device manager in your system in other devices SDI0O11 Contactless Reader (In your case it can be a different
device) right-clicking on that and choose the update driver.

v ) DESKTOP-3Q111LR
| Audio inputs and outputs
& Batteries
0 Bluetooth
E Computer
w Disk drives
[ Display adapters
' DVD/CD-ROM drives
; Firmware
dy Hurnan Interface Devices

= Imaging devices

Keyboards

g Mice and other pointing devices
[ Monitors

I Metwork adapV
v E7 Other devices

B4 SDI011 Contactless Reader
= Print queues Update driver
[J Processors Disable device
B Security devices
lt Software components
B Software devices Scan for hardware changes

Uninstall device

i Seund, video and game contr .
Properties

& Storage controllers
£ System devices
' Universal Serial Bus controllers

7. Browse my computer for the driver and select the folder that we have provided.
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bt

< B Update Drivers - SDI011 Contactless Reader

Browse for drivers on your computer

Search for drivers in this location:

1
|C:\Users‘adcham\GnEDri?E‘iDocuments V|| | Browse...

Include subfolders Browse For Folder >

Select the folder that contains drivers for your hardware.

~ [ This PC "~
— Let me pick from a list of avail3 > _J 3D Objects
This list will show available drivers comp » I Desktop
same category as the device, 3 Documents
v Downloads

Mifare Encoder driver

> T
s [&=] Pictu
» E Videos

» g Local Disk (C) "

j Date created: 7/25/2023 5:20 PM h

Folder: | Mifare Encoder driver
e

8. When you update the driver for the first time then a smart card reader will be available.

(D Info

The name USB device name could differ from device to device.

9. Now we have to update the Contactless Reader driver again with the same file. After you will see the new smart card
driver will be available.
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v % DESKTOP-3Q111LR
iy Audic inputs and outputs
& Batteries
B Bluetooth
|__j Computer
= Disk drives
[ Display adapters
- DVD/CD-ROM drives
i Firmware
Human Interface Devices
% Imaging devices
Keyboards
g Mice and other pointing devices
E Monitors
I Metwork adapters
i Print queues
[ Processors
W7 Security devices /
~ |y Smart card readers
SDI011 Generic USE Contactless Reader
& 301017 Generic USB Smart Card Reader
!t Software components
B Software devices

Add Access Group

Configuration

1. Go to Administration, where you can see Access Groups at the top left side click on that then you can see the New

Access Group button at the bottom left side. Click on that button.

Viewers Reports Administration

L secessoer - JO L
+ =

Mew Access Group

e &

2. After clicking New Access Group button, a pop-up will be opened as shown below image set the Name as Suprema

Access Group and click on the Close button then a pop-up will be closed.
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Mame: * | Suprema Access Group|

Division: Root Division
Description:
Parent: -- Mone Selected --

Close

Configuration

3. After clicking the close button, you will screen as shown in the below image, click on Add Access button at the left

bottom corner.

Heme®  Suprerna Access Group Genersl Detaile

Description:

Aggess Cardhalders Alarm Zone History / Hates
Acoess Agcess Privileges
Access Zone = Schedule \isitor
Visiter Escot
Lock/Unlock Access fones
Entry During Lockdawn
First Card Unlock

Anti-Passback Response
Anti-Passback
1 the card has been passed back:
@ Deny access and log an event
Log an event
Mo agtign

Anti-Tailgating
IF the cardholder has tailgated:
@ Deny access and log an event
Log an event
Ho action

[ 204 Access] [ Bermove | | Show Inherited Access|

|_Ce=yn«eﬂ(i¢eun | M(ﬁ((méwu}” Fevert to Saved Save |

4. After clicking Add Access button, a pop-up will be opened as shown below image, in that checked the checkbox and

then click on the Add Selection button.
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Configuration

Step 1 - Select Access Zones

Search: Division filter -- All Divisions -- -

- Mame . Description

Suprema Access Zone

Deselect All || Select Al INEEE T Cancel

Then check the radio button and click on the OK button the pop-up will be closed.

Step 2 - Select Schedule

Search: Division filter -- All Divisions -- -

Mame . Description

@ Default Cardholder Access Granted

QK Cancel

Click on the Save button your Access Group will be added successfully.
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Suprema Integration with Gallagher

1. In Cardholder Viewer search rest and it will load all the windows.

Administration

tlarm Viewer Cardholder M
Viewer

First Marme = Last Mame Description Division Card Numbe...  Last Zone

i B TN Creste Cavdhelates Jf Detee Caretoder

First Ham e Drizan Card Mumberfs] Latt ZoneEatered  ZoneAccessed T

FistMame:  RESTChent Mame. = Descrigtion Frem Untit

Suprema dccen Growp

Last Maeme:

Tt Hame

Deseription:
Divition:  CARDHOLDER.A: Crecle-Insia-Cardbelder

CormsstiD: 000

User Gode:
URL Tie | migngeesn || Copphesmm

Flease Enler The Gallagher AFLKey. T

| Cardnabder fustharived

Humier Trze lsdue Fiown Until Saat
Please Enter The Biostar2 Server [P Address, v aris Supoema OF Code | m| 0| sectve - =
B - i Suprema Cerd ipe 1] m ] active
0000 - s B  Suroema Cand Boe [P m T active "
e e T L

Please Enter The Biostar2 Server PORT.

Please Enter The Middleware Server
SYSTEMHOST Mame,

[ s etency | [ Femeve ||
SYSTEM NAME ign Competency | |

A8 Dvmnty between J-Jun-15 1405 and MOW doe REST Cliart o ol
OecumenseTane  Mesage Evert Type
DRIE2E 1200 Desates "EEST Cliet” | ” - J
FICIEEA T 1E ]

2. First, the screen below appears, and you need to enter the Gallagher API Key, BioStar 2 server IP, BioStar 2 server
PORT, and SYSTEM/HOST name of the middleware address to move forward.

@ Info

If you are running the middleware on a specific port on two different servers with particular IP addresses,
kindly refer to: Configure the inbound rules for the middleware.
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Please Enter The Gallagher API Key.

Please Enter The Biostar2 Server IP Address.

0.0.0.0

Please Enter The Biostar2 Server PORT. o

443

Please Enter The Middleware Server
SYSTEM/HOST Name.

SYSTEM NAME

SUBMIT

Suprema Integration with Gallagher

3. Onthe License screen, enter the License key and the exact project name that you get from the admin.

Please Enter A License Key To Continue Using
The Middleware.

Please Enter The License Key.

RRR - X RR - XX XK

Please Entre The Project Name.

PROJECT NAME

SUBMIT

4. On the login screen, enter the credentials of Suprema BioStar 2.

@ Info

On the Login screen if you get an error for LAN is disconnected or IP is changed for (IP Address). Kindly

refer to: Troubleshoot login page error.
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SUPIEMD » WGAuACHR

SECURITY & BIGWETRICS

Login Click Here To Reset

Username

Password

LOGIN

After entering the correct credentials, the below user sync screen will open for initial sync.

Please wait while your Users data is getting
synced

Please wait while it iIs Syncing...

Total Users synced: 11/11

After successfully syncing the users, the close button will appear on the screen, and pressing the Close button to move
further.

Please wait while your Users data is getting
synced

Syncing completed successfully...

Total Users synced: 1/1

..

After successfully syncing the users, the user search screen will appear.
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Last synced: 07/17/2025, 15:00:30 =

User Name A

USER ID

SUPIema » ®GhuacHER

SECURITY & DIOMETRICS

Enter user details to search [] Exact Search

3

NAME © i) = ACTION

5. Search rest and press the search button and the search user will appear in the table.

Last synced: 07/17/2025, 15:02:00 =

User Name A

997

SUPIema x ghuacker

SECURITY & BIOWETRICS

rest [J Exact Search ‘E‘

REST Client 0 0 1 »

‘@

6. Now, connect the Mifare Encoder to the system. Press the Assign Access button, choose the Suprema Access group we

created, and press the Save button.

Cardholder Access Groups

Mame < Description From Until Status
—
|| Assign Access | | Copy Access | | Remove
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By selecting Access Groups

Search: Division filter: |-- All Divisions -- -

Suprema Access Zone

IE‘ Deselect All | 1 selected ‘ Add Access Cancel

After adding the access group and connecting the Mifare Encoder right-click on Viewer Configuration and reload the
viewer.

Putting the card on the Encoder Assign Card from the Encoder button will actively press that button will assign the
card to the user, after that press the Save button. Then press the Edit button in the middleware.

@ Info

If you want to enroll only Biometric then don’t assign any card in advance, just press the Edit button after
assigning the access zone.
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Last synced: 07/17/2025, 15:02:00 SUPrema x M.

SECURITY & BIOWETRICS

User Name v rest [ | Exact Search ‘ go% ‘

597 REST Client 0 0 1 ”

You can assign multiple cards to the user when you assign the card and press the Save button press the green sync
button it will sync the whole data of the particular user.

Last synced: 07/17/2025, 15:04:15 ) SU P r E!na . M
REST Client ol “ |‘ © “ E |’E‘\ Select device v
(597) () ¥ |

TYPE CARD NUMBER DEFAULT

CSN 16981970 O

CSN 16981971 O
NOTE: + Please press the sync button after changing the date of default card.

+ QR code can not be selected as default card.

E&Ex'rt & Search again

9. Press the Fingerprint button, and it will load the fingerprint module.
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Last synced: 07/17/2025, 15:04:15 )

SUPIema x ®ghuscHer

SECURITY & BIOWETRICS

e T

[\
e

acal

Cmight v | 80 v | [ Raw Image

3

(SPExit & Search again Reset

10. Select the device from the list.

11.

Last synced: 07/17/2025, 15:18:30 O

SUPIEMa x SBhuacHeR

SECURITY & BIGWETRICS

REST Client
(597)

Q| = | & ' Select device v ‘

Select device

X-Station 2 543477928 (192.168.1.241)

Comght v | v | [ Raw Image )

aca

3

(S*Exit & Search again Reset

You can select the left or right hand, after that quality of the fingerprint and press the scan button, it will start
scanning. When the scanning is complete, the scan button will change to the delete button and the fingerprint will
appear on the display, Data will be stored automatically when the data is saved successfully the saved fingerprint will
be colored.
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Last synced: 07/17/2026, 15:1830 & _ P YT .
X
?5%?;; Client ‘ © H = H o H X-Station 2 543477928 (192.168.1.24 ‘
| Right v | ‘ 40 v | ] Raw Image |E‘
®
(S*Exit & Search again Reset

12. If you want a raw image then tick the Raw Image checkbox and then scan the finger.

Last synced: 07/17/2025, 15:18:30 = SUPI’E!“B x WH;
?5%9;; Client o = = H X-Station 2 543477928 (192.168.1.24 ‘
| Right ¥ | ‘ 40 v | Raw Image |ﬁ‘

(S*Exit & Search again

13. To delete the single fingerprint press the delete button and the pop-up will appear then press the Yes button, it will
delete that particular fingerprint.
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URL Tile

Are you want to delete the Data?

To Reset all the fingerprint data, press the reset button and the pop-up will appear then press Yes it will reset all the
fingerprint data.

14. We can use BioMini Plus 2 to enroll user fingerprint data. For that just connect the device and you will see it inside the
fingerprint select device section. Select the device and start enrolling data for the user.

SUPIEM % efGhuacHer

REST Client (568) 8 @  Selectdevice .

Right 20 ¥ [ RawImage i.e-j BioMini \
@ scan

& Exit & Search again Reset

15. To enroll the visual face, press the button beside the fingerprint it will load the visual face module.
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Last synced: 07/17/2025, 15:18:30 &

SUPIema x #@huacker

SECURITY & BIOMETRICS

REST Client
(597)

Select device v ‘

Select device
BioStation 3 538154864 (192.168.1.242)

Upload

(SeExit & Search again Reset

There are two methods to scan the visual face. We can upload it or we can scan the face to enroll.
16. Press the upload icon, then a new window will open then you can choose the image you want to upload.

If you press the scan button it will activate the device that you have selected, use that selected device to scan your face.
Data will be stored automatically after uploading or scanning the visual face and then a success message will pop up.

Last synced: 07/17/2025, 15:18:30 & [ P T

x

@ data added successfully

I(QSI;E;I)' Client a ‘@| ‘ = | ™ H Select device v \

T

Upload

[ ]

L

§

(SeExit & Search again Reset

@ Info

+ The supported image file size is up to 2MB.
+ Supported image file formats are JPG, JPEG, and PNG.

« If an error occurs while entering a visual face with a profile image, please use a sharper image.
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17. If you want to rescan or re-upload the data you need to delete the old data press the red delete button pop-up and
press Yes and it will delete that image.

URL Tile

Are you want to delete the Data?

e s

18. And if you want to reset all visual face data press the reset button and press Yes it will reset all the data.

URL Tile

Are you want to reset the Data?

L= T ® ]

19. If you exit and search for the user again, all the saved data will appear in the table.
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Last synced: 07/17/2025, 15:30:15

User Name

User Id

W

SUPIMCMa y #GhuACHER

SECURITY & BIGMETRICS

rest [] Exact Search n st

297

REST Client 1 2 2

%

-@-

You can also search for the user with its id change the drop-down user name to user id and search for a user with id.

Enroll the User’'s Photo ID in the Command Center for Face

Template

1. Go to the Administration and Click on Personal Data Field and press on New Personal Data Field.

Reports

All Personal Data Fields

Name ~ Type

Administration

w ) @

Description

Ca

H & &

Personal Data
Field

Cr ns

ol

New Personal Data Field

2. Now inside the pop-up set the name as Image and press the Close button. In the Data Type field select Image as a
Data Type Don't change anything here and assign Access Group by pressing on the Add Access Group button inside the
Access Group section and selecting Suprema Access Zone After selecting Access Zone press the Add Selection button

for the field.
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Personal Data Field

Personal data type

History / Motes

Image Type:
Compression:
Image Width:

Image Height:

Data Type Image »| | [C]Required Field
Default Privilege Edit - Sort Order: 50 5
- :Prnfilelmage

JPEG File Interchange Format

20 5 (2 minto 255 max)
160 5 (Pixels)
240 : (Picels) Switch Orientation

3. After Assigning Access Zone press the Save button on the bottom.

Personal Data Field

Personal data type

Data Type

Default Priv.., Edit
Image Type:
Compressi...

Image Widt...

Image Heig...

JPEG File Interc...

History / Notes
Access Group

Name Description

Suprema Access Zone

- Sort Ordenr 50 o

:Profilelmage
4 (2 min te 255 max)

4 (Pixels)

.

| Add Access Group | | Remove

Copy Personal Data Field | | Delete Personal Data Field | | Revert to Saved |

Save |

4. Now go to the Viewer Configuration and press Click to configure for Cardholder Images. Inside Cardholder Images
Configuration Choose Selected PDFs, select the Image field and press the Close button. Now press the Save button on
the bottom left side to save the changes. Now right-click on Viewer Configuration and reload the viewer to reflect the

changes.
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General

Title: Cardholder Images
[ Show Tile Header
Fields

) AlIPDFs

@ Selected por s

! Image

Cloze

5. Now inside the Cardholder Viewer, you can see the Cardholder Images tab You can upload images by clicking on the
yellow icon. For this, we must assign an Access Zone to the user. After Uploading the image press the Save button.

Cardholder Access Groups

\" 2 i. Mame a Description From Until Status

| Suprema Access Zone E

Upload Image (Ctrl-U) |

E Active |

Image | Assign Access | | Copy Access | | Remove |

Cardholder Cards
Cardholder Authaorised

Mumber

Type lzsue From Until
i
. PN maprerra Lard hpe | '
- | ‘nagreres B ode ' o= |
. .
g . el Bgrrau Powa Preven B L
e - = o e W W b -

S ]

6. If you want to see the error message that occurs for users while updating the user information, you can find that inside

the ErrorLog section by clicking on this icon A pop-up will open, which shows different errors for the user.
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Last synced: 07/17/2025, 15:31:30 )

SUPTeM? » a@uces ___»E

UserName v Enter user details to search (] Exact Search ‘ % |

USERID NAME © i = ACTION

7. Asin the below Image, we have an error for one user, Here the Type defines what type of error it is, Status Un-solved
means the Error is not solved for the user yet and Solved indicates the error is solved for the user. Now the one red box
indicates the name of the user and the another red box indicates the user ID.

Un-Solved = b 4

u:;r Error_message Type Time

597 Image validations are not matched fo] REST Client. Please face April 26, 2024 at
check documentation! MS:EE:SS PM

597 Image validations are not matched for REST Client. Please face April 26, 2024 at
check documentation! 52553 PM

8. Now the below image is after changing the user image from the Gallagher Command center as we get the error while
enrolling the face for the user and after successful enrollment the color of the Error message is also changed and
Status is also changed.
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-"_//" Solved L4 x

U:der Error_message Type Time

597 Image validations are not matched for REST Client. Please face April 26, 2024 at
check documentation! 52558 PM

597 Image validations are not matched for REST Client. Please face April 26, 2024 at
check documentation! 52558 PM

9. If you want to change the settings on the device, press the settings button, and you can see the below screens:

Last synced: 07/17/2025, 15:31:30

SUPIemMa » &GhuacHe

SECURITY & DIOMETRICS

User Name v Enter user details to search (] Exact Search $ot

Enroll the User’'s Email ID in the Command Center for the QR
Code

1. Go to the Administration and Click on Personal Data Field and press on New Personal Data Field.
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Viewers Reports Administration

B ok @B B0 8O 6

Bulk Changes C Personal Data

Field

All Personal Data Fields i 0

Name ~ Type Description

2. Now inside the pop-up set the name as Email and press the Close button. In the Data Type field select Email as a Data
Type and Tick the Unique Value checkbox. Don't change anything here and assign Access Group by pressing on the
Add Access Group button inside the Access Group section and selecting Suprema Access Zone After selecting Access
Zone press the Add Selection button for the field.

@ Info

Please use the same terms as mentioned for the fields.

Personal Data Field History / Motes

Persocnal data type

Data Type Email A Required Field

Sort Urder:y-

Default Value %e‘u‘alue

Default Privilege Editable

4

Regular Expression

Syntax: ?

Description:

Test String:

Default Motification
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After Assigning Access Zone press the Save button on the bottom.

Suprema Integration with Gallagher

Personal Data Field History / Motes

Personal data type

Email -

Data Type Required Field

Default Priv... |Editable ...

Sert Order: 100 :
Default Value | Unique Value

Regular Expression

Default Motification

Synta: 7
Description:
Test String:

|§0py Personal Data Field | |Qelete Personal Data Field | | Revert to Saved | | Save |

Access Group

Name

. Description

Suprema Access Group

| Add Access Group | | Remove

Now go to the Viewer Configuration and press Click to configure for Cardholder Details. Inside Cardholder Details
Configuration Choose Selected PDFs and select Email field and press the Close button. Now press the Save button on
the bottom left side to save the changes. Right-click on Viewer Configuration and press reload viewer.
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General

Title: Cardholder Details
[&] Show Tile Header

Fields
Standard Fields

[&] First Mame

[¥] Last Mame

[¥] Short Mame

[¥] Description

|| Division

Access Time (Use Extended)
["| Disable cipher pad

[¥| Contact ID

[¥] User Code

Salto Settings

Office Privilege

Privacy Override Privilege
Low Battery Warning

24/7 Accommodation Mode
Activate ESD Relay 1
Activate ESD Relay 2

Mobile Events

Personal Data Fields (PDFs)

) All PDFs
) Mo PDFs

@ Selected PDFs |

Select PDF=

[

Cloze

5. To assign the QR Code, go to the user profile within the middleware and click on the QR icon. As shown below, the Add
QR button is disabled, and there's a note indicating that the user's email hasn't been assigned in Gallagher.

Last synced: 07/17/2025, 15:34:30 O

REST Client
(597)

SUPIEM » &GhuAcHR

SECURITY & BIDOMETRICS

SIS

TP Luiorced

Select device v

| Note:SMTP configration and user email is required to create QR card! |

TYPE

E!Exit & Search again
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@ Info

+ To configure the SMPT configurations - Configure SMTP for QR Code.

+ To configure the email address in Gallagher, email configuration in Gallagher.

+ Configure the QR Card type in Gallagher - Create QR Code card Type.

6. To assign an email address to a user, Inside the command center go to the user details and put user email inside the

7.

Cardholder details email field and press the save button.

Cardholder Details

Last Mame:

Short Mame:

Descripticn :

Dhvision: CARDHOLDER-A-Creole-India-Cardholder -

Contact D 000

Lser Code:
Email: gyt mmesocmmgacane i i e gl -] =

In the middleware user profile, press the sync button, and the email will be automatically assigned to the user profile in
BioStar 2. The email button will now be enabled, and the note will be removed.

Last synced: 07/17/2025, 15:36:00 )

SUPMemMa » #GhuAcHE

SECURITY & BIOMETRICS

REST Client

(597) ____._..—-—-‘VQ‘ i H © H B |. Select device v

I Add QR Card I

QR NUMBER

(SeExit & Search again

8. Now press the Add QR Code button inside the QR section of the user profile it will add the QR Code to Gallagher and

BioStar 2 and send the QR Code to the email address that we assigned above!

106



Suprema Integration with Gallagher

Last synced: 07/17/2025, 15:36:00 )

SECURITY & BIOMETEICS

SUPTema »x #BhuAcHR

(RsEgs;l)- c“eni///"&‘ i@ H © H = |. Select device v

Add QR Card

QR NUMBER
BioStar 2 QR 4194360
EbExit & Search again
Once the Qr is added you can refresh the data by pressing the sync button.
Cardholder Cards
Cardholder Authorised
Number Type Issue From Until Status

Ces i - TS
- 4194356 Suprema QR Code 1 i} ] Active v
| Asigncad [ Remove |[printPreview[a]  assignen || viewen |

9. You have to press the sync button to sync the devices and you can see all the connected devices from here and select
any of the connected devices to see the device setting.

Last synced: 07/17/2025, 15:39:00 )

SECURITY & BIDOMETRICS

SUPIEMa »x #GhuacHeR

V20
Device Management 1

Admin Management
All Devices

BioStation 3 538154864
(192.168.1.242)

X-Station 2 543477928
(192.168.1.241)

10. The below image indicates the device's OSDP settings.
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Last synced: 07/17/2025, 15:39:00 )

SUPICMD » HGALLACHER

SECURITY & BIOMETRICS

wa.o
‘ Device Management ‘ Admin Management
All Devices el Exception Code @ “nabled
- Wiegand Settings .
Bl C : 0 0 Exception Code Value
Smart Card () Decimal ) Hexadecimal
X-Station 2 543477928 L
(192.168.1.241) Administrator ‘ :
' |
Trigger & Action L J
QR Code Max & bytes
Qutput Info
caserc
The images below are for the device's Wiegand setting.
Last synced: 07/17/2025, 15:39:00 ) suPrema % @;uﬂﬂ!'!
Wa2.0

Device Management

Admin Management

All Devices

BioStation 3 538154864
(192.168.1.242)

X-Station 2 543477928
(192.168.1.241)

OSDP Settings
Wiegand Settings
Smart Card
Administrator
Trigger & Action

QR Code

CSN Card @ Enabled
1 EM4100 Mifare/Felica

@ Wiegand

Wiegand Format

Format Type

56 Bit Gallagher

Cancel
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Last synced: 07/17/2025, 15:39:00 SUF'I'EITIB % @.ﬂ.‘mﬂ

SECURMITY & BIOWMETRICS

‘ Device Management ‘ Admin Management

All Devices OSDP Settings All
192.168.1.242
( ) Smart Card

X-Station 2 543477928

(192.168.1.241) Administrator

All

Cancel

12. So the above image is for administrator mode where you can choose modes according to your needs, as you can see in
the below image by pressing the + button you can select different users from the dropdown.

Last synced: 07/17/2025, 15:39:00 SI.I'F'I'EITIB % @u_‘ﬂ‘"ﬂ!

V20
‘ Device Management ‘ Admin Management
/
All Devices OSDP Settings All
(192.168.1.242) e
Smart Card
Choose User Q

X-Station 2 543477928

(192.168.1.241) Administrator

All

Administrator (1)

REST Client (597)

Cancel

13. After selecting the user it can be displayed like the below image, you can delete the user from the list by clicking on
the delete button.
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Last synced: 07/17/2025, 15:39:00

SUPICMD  HGALLAGHER

SECURITY & BIOMETRICS

‘ Device Management

Admin Management

All Devices

BioStation 3 538154864
(192.168.1.242)

X-Station 2 543477928
(192.168.1.241)

0SDP Settings
Wiegand Settings
Smart Card

Administrator
All

All

REST Client (597)

Choose User Q

Administrator (1)

Cancel

14. This is the trigger and action mode for the device's output mode. You can configure it by pressing the + button.

Last synced: 07/17/2025, 15:38:00

SUPIEMa  HGALLAGHER

SECURITY & BIQWETRICS

Device Management

L\

Admin Management

All Devices

BioStation 3 538154864
(192.168.1.242)

X-Station 2 543477928
(192.168.1.241)

Wiegand Settings
Smart Card
Administrator
Trigger & Action
QR Code

Intercom

Input Port 0 of
BioStation 3
538154864
(192.168.1.242)
Device

Input

Cancel

Default card Selection

1. You can select the default card by pressing the radio button for the user.
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SUPIEMa = eGauache

REST Client (568) O g g H Select device v

“ CARD NUMBER DEFAULT
C5SN 36152426078998276 \
CSN 36152645121349892 O

NOTE: Please press the sync button after changing the date of default card.

<« Exit & Search again

2. You can set cardholder expiry by setting the expiry date to default card.

. CHARKE R

W Cardholder Autherised
SUPIEMD 5 eGhuacHe

Num.. Type Issue From Until Stat

DG ] s G

REST Client (568} O | ] ;ﬂ H Select device v
CSN 1 Q [ assignCard || Remove |[printPreview ||| asignrm || viewen

NOTE: Please press the sync button after changing the date of default card.

@ Info

If you made any changes in cardholder details, from the Command Centre. You need to open the same user
in Suprema integration with middleware and press the sync button.

Smart Card (AOC/TOC)

@ Info

You must have a 2.9.4 or above version of BioStar 2 to use the smartcard feature.

If you want to use the Smart Card (AOC/TOC) option go to settings in the device, press the settings button, and inside
Device Management select the device you want to configure and select the Smart Card option.
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Last synced: 07/17/2025, 15:39:00 = GHER :
SUPrema x #ghu
Wa2.0
‘ Device Management ‘ Admin Management
All Devices OSDF Settings Smart Card Disabled
BioStation 3 538154864 Wiegand Settings
192.168.1.242
( ) Smart Card
X-Station 2 543477928 .
(192.168.1.241) Administrator
Trigger & Action
QR Code
L
o et
2. Now enable the Smart Card toggle and do the following settings as below screen.
Last synced: 07/17/2025, 15:39:00 7 GHER :
SUPrema x a@uacte
wa.o

Device Management ‘

Admin Management

All Devices

BioStation 3 538154864
(192.168.1.242)

X-Station 2 543477928
(192.168.1.241)

OSDP Settings
Wiegand Settings
Smart Card
Administrator
Trigger & Action

QR Code

___Sjlj-% @ Enabled

MIFARE
Classic/Plus

DESFire, DESFire
EV1/EV2/EV3

Suprema Smart Card Layout

_‘ AOC

3. After changing all the settings, press the Apply button. After that, press the Exit Settings button from the bottom left

corner to exit from the settings tab.
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Last synced: 07/17/2025, 15:38:00 supPrema @uﬂﬂ‘ﬂh _
X -
V20
‘ Device Management ‘ Admin Management
. u ClassicFIus n UESFIre, DESFIre
All Devices OSDP Settings EVA/EV2/EV3
BioStation 3 538154864 Wiegand Settings Suprema Smart Card Layout

(192.168.1.242)

Smart Card ‘ AOC v ‘

X-Station 2 543477928
(192.168.1.241)

Administrator

Suprema Smart Card Output Byte Order
Trigger & Action

QR Code * MSB

' ‘
Cancel

4. Now search for the user on the user search screen, you want to apply the smart card and press the edit button to view
user details.

SUPICMD % &GhuacHeR

Usef’nji:,/'[)iwaraj | Exact Search n <
Cowme e B[O
0 2 L

1969 Divyaraj 0

5. Now to assign the smart card you need to assign a card from the encoder from the Gallagher inside cardholder cards
tab.
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Cardholder Cards
|&] Cardholder Authorised
Mumber Type lssue From Until Status
+ 8367251989 Suprema Card Type 1 =0 B Active
‘< | b
Assign Card Assign Card from Encoder Remove ||Print Preview [a||  AssignPIN || viewPIN

6. After pressing the button you can see the card number now you have to press save to inside Gallagher and you can see

the newly assigned card.

Cardholder Cards

|| Cardholder Authorised
Murmber Type Issue From Until Status
- 8367251989 Suprema Card Type 1 5a| B Active
< 3450076683 Suprema Card Type 1 5| 0 Active
0 | b
AssignCard || Assign CardfromEncoder || Remove ||PrintPreview |a||  Asignpin || viewpi

Now inside the user details table go inside the card section and press the Use AOC button to assign a smart card to the

user.

@ Info

To assign a Smart Card (AOC) for the user, the user must need the biometrics.

SUPIEMa < &GhuacHe

Select device v

Divyaraj (1989) O ® =X

CARD NUMBER DEFAULT

CSN 3450076683 "

CSN 8367251989 -

« Please press the sync button after changing the date of default card.
+ QR code can not be selected as default card.

Use AQC

NOTE:

« Exit & Search again

8. Now select the device you want to use for AOC, and use the same number for the card ID we get while assigning from
the encoder. Select the face template and choose an image of the visual face tab. Press the write smart card button.
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Device

BioLite N2 538757548 (192.1661.2 ¥

— Information

Smart Card
Type

Suprema Integration with Gallagher

Card Layout

Format AQC

[ Secure Credential Card v|

—Visual Face

1st Visual Face

Card ID

Face Template @

Write Smart Card

9. Now you have to scan the same card against the selected device to assign the card to the user. If you are not scanning
the same card you will get an error message, else it will write the card for the user and clear all the biometric

information for the user.

@ Info

You can only assign one biometric to the Smart Card (AOC) for the user.

10. To assign the smart card with a fingerprint user must need a fingerprint, the user can assign up to 2 fingerprints per
card. Inside the user card section press the Use AOC button and select the device, use the same number for the card ID
we get, while assigning a card from the encoder. Select the fingerprints that you want to use for the smart card. Press

the write smart card button.

Card Layout
/_EL‘"&'—/’ X Station 2 543477928 (192.1681. v Card L AGC
— Inoformation
Smart Cand Secure Credential Card - Fingerprint
Type 1 2 3 Finger 1 Finger 2 Finger 3
3
card 1D 3450076683 ]2 ] o . w—
, f T | IR
Face Template lot u P e Do o
¥ : o b B
.
; Al . o i
- By T
_d.'f-.? :‘"“_ :

11. Now you have to scan the same card against the selected device to assign the card to the user. If you are not scanning
the same card you will get an error message, else it will write the card for the user and clear all the biometric

information for the user.

HID ICLASS card

1. If you want to use the HID ICLASS card option go to settings in the device, press the settings button, and inside Device
Management select the device you want to configure and select the Wiegand Settings option then scroll down and find

the Wiegand settings.
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Last Synced:08/26/2024, 14:54.15 (* i
SUPFEMd % efGhuacker i
V1.8.2
Device Management Admin Management
All Devices OSDP Settings Wiegand Setings
. Disabled
BioEntry P2 541160197 Wiegand Settings B
192.168.1.183) Smart Card Input/Output ‘
BioStation 3 538154864 -
(192.168.1.242) Administrator Output v
< Exit Settings

2. Now enable the Wiegand Settings option, and select ICLASS AND HID PROX Options. The Wiegand format must be the
same as the selected default in the dropdown. Press Apply the button to save the changes.

@ Info

To use the Wiegand card you must need at least one biometric for users.

Last Synced:08/26/2024, 14:54:15

(I

SUPIEMA % #(GhuacHERr =

Device Management Admin Management

V133

All Devices OSDP Settings Wiegand Settings
- Enabled
BioEntry P2 541160197 Wiegand Settings @ Enable
(192.168.1.183) ICLASS HID Prox
Smart Card

BioStation 3 538154864 Wiagand Fomats

(192.168.1.242)

Administrator
HID Corporate 1000 48bit «

&« Exit Settings Cancel

3. To use the feature, you have to assign the card to the user. Go to the Gallagher command center, press the assign card
button, select the HID Seos Corporate, enter the number, press the OK button, and press Save.
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Card Type: HID Secs Coperate

State: Active

MNumber: 408 lszue Level: 1 :

=

Fram:

E

Until:

Resident

QR Code Card

If you want to use the QR Code card option, go to settings by pressing the settings button, and inside Device Management,
select the device you want to configure. Then, select the QR Code Settings option, and enable the use of QR/Barcode
through the camera option settings. Press the Apply button to save the changes.

Last synced: 07/17/2025, 15:39:00 7} SUF'I'EITIB % @.ﬂ.‘mﬂ_

SECURITY & BIOWETEICS

‘ Device Management ‘ Admin Management

All Devices Wiegand Settings Use QR/Barcode through Enahlad
Camera o

BioStation 3 538154864 Smart Card Use QR as Card
(192.168.1.242)

Administrator

X-Station 2 543477928

(192.168.1.241) Trigger & Action

QR Code

Intercom

Cancel

Licensed devices

If you want to check the devices associated with the license, you need to go to Admin Management under settings and
click on the Licensed devices, and then need to press the sync button. It will show the latest devices list associated under
your license.
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Last synced: 07/17/2025, 15:17:11 SUPfema % @lm

SECURITY L BIDMETRICS

Device Management [ Admin Management

IP Management

H—\

5 |Press refresh icon to see the latest devices.

Log Management

Licensed Devices

538154864

543477928
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Troubleshooting and FAQ

Setup

Upgrade only middleware to the new version (Manual process).

If you want to upgrade only middleware you just need to follow the steps shown below.

(D Info

If you are upgrading middleware to V1.8.3, please refer: Create Migration Manually.

]

L

= Typethe name of a program, folder, document, or Internet
' resource, and Windows will open it for you.

Open: I shell:startup I w

0K Cancel Browse...
Delete the previous version setup.vbs - Shortcut .
Name Date 1 Delete (Delete) Tyt Hre
1) setupibs - Shoreut X © @ B He— 2K8
#dl USB Device Agent
& Open
fo Openwith

Cut cert and key files from the version you are currently using as shown in the below image.

The default path would be: C:\Program Files\Suprema Integration with Gallagher\Suprema Integration with Gallagher v(Current working
version)\files
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Lo iy pLF ate £ e e

retxt = FRL¥Y ¢

node, modles +] 4

ot = & i "

public = 'l 1

[y i ] " File feslcie

cevlpem = e 200 1220 Provacy Enfanced KB
ry. T = 26-06- 2024 1.219 Privacy Enbanced IKB
| package json [-] -07-2004 1211 " ¢ Fibe

@ Info

+ If you are upgrading from the 1.8.0 or above version you will need to cut a total of four files, Which are
key.pem , cert.pem , cronjob_status.txt and number_range.txt .

+ Inthe 1.7.0 version only number_range is not available so cut the other three files.

MName Status Date modifiad Type ize
next = 0-07-2024 10:44 e folder
node_modules 5 09-07-2024 16:34 File folder
aut “ 10-07-2024 1044 File folder
public = 0907 - 2024 16:30 File folder
SYTIC-PIOGess = 09-07-2024 16:45 File folder
I 2 CerLpem 5 26-06-2024 1220 Priviey Enhanced .. £ KB |
| cronjob_status.oa <] 10-07-2024 10645 Text Document 1KB
|- * keypem o 26-06-2024 1219 Privacy Enhanced . 3KE |
|| number_range. b ) 09-07-2024 16:46 Text Diocument 1KB
package json [ ] 09-07-2024 1215 JS0N Source File 2EB

Now paste the files into the new version of Suprema integration with Gallagher V(new version)\files , as mentioned above if
you are upgrading from 1.8.0 or more you will need to cut 4 file and below image show the image that are pasted to
new version with 4 files, so in case if you dont have 4 files just paste 2 files from old version to new version.

M AT, ae 31t Type e

Farut | & b
noe_raciules = i ! "
out o Bodde
[E =L H Pty

S0 myn-progress = 64 e lodde
[y ¥ o] = 2o-05-2004 12220 Prosy | riusced 2B
CrOngob_sEatun. tel - V007 - 2024 WaS Teat Dogurment 1K8
ey pem = 26062004 1219 Prevacy Ertarced } KB
Fuarlas Qe bt - O9-07. 2004 1544 Tt Dhonpnarrsend 1 KB
package json =] 9072024 121 r ¢ File I
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Create short cut of setup.vbs of the latest version of Suprema integration with Gallagher and cut the shortcut file.

(5] config.bat

X setupbs

O

bt

Open

Edn

Open with Command Prompt
Prunit

Abwiays keep on this device
Free up space

Ower storage limit - Upgrade
Share

Copy Link

Manage siiess

Witw Online

Version history

Share with Skype

Edit in Motepad

Add 1o Favorites

Scan with Microsolt Defender
Open with

G BC0ESS 1O

Copy a3 path

Share

Festone previous versang
Send to

Cut
Cogy

Create shortout

THEE

Go Run win+R and paste it on shell:startup and after that restart your desktop.

If the middleware is not getting started automatically.

First, make sure that the shortcut of the setup.vbs file is present on the shell:startup . If setup.vbs is not present please
paste it to shell:startup and restart your system.

Still, the middleware is not getting started automatically then check for the environment variable, you can access it by
pressing Start & — Edit the system environment variables — click the Advanced tab — Environment variables button

near the bottom of that tab.

In the Environment Variables window (pictured below), select the Path variable in the System Variables section and click

the Edit button.
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Ermvitofrient 'Wanabbes

\er vansbles fod Aderen

FANARE OF PROCISICRS 06
[+ ‘indows NT

Proguam Fibr Comaman Fdedf

FATHEXT
_PROCESSOR ARCHITECTURE  ANIDEY

Moy

‘wanable wWalut
Lah HOME A\ Progiie Filedbva pile 1LIL1A]
Dnelliree Chlharh Adman Drelbinee:
PEMNESL_CONF LA Adrean L apana - 1,000 - g o B_GE DipenS 5L bew orperialond
Faih CoPragram Fibes' Opendil - Wirdd bancC\ ey S ghren’ S ppllats'i Lo
FiMe CAUpey i Appliats\Locsf Tamp
i et Sdmin' AppDats Local Tamp
Hew. {8 Delere
Syibom vanablen
‘anably winlun a
Al HORE ChPTagi Fler et pfic- 11
B0 _RaTH CProgram Filer' BepStar a0 reoshig -wantd

COMY EXE: BAT. CMD: VES: VBE: 15 FSE WSF.WEH: MSC

g Deete
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The edit environment variable window will be open (pictured below), click on the New button and add the C:\Program
Files\nodejs\ path and press the OK button.

Edit environment variable

CA\Prograrm Filas\ Commen Files\ Oracle\Java\javapath
WSystemBoot 3 aystem 32

WSystemBoot?e

H5ystemBoct 3\ System3 2\ Whem
HEVSTEMROOTR Systern 3N\ Wind owsPowerShelloe1.00
RSVSTEMROOTH Systern 3 OpenSSHY

C\Program Files\Get\omd
ChProgramDatalchocolstey\bin

C:\Program Files\ OpenSSL-Winkd bin\openzzlefg
C:\Program Files\nodejs,

C:\Prograrm Files\Erlang OTFbin

C:\Prograrn Files (x26)\dotnet’,

C:\Program Files\ Postgee 5000 14\bin

C:\Program Files\Macroseft SOL Senver\1 500 Tools\Binnh,
C\Program Files\Macrosoft SOL Server150\DTS\Binnt,
C\Program Filesherl-24.3.4.bin

CAPrograrm Files (x 86\ Elecir\kin
WUSERPROFILE S, rri eserapts

A New
Edit
Browse..,
Delete

Move Up

Merve Down

C:\Program Files\Microsoft 50U Server\Chient SDI0ODBC\V TN Teol..
C:\Program Files (x26)\Microsoft 30U Server\ 130 Took\Binnl,

51| oo

Press the OK button for the Environment Variables window then press the OK button for the system properties.

@ Info

After creating or modifying the environment variables, restart the computer for those changes to take effect

in Windows.

(). To uninstall the middleware prerequisites list.

A.
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So below are the steps to uninstall the middleware prerequisites,

d W N

10.
11.

Open the control panel and go to the Programs and Features section.

Scroll down and search Node.js, Right click on that and select Uninstall.

It asked to uninstall Node.js, press Yes and it started uninstalling.

After some time when it asks for Runtime application, Follow the below and press OK. Skip this step if it does not

apply to you.

Modejs

Tha following applica®ons should be closed before coninuing the install

Mode js JavaScrpl Runtme

5 complate

G-"-ulﬁm!‘t{ ally close applicabons and aBemplio resia them after '!05

Do pol close applicabons. (A Reboot may be required )

0K

Cancel

Now search for OpenSSL, Right click on that and press uninstall.

It asked to uninstall OpenSSL, press Yes and it started uninstalling.

Now search for PgAdmin 4, Right-click on that, and press uninstall.

@ Info

If you are not able to see/uninstall the PgAdmin 4 just skip the step And follow the next steps.

It asked to uninstall PgAdmin 4, press Yes and it started uninstalling.

Now search for PostgreSQL 14, Right click on that and press uninstall.

It asked to uninstall PostgreSQL 14, press Yes and it started uninstalling.

When Uninstallation mode is open, Select the Entire application Radio Box and press Next.
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12. Now go to the C:\Users\<YourUser>\AppData\Roaming\pgadmin\sessions delete all the files inside this folder.

@ Info

If not able to see the AppData folder: Open the AppData folder in Windows.

| lebSiads- 2418-4503-8350-43605303¢123
| BCTTT3eb-BITE-4c 16-OucT-S06ATH0207 4
| OSOT402-9042-4571-5835- 50T IcH44 165

| e5b0Desn-6476-4dBH-B462- 193bbocebbT3

B

Cu

o & el|lw
Share
Add to Favorites

Compress to ZIP file

Copy as path Cel+ Shalt»
perEriiE's AL = Eribar
Edit in Notepad

OnelDrive

Showe more oplions

13. Now go to the C:\Users\<Your User>\AppData\Local and select PgAdmin and PgAdmin4 folder and delete the folders.

14. Now go to the C:\Program Files and delete the PostgreSQL folder.

How to Open the AppData folder in Windows.

So if you are using Windows 11, Inside the file manager click on the View tab and select Show and click on Hidden

items.
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Tl Sort Wi
Exira large icons
Lafge sons
Medium icons
baild-t Small ieons
List
. Details
s 82 Tikes
s Content
+ [0 Details pane
[ Preview panE
Show 4 I MNavigation pans
Compact view
" ¥ "g e check bowes W
A To e Chis issue, ple [} File name extensions o
@ Hidden items

If you are using Windows 10, open File Manager and click on View and select Hidden items.

I B Prreirwe pare B Ewtry lege spont = Large icond = Mgdaam ions I_ Houp by = tem cFeck bonep
Small icor Ligt Details | Add columns ~ | Fite name extengions
Maagation T Detgds gan B - - Sork i 1 Options
B B De pang Ties “ontent - [ Size all columna ko fit | (% Hidden tems ' -
Fanet Aot urient viey Shorehide

How to generate the thumbprint and certificate manually.

1. To generate Client Certificate Thumbprint, go to Windows PowerShell and run this command to get the certificate
thumbprint.

I New-SelfSignedCertificate -CertStoreLocation cert:\currentuser\my -dnsname GallagherRestClientCert

B350 1&00EF A 19BEATEF41BESIF19EOFCRB3ER (N

2. Copy the thumbprint and Paste the Client Certificate Thumbprint key into the Client Certificate thumbprint
section press the OK button and also Close the Services and Workstations.
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REST Chient 1 - Properties »
General AP Eey:
Event Response
ot B846-1066-8FF4-9T4F-1B9E-9500-EABG-1AD3
i REST Cherit Cperatir:
Carrecions -
R Hame
o Al REST Gt

i Chent Certficate Thumborint:
| B30691090BF 66A198EATBF410ES3F 19E9FCBB3E

REST privheqes are cached and wil not
sutomatically update when an operaton’s
privieges change., Be aware that refreshing
cperatnr privieges wil nberrupt any cals that
&E N progress.

| e e (e

Refresh Operater privieges

SSL Certificate Generation

1. Go to the start menu and Open the MMC Application.

2. Go to File — Add/Remove Snap-in... you can see below screen.

Troubleshooting and FAQ

Move Up

Marve Down

You can select snap-ins for this console from those avalable on your computer and configure the selected set of snap-ns., For
extensible snap-ns, you can configure which extensions are enabled.

Avalable snap+ns: Selected snap-ns:

Snap-n Verdar - I Console Root

=] ActiveX Control Microsoft Cor...

[T authorization Manager  Microsoft Cor...

I Cartificates Microsoft Cor...

:hatmmmﬁu\xu Mirosoft Cor...

A Computer Managem... Mirosoft Cor..,

A Devier Manager Microsaft Cor... T

= Disk Managamant Microsoft and...

[ Event Viewer Microsoft Car...

[ Folder Microsoft Cor...

(5] Group Policy Object ... Microsoft Cor. .,

8 1F secuity Moritr Microsoft o,

3 1P Security Policy M. Microsoft Cor...

= Uk to Web Address  Miorosoft Cor...

L3S o e =

T

The Certificates snap-n allows you to browse the contents of the certificate stores for yoursslf, 5 service, or & computer.

3. Select Certificates and click on Add button then you will see the below screen where select the My user account radio

button and click on Finish button.
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My user account
Service account
(O Computer account

This snap-in will always manage cedificates for:

<Back | Finish | | Cancel

4. After clicking on the finish you will see the below screen now click on the OK button. The certificate will be added

successfully.

Add or Remove Snap-ins

Available snap-ins:
Snap-n
=" ActiveX Control
Eﬁuﬂmﬁmummmgu
Lol Certificates
2. Component Services
A Computer Managem. ..
&% Device Manager
i Disk Management
E|Evmw-mtr
[ Folder
\]' Group Pobcy Object ...
ooy [P Security Monitor
g[F Sequrity Policy M...
=] Link to Web Address

Micrasoft Cor...
Micrasoft Cor....
Micrasoft Cor....
Micrasoft Cor...
Micrasoft Cor....
Microsoft Cor....
Microsoft and...
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Hamﬁ Cor...

Description:

You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Selected snap-ins: _
[ Console Root Edht Extensions. .
i_,.!J Certificates - Current Liser
Remove
Maove Up
Mave Down

The Certificates snap-n allows you to browse the contents of the certificate stores for yourself, a service, or a computer.

5. Now go to Certificates - Current User — Personal — Certificates and select GallagherRestClientCert certificate.
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[ Consolel - [Console Root]

oo m = Hm

| Consale Root
LoF Certifncates - Cusrent Uiser
v | Persansd
» [ Trusted Roct Centification Authorities
» 2] Enterprise Tust
3 2] Intermediate Certification Authorities
» 2] Active Directory User Object
5 [ Trusted Publishers
5 [ Untrusted Cestificates
» ] Third-Pasty Root Certification Authorities
» [ Trusted People

» [ Client Authenticatson lasuers

» [ Cenificate Encollment Requests

» [ Smant Casd Trusted Roots

|15 Fde Action View Favorites Window Help

[ boarne
Caf Certificates - Current User

o nm 4G XEE Hm

& Contolel - [Consele Root\Centifseates - Current Uses\ Personal Centdicates]

B File Action View Favorites Window Help

3 Cormsole Roct
v gl Certificates - Cument User

—
Erterprise Tust

| Intermediate Certification Authorities
7 Mickroe Directony Ubser Obpect

] Trusted Publshers

Lelels

b

I

1 Usitrusted Certificites

] Thad-Pasty Reot Cemtilfication Authonties
2 Tsted Pecple

7 Clhant Authentication s

1 Certifecate Enroliment Requests

1 Senart Card Trusted Rocts

L

ke

besued Te sued By Ecpiration Dute  Intended Purposes

Tl 364935571 eelati Token Signing Public Key &0 Client futhentication
Tl CommandCentrelBent CommandCentrellent 47 20/2053 Server Authenticati.
Tl desktop-1q11 lir-codesign-2023... deshtop-3q111i-codesgn-200304_.  171/2040 Cosde Signing

Tl desitop-3g11 1 codesgn-2003... desktop-3g111i-codegn-202304., 17172040 Ciande Sugning

Yol desttop-Iq1 1 tir-codesign-2003... deskiop-3q111ircodesgn-202307_. 17172040 Code Signing

Tl desktop-39111ir-codessgn-2003...

deshtop-3q111I-codesgn-200307..  1/1/2040 Code Signing

Lol g

6. Go to Details and click on Copy to File.
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ah Certificate >
General | Details | Certification Path
Show: |i=All> [ w
Field Value 2
D Version V3
D Serial number 3080d53b60a%ee3e45018c73...
D Signature algorithm sha25eR5A
DSignamre hash algorithm sha2sa
Dlssuer GallagherRestClientCert
B'u'alid from Wednesday, July 26, 2023 5....
D'u'alid to Friday, July 26, 2024 5:53:10 ...
I-_'] Ciihisrt Rallznherl aetilisnt"art o
Edit Properties... Copy to File...

Now follow the below screenshots and click on next simultaneously.

@ Info

Troubleshooting and FAQ

Please validate that the Thumbprint is correct if you have more than one Certificate.
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&= Centificate Expont Wizard

Welcome to the Certificate Export Wizard

This wizard helps you oopy certificabes, certficate trust lets and certficate revocation
lsts from & certficate siore to your disk.

Acertficate, which i ssued by & certification suthonty, i 8 confirmation of your ideniity
and ontang informaton used to protect dats or bo establsh seoune nebwork
conmectons. A certficate store i the system area where certfcates are kept.

To conbrue, chd Next.

==

€ && Certdficate Export Wisd

Lmpsat Private Koy
Tious can choose o export the private key with the certfcate.

Prevabe beys are password protected, If you want to export the private ey with B
certificate, you must type & password on a later page.

D yoouu webnid B eaport the private key with the certfeate?
s, export the privabe key
Dh. do not export e private ey

(= e

Now you will see the below screen check the password checkbox and set the password as the below password:
G@ll@gher
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& b Ceodicate Export Wizad

Sty
To maintan pecunty, you must protect the private ey o 8 seounty princpal or by
uSng & passwond.

o or wser navmes (recommended)

S— ]

Confrm padswond:

sesssnans |

Encryplon: | TrigleDES-SHAL b

=
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8. Now browse the path C:\Program Files\Suprema Integration with Gallagher\Prerequisites to export the file and save this file as

GallagherRestClient.pfx then click on Next.

€ & Contificate Expont Wigard

il oy Lot
Speafy T name of e fle you wart o expert

Pl nrer -

'm—-—n—i—-——ht

[ ot ] e
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& & Centdicate Expornt Wizerd

Completing the Certificate Export Wizard

Yeu have successfuly completed the Certficate Export wizard,

Yeul harve specified the folowng tettngs:
Export Kieys Tes
Includie ol certficates in the certfication path Yes
File Format Personal Informaton Exchange (* pfx

=

Click on Finish and your certificate will be exported successfully and close the certificate and MMC window.

9. Now, go to the path C:\Program Files\Suprema Integration with Gallagher\Prerequisites where we exported the
GallagherRestClient.pfx certificate file, and double-click on the GallagherRestClient.pfx file, select the Current User
radio button as shown below image then click on the Next.

e Coprplfr gt bnpoet 'Wigard

Welcome to the Certificate Import Wizard

Thes wizard beips you copry corticaten, cortfcate rust lets, and certilcate revocaton
lats fom your dek o 8 cortdcate slore.

A certicate, whech & amurd by & cerbfication auShority, 8 & condfreaton of your erlily
e cordara riforematon Used o Drobect dats or B eetablah weoure reteork
orreciond. A oerticate tiore 8 T 1yhes ared whevre oo tAcates are ept.

Sure Locston
B Current Lnay
(O Lacal Machwe

T Conirwes, ook Mewl.

=

10. Now, browse the C:\Program Files\Suprema Integration with Gallagher\Prerequisites where we saved GallagherRestClient.pfx
then click on the Next.
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11.

12.

= b Cortdwcate Import Witerd

¥ s B
Speofy T e yvou mart o PporL

ey Pt

Bopwse...

Fote: More Than one Ot Can be wioned in 8 sngle fle i T folowng formais:
Personal Informaton Exchange- POCS 012 (PR PLT)
Cryplographe: Mestaoe Syntan Starciard- PCS o7 Cortficates (P0)
Macresoft Seralized Corticate S2ore [ 55T)

.
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Now, Enter Password G@ll@gher and check the checkbox as shown below the image then click on the Next.

£ & Ceortificate Impon Wizard

Pirvate by giobedteon
T maintain soounity, the private key was profected with 2 password,

Type the pistword for the private key.

Passwaord:

[ Dtpiary Pastgwecd

Irgrt oDt

] Enalble strong private ey protecton. You wil be prompled every Sme the
prrwate ey i used by an sopicaton i you enable the oplon.,

[ ok him ko ses o bbb, This vl sl yous b Back up of traneport your
laeys ot & Later trme.

Profedt prvabe ey wing v tualiped Daded Seounity (o tabie )

A inclucie ol extended propertes.

[EEl e

X

Select Place all certificates in the following store Radio button and browse the Trusted Root Certification Authorities

folder then click on OK and Next.
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€ &= Certificate import Wizard

Cortificate Liore
Certfcate siores ore System aread where Corbficates are epl.

Windows can sutomatcally select & certficate store, or you can specly 8 locaton for

the certficate.
() sasomascaly select the cortcate shone based on e type of certhcate
Place ol cortfcates in the folowing siore
Cernfionte yiove: )
. T
Select Certificate Store X

Select the pertficate sione you want io use,

::. Personal ol [ P——
) Erterore Trust i
] Intermedate Corthcabon Authornibes
] Trusted Publishers shore, o you can specly & locaton for
0 e b 1 w4 o st
il B g based on the type of certfcate
[ gham phymesl stoves -

[t ][ conce

13. Click on Finish you will see a security Warning, click on Yes.
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14.

15.

e

&= Certificate Import Wizard

Completing the Certificate Import Wizard

The certficate wil be imported after you e Finish.

Tou have specfied the fulowing settings:
Certificate Store Selected by User REELCS L a4 L R o
Conbent PFY
File Mame C:'Users doham \Downioads Galagher festlhent. pfa.

L« I > |

|

You are about to install a certificate from a certification
authority [CA) claiming to represent:

GallagherRestClientCert

Windows cannot validate that the cerificate is actually from
“"GallagherRestClientCert”. You should confirm its origin by
contacting “GallagherRestClientCert”. The following number
will assist you in this process:

Thumbprint (shal): 83963109 0BFE6A19 BEATEF41 OES3F19E
SFCEE3SS

Warning:

If you install this root certificate, Windows will automatically
trust any certificate issued by this CA. Installing a certificate
with an unconfirmed thumbprint is a security risk. If you click
“Yes” you acknowledge this risk.

Do you want to install this certificate?
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Now, go to the path C:\Program Files\Suprema Integration with Gallagher\Prerequisites we saved GallagherRestClient.pfx file,

open Powershell here, and Type PowerShell in the Folder URL to open PowerShell.

Type the below command to Generate the key.pem file.

I openssl pkcs12 -in Gallagherrestclient.pfx -nocerts -out key.pem

Next, it will ask for the password. So enter the password which you set earlier i.e, G@ll@gher.
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3 GallagherfestClient.pfx
key.pem

| BN Windows Powerihell
tien. All rights r
ell https

key. pem

* PEM pass phrase:

Your key.pem file will be generated successfully.

@ Info

You need to enter the password three times here.

1. Next, type the below command to Generate a cert.pem file:

I command: openssl pkcs12 -in Gallagherrestclient.pfx -clcerts -nokeys -out cert.pem

5 GallagherfemClhient pix

sy e

Rrt paen

E¥ Windows PowerShe

s-platform Po 11 https:// 5 /pscoreb

vicads> openss1 pkcsl2 Gallagherrestclient.pfx

Gal lagherrestclient.pfx cert. pem

Next, it will ask for a password. So enter the password that we set earlier G@ll@gher.

Your cert.pem file will be generated successfully.

@ Info

You need to enter the password One time here.

16. Next copy both file key.pem and cert.pem and paste that at below path C:\Program Files\Suprema Integration with Gallagher\
Suprema Integration with Gallagher v(lateast version)\files .
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N, @ ——— Suprﬂn' Irm:gr.:llon with Gallagh:r » files r o Search files
Marme Date modified Type Size
Jnext 47202023 3.3 File folder
nede_rodules File folder
" out 4r 0202 File folder
. public 472042023 3:535 PM File folder
| cert.pem Tr2ATI2023 1036 AM PEM File 2KB
- | key.pem TRETAA023 1034 AM PEM File 3KB
| package.json 472002 JSOM File 1KB
: pa:l:agn:-lp:i'.]:pn 4202023 3:39 PM JSOM File 162 KB
L ]

Upgrading the middleware from EXE application directly.

1. If you are upgrading the version, press OK on pop-up.

2. Then press Update button.

| ¢l Setup - Suprema Integration with Gallagher version 1.8.4 = x

Ready to Install
Setup is now ready to begin installing Suprema Integration with Gallagher on your computer.

&)

Click Install to continue with the installation.

e

3. TItwill start upgrading the middleware.

4. After Successfully installing the middleware you need press Finish button.

@ Info

For latest changes It is necessary to restart the system!
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¢k Setup - Suprema Integration with Gallagher version 184 -

Completing the Suprema Integration
with Gallagher Setup Wizard

Setup has finished installing Suprema Integration with Gallagher on your
computer,

Click Finish to ext Setup.

Uninstall the middleware from EXE application directly.

1. Press windows Start #& button, Search, and open Add or Remove programs.

2. Inside the Apps & features search list, search for Suprema integration with the Gallagher version, select the
version, and click on Uninstall it shows a small pop-up press Uninstall another time.

Apps & features
App execution aliases

Search, sort, and filter by drive. If you would like to uninstall or move an
app, select it from the list.
’_Eﬁuprema integration with Gallagher version 1.8.5 [

sort by: Name Filter by: All drives

1 app found

) ) This app and its related info will be
m Suprema Integration with Gallag uninstalled.

3. Press Yes on the remove all component of integration pop-up.

138



Suprema Integration with Gallagher Uninstall

Yes

Arg you sure you want to completely remove Suprema
Integration with Gallagher and all of its components?

4. The uninstallation will start and you can see something like the screens below.
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Suprema Inbegratson with Gallagher Uininstal

Ui tall Shalie

HMease vt shie Sugrema Ertegraton wi Galagher @ remeeoed bom your

compuier,

Urweitaled Sgr s [nbedr st el Gallasher.. .

5. Press Yes on the below pop-up.

Yes

Are you sure you want to uninstall this product ?

No

6. Press Yes for the below pop-up.

pgAdmin 4 Uninstall

all of its components?

Yes

e Are you sure you want to completely remove pgadmin 4 and

No

7. Press OK.
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pgédmin 4 Uninstall >

o poAdmin 4 was successfully removed from your computer.

8. Now click inside the terminal and press enter to complete the uninstallation process.

9. Press OK on the pop-up below and you have successfully removed the middleware.

@ Info

You must need to restart the system to reflect the changes.

Suprema Integration with Gallagher Uninstall >

o Suprema Integration with Gallagher uninstall complete.

Some elements could not be removed. These can be removed
manually,

Middleware

If the scanning or the syncing of the data in the middleware is extremely slow.

+ To solve this issue, please click here and refer to the blog.
— You cannot see any card in the middleware if a cardholder card is automatically not created.

* You need to add 3 privileges to the Operator Group.
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REST Client Operator Group - Properties x
General These privileges apply within the divisions assigned to this group:
Cardholders (Operators) Name - Descrioti
Lilotls % Add Card or Credential Add a card, mobile credential or FIDO...
Operakor Privieges &P Edt Cardholders Edt Cardholders
Configuration i‘E‘uﬁew Cardholders
Personal Data
Competencies

Operator Group Restriction
Command Centre Viewers
Command Centre Reports
Motes

0K Cancel Apply

After adding these three privileges please restart your system.

There is an error on the log-in page stating that "LAN is disconnected or IP is changed for (IP
Address)".

+ To solve this issue, please check the below troubleshooting scenarios:

1. Make sure the LAN cable is connected.

2. Check If the IP has not changed and if the IP address is the same for the BioStar 2 Server you have entered the
wrong IP Address.

+ Ifyou receive the error LAN is disconnected or IP is changed for (IP Address) on the login screen, you must press
the click here to Reset button in the middleware.

SUPIEMa = e@huache

Admin Lﬂgln Click Here To Resat

admin

LOGIN

It asks for permission to reset the middleware, press the Yes button.
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Are you want to reset Middleware?

Once it is reset you can see the initial screen for the middleware and follow the further steps.

(). If you get an error for "LAN is disconnected or IP is changed for (IP Address)" between
running the middleware on any page.

A. + Tosolve this issue, please check the below troubleshooting scenarios:

1. Make sure the LAN cable is connected.

2. Check If the IP has not changed and if the IP address is changed for the BioStar 2 Server.

+ Inthis case, just go to the Settings — Admin Management — IP management section inside the middleware.

SUPFEMa 5 e@huschen

Uiser Hame Enter user details to search Exact Search n &

USER ID NAME

Last Synced:-07/182024, 1831:30 OO

SUPITEMa % eGhuscHeR B

Y183

o [
IP Management Suprema Server IP a

Enbar Suprema Serer 1P address

Middleware HOST/SERVER Name

Enter Mckdiewane HOST/SERVER Name

-

& Exit Settings
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Now inside the text box enter the IP address of the BioStar 2 server and the HOST/SERVER name of the middleware
press the Submit button to start the BioStar 2 services for the middleware.

Last Symead: 07192024 183415 ()

SUPIEMa % ChuacHeR B

ViB3

S

1001010411

Middleware HOST/SERVER Nama

zr f’_"'/-——/_-

& Exit Settings

After pressing the submit button you get the success message for IP change and press the Exit setting button to
leave the setting screen.

(). How to Use middleware on multiple servers on older versions.

/. From version 1.7.0 we have added one separate screen to get the BioStar 2 server IP address. So this is the solution for
use with the middleware version below 1.7.0.
Below are the steps to change the IP address,

1. Go to Pgadmin — tables and right-click on the table and Tuncate — Truncate Restart Identity (for all three tables).

2. Goinside the Gallagher command center if you can't see the API key window and are just able to see the login
screen, click on the reset middleware link and reset the middleware.

___________________wmt_ U]
SUPIEMa = e@huacHen

Admin Login Click Here To Reset

3. After entering the API key for the middleware do the login and open Pgadmin, right-click on the credential table,
and view/edit data — All Rows.
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4. Tt will load the data for the table. Now, change the IP address according to your BioStar server IP and press the F6
button to save the changes.

Data output Messages  Motifications

= ¥ =

= '_ﬁ 3 D o B 2 Sl
id gallagher_api_key suprema_base_url createdAl updatedAt
[P wuia character varying (255 # | character vary ng (255) 4 timestamp with time zone timestamp with time zone
137TE95 BR07-038C-A479-BEED hitpS192.168.1. 232 api 2024-01-31 12:14:23.569 2024-01-31 122004079

5. After this, you have to truncate the globaluserrecord table inside Pgadmin.

6. Restart the system to reflect the changes.

Run the middleware on a specific port on two different servers with specific IP addresses/
Configure the inbound rules for the middleware.

Below are the instructions to run the middleware on a specific port on two different servers with specific IP addresses.

We found our middleware is using the 28523 port to call the backend of our application (middleware-backend) inside
the backend we called the BioStar 2 server APIs so for that the only port used is 443 as it is the web server HTTPS
default port.

So for this inside the server2 which is the BioStar 2 server we have set the Protocol type as TCP and provide 443,8081
ports for the local port. Leave the remote port option as All ports.

Server 1 has Gallagher and Middleware within,

« IP Address: 192.168.1.68
« Subnet mask: 255.255.255.0
+ Default Gateway: 162.168.1.1

Server 2 has BioStar 2 within,

« IP Address: 10.10.104.13
« Subnet mask: 255.255.254.0
+ Default Gateway: 10.10.104.1

Here are the steps to create Inbound rules:

@ Info

The below steps need to run on the BioStar 2 server.

1. Open Windows Defender Firewall Settings:
* Pressthe win+R to open the Run dialog.

+ Type control firewall.cpl and press Enter. This will open the Windows Defender Firewall settings.

2. Access Advanced Settings:
+ In the Windows Defender Firewall window, you'll see options on the left-hand side. Click on Advanced
settings. This opens the Windows Defender Firewall with the Advanced Security console.

3. Create New Inbound Rule:
+ In the Windows Defender Firewall with Advanced Security console, you'll see options on the left-hand side
including Inbound Rules and Outbound Rules.
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* Click on Inbound Rules.
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+ Inthe right-hand pane, click on New Rule.... This opens the New Inbound Rule Wizard.

4. Select Rule Type:

* Inthe New Inbound Rule Wizard, select Custom and click Next.

5. Configure Program:

+ If you want to apply this rule to a specific program, you can specify it here. Since we're dealing with ICMP
traffic, leave this as All programs and click Next.

6. Configure Protocol and Ports:

+ Inthe Protocol and Ports window, select TCP as we are going to work with specific ports. Now inside the local
port, we have to select specific Ports and enter 443, and 8081 ports. Leave the Remote Port as All Ports. Then

click Next.

@ Info

Here we have assigned the 8081 port as BioStar 2 using it for USB devices.

>

Frotocol and Ports
Spacly the prolooodks arsd ports 1o which Bhs ruls appless.

CMIP) saftings

Stepn:
3 To whech ports and protocols dioes thes e apph?
& 3 /
4 Protocol and Ports Protoes type TCR
& Scops Protocel rumber
y Az
& Profie Local port Speale Pota

. 443 8081

Exampls: B0, 447, S000-5010
Fiermote port Al Ports

Intemed Control Message Protocel

Examgle: 50 443 50005010

« Bk Mast = Cancsl

7. Configure Scope:

+ In the Scope window, you can specify which IP addresses are allowed to send ICMP traffic to the server. So local
IP addresses leave it as it is and for remote IP addresses fill in the IP address of the Gallagher&Middleware
server, now choose These IP addresses: Click on the Add button then in the IP address wizard enter the IP
Address of Gallagher&Middleware server, and press OK. Please refer below image for reference.

145



Troubleshooting and FAQ

W
Scope
Specythe local and remote I addresses to which this nie apples

@ Progran Which local IP addresses does this nile apply to?
& Froloesl and Pasts () Ary IP addeess
& Seops () Thess P addreases

Customize the interace types to which this ruls apples Customize
Which remote IF addresses does this nule apply lo?

() A IP acdress

() These P addresses

152 168,168

8. Configure Action:
+ In the Action window, select Allow the connection and click Next.

9. Configure Profile:
+ In the Profile window, select the profiles for which this rule will apply. Typically, you would want to enable this
for all profiles (Domain, Private, Public). Then click Next.

10. Name and Description:
+ Give your rule a name and description. For example, you can name it Allow ICMP Echo Request for
middleware. Then click Finish.

11. Enable the Rule:
+ After creating the rule, you should see it listed in the Inbound Rules section of the Windows Defender Firewall

with Advanced Security console.

+ Right-click on the rule you just created and select Enable Rule if it is not enabled automatically. This ensures
that the rule is active and will allow ICMP traffic.

If the BioStar server IP changes and Middleware gets slow.

If you facing the error where your IP is changed, check the following link: https://support.supremainc.com/en/support/
solutions/articles/24000041659--biostar-2-troubleshooting-when-the-server-ip-changed.

If a thumbprint is not generated while running the EXE file.

If you have installed middleware and a thumbprint is not generated then try again running our EXE file with
administrator rights, to do this follow the below instructions.

Right-click on our Suprema integration with the gallagher.exe file and select Run as administrator option as shown in
the below screenshot. Now it asks for permission click Yes to run our exe file.
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£+ Sugprema antegration with gallsgher ¥.1.5.1 exe

Open

& Run sz sdrministiator
re e

Troubleshoot compatibility
Pim o Stast
E0 Scan with Microsoft Defender...
i Share

Grve pooets to
B3 addto archive...

B} Addto “Suprema integration with gallagher V. 1.8.1rar*

£ Compress and email..

L1 Compress to “Suprerna integration with gallagher V.18, 1.rar" and email

Pin to taskbar

Restone previous wersicns
Send to

Cu

Copy

Creste shortout

Dielete
Rename

Properties

Still, the thumbprint file is not generated, please go to the c\TMP and share all the log Files with the development

team.

» Local Disk (C:) » TMP

=

MName

| suprema_gallagher_install.log
_| SupremaGallagherHost.log
| SupremaGallagherHostShell.log

Date modified Type

09-May-24 10:46 AM Text Document
15-May-24 10:44 AM Text Document
13-May-24 10:44 AM Text Docurnent

Size

3KB
460 KB
1 KB

Till then please refer to the article which helps to manually generate the thumbprint. Refer:

thumbprint manually.

How to generate the

Create Migration Manually.

We are doing the migrations because from the middleware V1.8.3 is supporting the Hostname so we can use our
middleware using the Gallagher workstation client.

To create the migration manually Please follow the steps below:

1. Go to the Pgadmin. It asks for the password, Write The password G@ll@gher as it default password we set during

the installation.

2. Now click on the Servers, If it asks for the password use the same G@ll@gher as Password, now click on the
Databases and Expand the Suprema — Schemas — public — Tables. Now select the credentials table.
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[+~ E servers(1) |
~ &} PostgresaL 14
~ E= Databases (2)
> = posigres
w = suprema ]
» @ Casts
» ¥ catalogs
» IT. Event Triggers
b ﬁ Extensions
b | Foreign Data Wrappers

¥ Languages
» €% Publications
| v % schemas(1) |
~ & public d—
ﬁ Aggregates
8l collations
#a Domains
I3 FT3 configurations
[y FTS Dictionaries
Aa FTS Parsers

»

*

»

»

»

»

» FTS Templates

» B Foreign Tables
» {5} Functions

» [ Materialized Views
» ‘Q}- Qperators

» ("} Procedures

»

1.2 Sequences

~ @ Tables (5)
£ credentials I

B emrorLog

£ globalUserRecord
1 loginUserRecord

B syncHistory

AT N S b L
I

» {7 Trigger Functions
» O Types
» [ views
» ) Subscriptions
» &b Login/Group Roles

> =, Tablespaces

3. Now Right click on the credentials table, and select the Properties option from the list.
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e L TATLLE LLEE-
E FTS Configuration:

b

Reset Statistics

>
> [ FTS Dictionaries =RD For Taple
» Aa FTS Parsers Ll
» (1] FTS Templates Scripts >
» [ Foreign Tables Truncate >
» () Functions View/Edit Data )

Materialized Views:

< Operators

g Search Objects...
>

» ) Procedures

>

W

PSQL Tool

Query Tool

I Tables (5)

» [ credentials I
T = = e

4. Now inside the window select the Columns option, then click on the + icon, it will generate the new column option
for you as shown in the below image!

¥ eredentials 1’/_/ P
Genefal  Caluma Advanced Constraints Parameters Security SOL

Irhverited from table(s) select 1o inherit from

Columns

Mame Drata type Length/Precigion Seale Mot MULL? Primary key?  Default

ra ' id uuid " '.

Fal gallagher_spd_key character varying 253 "

P | supremia_base_url character varying 255 *

& B gestean tirrestamg with tirme 2 ‘

s 0 updatedat lirméstamg with Rirme 2 -‘

Fal Selact an fem »

‘-\-—\——-—_

lll"__?) ‘Mame in Columns’ cannot be empty. * J

O © ¥ Close | £2) Reset m

5. Now inside the Columns option, set the name as host_name, and set the datatype as the character varying, set the
Length/Precision as 255 and hit the Save button.
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1 credentials
General Columns Advanced Constraints Parameters Security  S0QL
Inherited from table(s) calect 1a interit Trom
Columng
Name Data type Length/Precision Scale
Pl | id uuid
| gallagher_api_key character varying 255
s 0 suprema_base_url character varying 255
B ceateda timestamp with time z_..
| updatedat timestamgp with time z
Pl | host_namse character varying 255

Mot NULL? Primary key? Default

vessesd

W Close

) Reset

Browser

w = Senvers (1)

>
»
»

W

v B PostgresoL 14
w Databases (2)
» = postgres
v = suprema
y [ Ccasts
» B Catalogs
» I Event Triggers
» ) Extensions
» = Foreign Data Wrappers
H Languages
L% Publications
w ‘B schemas (1)
w 4 public

a Aggregates
ol Collations

#y Domains

& FTs confi gurations

[Fy FTS Dictionaries

An FTS Parsers
FT5 Templates

B Foreign Tables

{5 Functions

Materialized Views

& Operators
i’} Procedures
L3 Sequences

£ Tables (5)

% Q>

» [ credentials

Now select the credentials table, and click on the View Data button.
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Data Qutput Notifications

= R0 n8 8 & |~

Messages

id gallagher_api_key
[P¥] uuid character varying (255)
1 bb3e5844-43b FO10-E1FB-6596-8779-

r

suprema_base_ createdAt

character varyir timestamp with time 2z timestamp with time EeElETl=i2 gy TR | s

hitps:i10.1 2024-07-12 18:32

updatedAt

2024-07-17 13:52

host_name

8. Inside the pop-up write https://[YOUR-HOST/SYSTEM-NAME]/api and press OK.

https://DESKTOP-47ILV1R/api

i

¥ Cancel

9. Now press F6 to save the changes.

Steps to Backup PostgreSQL 14 Database, Upgrade to Version 16, and Restore Database.

Backup Database in PostgreSQL 14

1. Open pgAdmin 4:

* Right-click on the Suprema database under the Databases section and select Backup.

W pgsdmin 4
Fle Object Tools Edit View Window Help
Obyject Explorer
« B Servers(2)
- Stepr 1=«
v & PostgresOL 18
w [ Databases (2)

» = postgres

y IR TognGoup el Create

» Tablespaces Delete
Delete (Force)
Refresh

Restore
CREATE Script

ERD For Database
Maintenance
Grant Wizard
Search Objects..
PSOL Tool

Query Tool
Properties

g 82w Qm

Disconnect from database

2. Set Backup File Name and Format:

+ In the File name field, enter Suprema-backup as the name, and choose Directory as the format.
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+ Click the file icon to select a save location.
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W ot i

 Step 2

1 Fapibos B E =A@ o X Properies 3 SOL 3 Sislishcs N Depmdencies X Dependents X

Backup (Dalabade worema)

Ercod
e

2 peesiery
Hole name

Choose Save Location:

+ Select the directory where you'd like to save the backup (e.g., Desktop). Enter the file name and press Save.

hid
[ 1
» B Pasigresa
- B Te
|3 1ak

B E % CQ B cashtoid X Poariks X S0 K Setsics X Dependences X Cepadknti X Plotesies X

fisily SLals 5 il
Eackup [Databass: supremal ®

L =
§ = - &L
B ¥ e
| F = -
L] e Am

- ¥ i
H oy
B Ty
B e e i
IR Dedtey w o
Fil raree | Bachegl
b bype SO Fie g Mgl -

A Hude Fridan

n ﬂ » Clage | 4D Resel

Start Backup:

* You'll see the file name updated with the location you selected. Press the Backup button.
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TOL TN RTLY g

Backup (Database: suprema)

TR T T L e n e 7y RS TETIT

General  Data Options  Query Options  Table Options  Cplic

pNs

Objects

Filenarme ChllsershAdmini\Desktophbackup.sql

Format Direclory
Compression ratio
|:|'|:{||j|"|r=| Select

Mumber of jobs

Rale name Selact

X Close

47y Reset

W Acti

5. Confirm Backup Completion:

* A notification will appear once the backup is completed. Now, your database is safely backed up.

Process completed

B view Processes

Process started

B view Processes

Backing up an object on the server ‘PostgreSOL 16 {localhost-5432) from database ‘suprema’

Backing up an object on the server 'PostgreSOL 16 (localhost:5432) from database ‘suprema’

.1

-

Upgrade PostgreSQL to Version 16

1. Stop Middleware and PostgreSQL Services:

+ Stop running middleware and terminate PostgreSQL services by stopping processes on ports 28523 and 5432.

2. Update Password (if required):

+ Set the password to G@ll@gher to ensure compatibility during the upgrade.

3. Install PostgreSQL 16:

+ Download and install PostgreSQL 16 from the official PostgreSQL website, following the installation steps for
your operating system, or refer to the link to directly get V16.4.1: https://drive.google.com/file/d/
17ehlTpedaGeWezOHZiMd6-ircQhTqBA|/view?usp=drive_link.

4. Migrate Data (Optional):
* Please refer to the Restore Database in Postgresql

16.

5. Uninstall PostgreSQL 14 (Optional):

+ After confirming the upgrade, you may uninstall PostgreSQL 14 if it's no longer needed. Refer: Uninstall the

postgresql14 after upgrading to version 16.
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Restore Database in PostgreSQL 16

1. Open pgAdmin 4 (connected to PostgreSQL 16).

2. Create a New Database:
+ In pgAdmin, right-click on Databases and select Create — Database.

+ Name the database Suprema and save.

3. Restore the Backup:
+ Right-click on the newly created Suprema database, and select Restore.

4. Select Backup File:
+ Inthe Filename field, select the directory backup file (Suprema-backup) you created earlier.

5. Initiate Restore:
+ Click Restore. Wait for the process to complete.

6. Verify Restore Completion:
+ Once the restore is finished, you should see a success message. You can now access and verify your data in
PostgreSQL 16.

Uninstall Postgresql 14 after upgrading the Postgresql to version 16.

To uninstall Postgresql 14 follow the below steps,

1. Go to Control Panel — Programs — Programs and Features.
2. Find PostgreSQL 14 in the list of installed programs.

3. Right-click on PostgreSQL 14 and select Uninstall. Follow the prompts to complete the uninstallation.
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4. You might want to check the installation directory (usually in C:\Program Files\PostgreSQL\14 ) and delete any
remaining files or folders.
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@ Info

If PostgreSQL 14 still shows up in pgAdmin even after uninstalling it, it's likely because pgAdmin is still
retaining the server configuration for it.

You can manually remove it from pgAdmin by following these steps:

1. Right-click on PostgreSQL 14 in the Object Explorer panel in pgAdmin.

2. Select Delete/Remove Server from the context menu.

Object Explorer

w = Servers (3)
3 &} Pogt---mer s e

5 E* Pos Register »
s EF tast Create ]
Refresh...

Backup Globals..
Backup Server

Copy Server,
Disconnect from server

Remove Server

Add Named Restore Point...
Reload Configuration
Properties...

3. Confirm the deletion prompted.

Remove Server? b4

Are you sure you want to remove server "PostgreS0OL 142

This will remove the PostgreSQL 14 server configuration from pgAdmin without affecting your PostgreSQL 16
installation.
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SECURITY & BIOMETRICS

'°'EE|J__ For more information about Suprema’s global branch offices,
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