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Installation

Installation

Recommended System Architecture

(@) Genetec™ Security Center

Main
Directory

@ Client,, ¢ o

@ Info

+ Recommend using dedicated server for Plugin per 100 biometric devices.

* Only one Extractor Plugin per Main Directory.

Server Recommendation & System Requirements

Standalone Devices

Category Item 0-20 devices Up to 100 devices 100+ devices

- Dedicated plugin
. Existing server may be used
Recommendation ) . server
(subject to resource review)

Additional plugin
server required

recommended
oS Microsoft Windows 10 or later (64-bit)
CPU - 8 Core or higher Consult required
RAM - 32 GB or higher Consult required

System
Requirement
Supports TCP/IP between servers, clients, and devices.
Supports DHCP or Static IP address.
Communication Supports network configuration.
Supports Network Time Protocol (NTP).
Supports HTTPS (SSL) between client (web browser) and platform.



CS40

Category

Device Capacity

System
Requirement

Caution

Item

CS40 per server

CS40 per Cloud link

Slave devices per
CS40

(O

CPU

RAM

Communication

Maximum

Up to 60

Up to 30

Upto8

Installation

Remarks

Based on a server specification of 8 CPU cores and 32
GB RAM

When using DM20 or DI24: Up to 4

Microsoft Windows 10 or later (64-bit)

8 Core or higher

32 GB or higher

Supports TCP/IP between servers, clients, and devices.

Supports DHCP or Static IP address.

Supports network configuration.

Supports Network Time Protocol (NTP).

Supports HTTPS (SSL) between client (web browser) and platform.

For stable operation, Suprema recommends using dedicated server for the Suprema Plugins.

Please refer to the server specifications below.

Prerequisites

Server Specification

Suprema recommends using a dedicated server for the Suprema Plugin to ensure stable operation.

+ Recommended specification: CPU 8 Core / RAM 32 GB or higher

Deployment Scale

0-20 devices

Up to 100 devices

Recommendation

Installation on an existing server may be possible, but server specification and resource

review are required.

Dedicated Plugin server recommended.



Deployment Scale Recommendation

More than 100
devices

Additional plugin server recommended.
Synergis cloud link
1. Enabling RIO Protocol.

I https://[IP Address of Cloud link]/Features/DuiRIO/Enabled/Set?value=true

2. Recommended and Max. Device connection.

Installation

No. of Users Recommended Devices per one Cloud link Max. Possible devices
20,000 + Up to 40 Not recommended
Below 10,000 Up to 50 Up to 64
Caution

+ Dedicated Cloud Links for Suprema devices are required.

+ Connecting devices other than Suprema products to the Cloud Link is not recommended.

Database
+ Plugin Database (Device & Extractor) is automatically created in same SQL server of Directory.
— Admin can modify the database installation location.
— Supports backup/restore.
+ SQL account needs below authority.
— Server roles: db_creator, processadmin, public

— Database roles: db_backupoperator, db_datareader, db_datawriter, public

Fingerprint enrollment device

To use a USB-type fingerprint enrollment device, a separate driver installation is required.

Please contact the Suprema Partner Business Team for assistance.

Plugin Installation

1. Run the installation file (setup.exe) as an administrator.



Installation

iasetup.exe T

Open
ﬁ! SupremaGenetecintegra;
Run as administrator

2. Click Next.
ﬁ Suprema Genetec Integration = x
Welcome to the Suprema Genetec Integration LA
Setup Wizard el

The installer will guide you through the steps required to install Suprema Genetec Integration on vour
computer.

wWARMIMNG: This computer program is protected by copyright law and international treaties.
Unauthorized duplication or distribution of this program, or any portion of it, may result in severe civil
or criminal penalties, and will be prozecuted to the maximum extent possible under the law.

< Back Cancel

3. Set the path where Suprema Plugin will be installed, then click Next.

ﬁ Suprema Genetec Integration — X

Select Installation Folder A

The inztaller will inztall Suprema Genetec Integration ta the fallowing folder.

Toinztall in this folder, click "Mext". Toinztall to a different folder, enter it below or click "Browse'.

Folder:
aram FilesWSuprerma IncWSuprerna Genetec Integration' Browse...

Digk Cost...

Install Suprema Genetec Integration for yourself, or for anyone who uses this computer:

(®) Everyone
(0 Just me

¢ Back Cancel

4. If the installation is ready, click Next.



ﬂ Suprema Genetec Integration —

Confirm Installation

The installer is ready to install Suprema Genetec Integration on your computer.,

Click "Mext" to start the installation.

< Back Cancel

5. The installation will begin. Please wait until it completes successfully.

ﬁ Suprema Genetec Integration —

Installing Suprema Genetec Integration

Suprema Genetec Integration iz being installed.

Fleaze wait...

¢ Back Mest

Installation

6. Once the installation is complete, a command prompt window will appear. Press any key to close the window.



Installation

7. Click Close button.

¥ Suprema Genetec Integration = *

Installation Complete

Suprema Genetec Integration has been successfully installed

Click "Close" o et

Flease use Windows Update to check for any criical updates to the NET Framework.

Close

8. Press Any Key to complete.




Added Suprema Plugin in Genetec Config Tool
1. Run the Genetec Config Tool.
s

— —

—— —

2. Click the Plugins under Tasks.

3. Click Add an entity under the Plugins screen, then select Plugin from the list.

g Access control unit
- ALPR unit

B Area

&m Cardholder

|E Daar

Ml Elevator
g5 Tile plugin
§@ \ideo unit
Show all r

o= Add an entity

4. In Select plugin type, select Suprema Extractor Plugin and click Next.

Creating a role: Plug

W Select plugin type: Sipelia™ Mobile
KiwiVision™ Manager
‘Suprema Extractor Plugin
KiwiVision™ Analyzer
Certificate Signing
Sipelia™
Genetec Clearance™

Suprema Device Plugin

: | (local\SQLEXPRESS

SupremaExtractorPlugin

| cancel !

5. Enter the Entity name and Entity description, then click Next.

10
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Creating a role: Plugin

g fields. The entity des:
Suprema Extractor Plugin

Suprema Extractor Plugin is a template manager module to manage

@ Info

The Entity description is optional.

6. Verify the information and click Create.

Creating a role: Plugin

a
e
Summary

Role

Genetec™ Server: DESKTOP-UOTQISM
Database server: (local\SOLEXPRESS

Database: SupremaExtractorPlugin

Role: Suprema Extractor Plugin
Entity description: Suprema Extractor Plugin is a template manager module to ma
Partition: DESKTOP-UOT7QJ5M

Plugin type: Suprema Extractor Plugin

7. The Suprema Extractor Plugin will be created. Click Close.

11
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8. Click Add an entity under Plugins screen, then select Plugin from the list.

9.

Creating a role: i'lugm

Entity creation outcome

The operation was successful

&g Access control unit
“= ALPR unit

B Area

&m Cardholder

[ﬁ Daoar

Ml Elevator
#5 Tile plugin
&g \ideo unit
Show all 3

== Add an entity

In Select plugin type, select Suprema Device Plugin and click Next.

12
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Installation

Creating a role: Plugin

Specific info Select plugin type: | gipefia™ Mobile
KiwiVision™ Manager
Suprema Extractor Plugin
KiwiVision™ Analyzer
Certificate Signing
Sipelia™

Genetec Clearance™

Suprema Device Plugin

Database server: | (local\SQLEXPRESS

Database: | SupremaDevicePlugin

Creating a role: Plugin

Fill in the following fields. The entity description is

Bat afornaation Entity name: | Suprema Device Plugin

Suprema Device Plugin is a core module to manage Device and GSC|

@ Info

The Entity description is optional.

11. Verify the information and click Create.

13



Installation

Creating a role: Plugin

and make

e
Summary

Genetec™ Server: DESKTOP-UOTQI5M
Database server: (local\SOLEXPRESS

Database: SupremaDevicePlugin
Role: Suprema Device Plugin
Entity description: Suprema Device Plugin is a core module to manage Device ant

Partition: DESKTOP-UOTQJ5M

Plugin type: Suprema Device Plugin

| Cancel '

12. The Suprema Device Plugin will be created. Click Close.

Creating a role: Pluglﬂ

Entity creation outcome

The operation was successful

13. The addition of the Suprema Plugin is complete.

# Config Tool 1% Plugins

4 ® DESKTOP-UCTOISM

b —— Suprema Device Plugin

» — Suprema Extractor Plugin

14



System Management

System Management
System Configuration

Prerequisites

License
1. Software license
1. Genetec
+ Security Center: 1ea.
+ SDK Connection: GSC-1SDK-SUPREMA-READ (One license supports 2 connection.)
1. Config Tool login: 2ea
2. Security desk login: 1ea
3. Suprema extractor plugin: 1ea per Genetec Security Center Server

4. Suprema device plugin: 1ea per Suprema device plugin

@ Info

One device plugin supports up to 4 cloud links (256 Suprema devices), and you can add as
many Suprema Device Plugin as you need.

— Needs total 3 GSC-1SDK-SUPREMA-READ per Server.

2. Suprema
* Plugin license: INT_GEN_GSC
2. Device license
1. Genetec
* GSC-Sy-X-1R(E): 1ea per Suprema device assigned to door as reader.
2. Suprema
+ Only devices that it's ID is registered in Server license can be registered in Plugin.

* Sku: Device model - GEN.

Database
1. Permission for SQL database

To ensure proper operation of the Plugin (Device Plugin and Extractor DB), please grant the SQL account the following

15



permissions:
1. Server roles:
+ db_creator
+ processadmin
* public
2. Database roles:
+ db_backupoperator
+ db_datareader
« db_datawriter

2. Database size requirements

System Management

The required database storage capacity varies depending on the number of users enrolled with biometric data. When
face templates are enrolled, the Suprema Extractor Plugin generates and stores the corresponding templates in its

Database.

@ + Each face template requires approximately 104 KB of database space.

[ B® Resulls g Messages

name

TOWS

1 | TBL_CARDHOLDER_FACEDATA I

reserved data

400 KB

index_size unused
104 KB 24 KB

RIO protocol

+ Ensure that sufficient storage capacity is allocated based on the expected number of biometric users.

To ensure proper operation of the Plugin, please enable RIO protocol for Synergis Cloud Link or Softwire.

Process

1. Enter the following URL into your browser.

I https://[Unit IP]/Features/DuiRIO/Enabled/Set?value=true

Login

User Name: admin

Password: IF!#’I’H .

Certificate login [

Login |

2. Login to Synergis Cloud Link or Softwire.

3. Click a URL http:/[IPaddress]/Features/DuiRIO/Enabled/Set?value=true .

16



System Management

Login successful

Logout

@ When the RIO protocol is enabled, the RIO tab becomes available on the Hardware page under Config Tool
— Access control — Cloud Link.

———
o . P fde - - £ ;
K Area view Cardholder... / ™ Video / T User manag.. B Access cont... wiz Credential..

entials [ Access rules % Badge templates W General settings < L8 CHRISJUNG_LT02

Identity [ Hardware! Properties Synchronization  Peripherals  Log
OSDP | Salto Sallis | Aperio IP ertX | Synergis IX| RIO

SupremaDevice_28022025173602

Profile image quality setting

If you'd like to extract face templates from cardholder profile images in GSC, please adjust picture size to ensure picture
quality.

Path: Config Tool — Access control — General settings

# Config Tool " Cardholder... T User manag... B Access cont... sk Credent

® Roles and units % Cardholders and credentials Access rules M. Badge templates W General

Visitors

Automatica 3 3 Retention period: 90 + days

Miscellaneous

B + KB 2,048 KB is recommended

Device setting

1.

Removing all users and logs from devices.

2. Factory reset devices.

3. Set User ID type as Alphanumeric.

17



System Management

@ Info

Default IP and PW for device admin.

* ID:su
« PW:1234

You can change PW from Config Tool — Suprema Plugin Configuration — Superadmin Credential page.

4. Network setting.

* Supports DHCP.

+ Network settings required according to site policy.
5. User ID type setting.

The user ID type must be set to alphanumeric before connecting the device to the Suprema plugin.

Device Registration

1. In the Config Tool, click the Plugins under Tasks.

&4

Plugins

* Suprema Device Plugin
\d
4 = DESKTOP-UOCTQISM

» — Suprema Device Plugin

b — Suprema Extractor Plugin

3. Go to Device Management tab.

=« I : g

Identity = Dewvice Management  Global Settings  Device Sync Information  Resources

4. Click the Search Device button. All available devices will appear.

If Device Communication Mode is set to Device To Server, please click the Refresh List button in the pane below.

18



System Management

Device To Server:

5. Select the device to add by checking the Select box, and click the Add Devices button. To register all devices, click the
Add All Devices button.

A T
*~ + Suprema Device Plugin

¥ n W , "

il
identity Device Management | Global Settings  Device Sync Information  Resources
Add Device Manually  Manage Devices
= Suprema Extractor Plugin
Search Devices

Device ID Device Model Device IP Device Port
638 BioLite N2 s1211
10062617 BioStation 3 = s2n
10062618 o! 3 5121
10062619 s12n
1 S| se2n
10063873 S se2n
10065858 BioStation 3 sn
10091456 BioStation A2 s12n
10091459 BioStation A2 s2n

Add All Devices

Editing Device Settings and Information

Settings and information of registered devices can be edited.

1. Inthe Config Tool, click the Plugins under Tasks.

2. Open the left arrow of the Suprema Device Plugin and select a registered device. The Device Settings area will appear.

19



System Management

4 * DESKTOP-UQTQISM
4 — Suprema Device Plugin
» » 538213980

= Suprema Extractor Plugin

3. Setthe desired options, then click the Apply button at the bottom to apply the edited settings.

Device Settings

Information
You can enter or edit the name and the group of a device. If a new firmware version is available, you can upgrade to it.

Information | Network | Authentication ! Advanced Mask Intercom

Device details

538213980
: BioStation 3 538213080 (192.168.120.72)
: 538213980 ( :  BioStation 3
Firmware Version : 131 [2024/09/02 191 yduct Name @ BS3-DB
Kernel Version : 104 [2024/09/02 17 Hardware Version :  1.0.0

Default

{UTC+09:00) Chita, Osaka, Sapporo, Toky ~ ¥ Time Synchronization with Server

I::l ]) Display Date : E Get Time

I:‘] 2) Date Format = [yyyy/MM/DD

No. Item Description

“ Name Enter a device name.

(2] Description View the product name, ID, and IP.

(3] Device ID View the device ID.

(4) Firmware Version Click Upgrade to install a new firmware version.

20



System Management

No. Item Description

(5} Kernel Version View the kernel version.

(6) Time Zone Set the time zone of the device.

(7] Device Type View the device type.

(8] Product Name View the model name.

(0] Hardware Version View the hardware version.

® Time Synchronization with Select the option to synchronize the time information of the device with the

Server server.

(11) Display Date View the displayed time.

® Date Format Select a date format.

® Get Time Click the button to fetch the time set in the device.
Network

You can configure the network connection settings of the device.

Network | Authentication

Use DHCP

IP Address : | 192 Subnet Mask :

Gateway : | 192 Device Port :

0

Device » Server Connection

Server Address : Server Port :

Baud Rate :

21



No. Item

You can configure the TCP/IP connection settings of the device.

Description

System Management

+ Use DHCP: Select this option to allow the device to use a dynamic IP address. If this option is
selected, network settings cannot be entered.

TCP/

(1) « IP Address, Subnet Mask, Gateway: Enter network settings of the device.

1P

+ Device Port: Enter a port to be used by the device.

« DNS Server: Enter a DNS server address.

You can enter connection settings to use in the server mode.

+ Device — Server Connection: Select this option to configure the settings for connecting to the

devices. If this option is selected, server network settings can be entered.

(2] Server

* Server Address: Enter the IP address or domain name of the server.

+ Server Port: Enter the port number of the server.

You can configure the connection mode, and baud rate of devices connected over RS-485.

* RS-485: Set a RS-485 mode.

(3] Serial

+ Baud Rate: Set a baud rate of the RS-485 connection.

Authentication

You can configure the user authentication settings of the device.

Face Authentication Device

Mask Intercom

Credentials
FACE
(10

ID + FACE/PIN

evel :  Normal

: Medium

Face Detect Setting :

Maximum Head Pose Angle : (T}
Detecti

v

ema Handler: @ cnave

22
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System Management

No. Item Description

You can configure the authentication modes of the device. Use any combinations of fingerprint,
ID, card, PIN and face as authentication modes.

o Auth
Mode . o . . . .
Click +Add and create an authentication mode by dragging and dropping available options.
When using a combination of multiple credentials in Auth Mode, the system waits for this length
of time to authenticate the second credential.
) Auth
Timeout Set a timeout period for authenticating the second credential after authenticating the first
credential. If the second credential is not authenticated within this time, the authentication fails.
P) Full You can grant full access to users registered within the device without setting any access groups.
Access
You can configure the detail settings concerning face authentication.
« 1:N Security Level: You can set a security level to use for face authentication. The higher the
security level is set, the false rejection rate (FRR) gets higher, but the false acceptance rate
(FAR) gets lower.
+ Enrollment Time: If a face is not registered during the set time when registering a user’s face,
the face registration will be canceled.
o Face « Motion Sensor: Set the sensitivity for detecting motion near the device.
+ Face Detect Setting: Set the environment for recognizing the user’s face during face
authentication.
— Maximum Head Pose Angle: Set maximum angle of head rotation.
— Detection Distance: Set the minimum and maximum detection distance.
— Wide Search: Set to ON, search for a face in the entire camera image.
This option enables or disables RIO communication between the Suprema device and the Cloud
Link.
+ Enable: Events generated from the Suprema device are sent to the Cloud Link through the
Use Plugin.
(5] Suprema
Handler « Disable: Events generated from the Suprema device are not sent to the Plugin.

Disable this option when the Suprema device is used as a reader connected to a Mercury
controller.

23



System Management

Fingerprint Authentication Device

No.

Item

Auth Mode

Auth
Timeout

Full Access

-
g
]

Description

You can configure the authentication modes of the device. Use any combinations of fingerprint,
ID, card, PIN and face as authentication modes.

Click +Add and create an authentication mode by dragging and dropping available options.

When using a combination of multiple credentials in Auth Mode, the system waits for this
length of time to authenticate the second credential.

Set a timeout period for authenticating the second credential after authenticating the first
credential. If the second credential is not authenticated within this time, the authentication
fails.

You can grant full access to users registered within the device without setting any access
groups.

24



System Management

No. Item Description

You can configure the detail settings concerning fingerprint authentication.

* 1:N Security Level: You can set a security level to use for fingerprint authentication. The
higher the security level is set, the false rejection rate (FRR) gets higher, but the false
acceptance rate (FAR) gets lower.

+ Scan Timeout: If a finger is not registered during the set time when registering a user’s
finger, the finger registration will be canceled.

+ Sensor Sensitivity: Set the sensitivity of the fingerprint recognition sensor. Set the
sensitivity higher to obtain precise fingerprint information.

* 1:N Fast Mode: You can set the speed of fingerprint authentication. Selecting Auto sets the
authentication speed according to the total number of fingerprint templates enrolled on
(1) Fingerprint the device.
+ Template Format: You can check the configured fingerprint template format.

+ Matching Timeout: Set the timeout for fingerprint matching. If authentication is not
completed within the specified time, it will fail.

+ Fingerprint LFD: Set the level for fake fingerprint detection. Higher levels for fake
fingerprint detection may also increase rejection rates for actual people’s fingerprints.

+ Sensor Mode: Set the operating mode of the fingerprint sensor.
— Auto On: The fingerprint sensor turns on by recognizing the user's finger.

— Always On: The fingerprint sensor remains always on.

This option enables or disables RIO communication between the Suprema device and the Cloud
Link.

+ Enable: Events generated from the Suprema device are sent to the Cloud Link through the

Use Plugin.
(5] Suprema
Handler + Disable: Events generated from the Suprema device are not sent to the Plugin.

Disable this option when the Suprema device is used as a reader connected to a Mercury
controller.

Advanced

You can set the display/sound and wiegand.

25
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No.

Item

Language

Device
Volume

Menu
Timeout

Intercom
Speaker
Volume

Intercom
Microphone
Volume

Backlight
Timeout

Msg.
Timeout

I ation ) Network | Authentication | Advanced Mask Intercom

Display/Sound

(1) Language -

@ cnabied

(9)) Use Voice : ® Disabled
Iﬁ_d_:l Sound :

Start :

Wiegand

(17) Input/Output : (4) Pulse Width(ss) : |40

A
v
A
b

nd |/p Format : se Interval(ps) : | 10000

Output Mode : Nomal Fail Code OutputInfo : @ Card ID O User ID

Description

Sets the display language of the device.

Controls the device's default volume.

Sets the timeout for the menu screen.

Sets the speaker volume when using the Intercom function.

Sets the microphone volume when using the Intercom function.

Sets the timeout for the backlight.

Sets the timeout period for various messages to disappear automatically.

26
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No.

Mask

Item

Screen
Saver

Use Voice

Sound

Input/
Output

Wiegand
I/p Format

Output
Mode

Pulse
Width(pus)

Pulse
Interval(ps)

Output Info

System Management

Description

Sets this option to use the screen saver feature. It reduces unnecessary energy consumption
by lowering the brightness of the LCD screen when the device is not in use.

Enables voice guidance.

Configures the sound effect for boot, authentication success, and authentication failure
events.
Click Find and select a *.wav file (less than 500 KB).

You can select input/output mode.

You can set a format for Wiegand.

You can set the Wiegand signal output mode. If it is set to Normal, a card will be scanned in
the set Wiegand format. If it is set to ByPass, CSN will be sent regardless of Wiegand
authentication. ByPass should be set when using the device without an entrance door control
function.

If it is set to Normal mode, it is possible to set Fail Code, and select a value to be transmitted
when Wiegand card authentication fails.

You can set the pulse width of the Wiegand signal.

You can set the pulse interval of the Wiegand signal.

You can select the information output to the device when the user authenticates.

You can set the detailed settings of mask detection.

Face authentication devices can detect masks and restrict access to users without masks.

27



No. Item

o Mask
Detection

Mask
(2] Detect
Level
Check
9 Mode
Intercom

System Management

Information ¥ Metwork ¥ Authentication ! Advanced Mask Intercom

Mask Configuration

Use(Deny access when failed to detect m =

Default

Description

You can set whether to use mask detection or not. If you select Use (Deny access when failed to
detect mask), it refuses authentication of users who are not wearing a mask and saves event
logs. If you select Use (Allow access after leaving log when failed to detect mask) users who
are not wearing a mask can authenticate but event logs still be saved.

You can set sensitivity for mask detection.

+ Check after authentication: Authenticate and then detect whether the user is wearing a
mask.

+ Check before authentication: Detect whether the user is wearing a mask and then
authenticate. This mode does not attempt to authenticate a user's identity if they do not
wear masks.

+ Check without authentication: Detect whether a user is wearing a mask without
authentication. When this mode is activated, any user wearing a mask can access it
regardless of authentication.

You can set the detailed settings of SIP Intercom.

28
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)

System Management

Information ! MNetwork ! Authentication | Advanced Mask Intercom

Intercom

Intercom

Intercom : (@) Use

rver Address : | 19211122233
erver Port @ | 5060
. | Michael

;| 1234

ension Number : . Extension Number{*) Display Name

Item Description
SIP Server Address Enter SIP server address.
SIP Server Port Enter SIP server port.
SIP Username Enter username of your SIP account.
Password Enter password of your SIP account.
Authorization ID Enter authorization ID of your SIP account.

Enter Registration Duration in seconds. The device (SIP endpoint) tries to register to
the SIP server every set Registration Duration.
- Registration Duration can be set between 60 to 600 secs.

Registration
Duration(sec)

Open Door

Button(DTMF) Set a button to open the door on the phone.

Outbound Proxy

Server If your SIP service has a separate (outbound) proxy server, set this to Use.

Outbound Proxy

Enter the outbound proxy server address.
Server Address proxy

29



No. Item

Outbound Proxy
Server Port

® Display Extension
Number Use.

Register extension numbers up to 128. Click Edit to add or delete.
- Add: Add an extension number.

® Extension Number

Description

Enter the outbound proxy server port.

- Delete: Delete an extension number.

Assign Device to Cloud Link

1. Inthe Config Tool, click the Access control under Tasks.

Tasks

Private tasks

Public tasks

\

User management

System Management

If you mind the device displaying extension numbers on the screen, set this to Not

3. Enter the Cloud Link Host (IP address), Cloud Link Username (ID), and Cloud Link Password, and then click the

Validate Login button.

# Config Tool Plugins

® Rolesand units % Cardholders and credentials Accessrules M. Badge templates

| Y m
4 & CHRISIUNG_LT03 Identity Portal Hardware
4 ™ Access Manage

Cloud Link Ho 192.168.40.177

Cloud Link Username: |admin

Cloud Link

4. Click the View Devices To Add button.

B General settings [

[ e
] s 1

Properties

30



System Management

MRemove Al | M Remove Selected | Refresh List

5. Select the device to assign by checking the Select box, and click the Assign or Assign Selected button. To assign all
devices, click the Assign All button.

Close

Device Model Device IP
BioStation 3 192.168.40.3

Card Format Setting

1. Inthe Config Tool, click the Suprema Plugin Configuration under Tasks.

Tasks

Private tasks
Area view User management
Public tasks

Remote Suprema Plugin

configuration Configurations

2. Select card type and format.
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System Management

+ Byte Order: Supports MSB or LSB.

* CSN Card_Format type: After enabling the CSN Card_Format type and selecting a Wiegand format, the Plugin
converts the card data received from the device into the selected Wiegand format and delivers it to the Cloud
Link.

+ Wiegand Card Setting: Devices can read wiegand cards based on the selected Wiegand Card Format.

+ Custom Credential: When using a Custom Credential Format, compatibility with Suprema devices must be verified
in advance.

3. Click Save button to set selected card type and format into all devices.

Wiegand Card Setting
Add a Wiegand card format for Suprema devices.
1. Go to Config Tool — Tasks — Suprema Plugin Configurations — Wiegand Format tab.

Plugins C - €7 Suprema Plu..

g - This page is to manage global configurations

Private tasks accross All Suprema Device Plugin instances.

Area view System User management

Public tasks

Tools g -~

Remote MIFARE DESFire
configuration configuration Configurations

Options

2. Click + Add button.

= New Wiegand - 8 x

= add New Wiegand
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System Management

+ Information: Enter Name, Description, and Total Bits. To use a facility code, check Facility Code Field and set its
Start Bit and End Bit.

« ID Field: Set the Start Bit and End Bit of the ID. Click + Add to add more ID fields.
+ Parity Bits: Click + Add and set Position, Type (Odd / Even), Start Bit, and End Bit.

* Genetec Mapping: Enter the Genetec Card Format Name, then click + Add to add each field (e.g., FC, CN, IL) and
set its Start Bit, Length, Reverse, and Output Order.

— Output Order: Check Yes to use LSB, or uncheck it (No) to use MSB.

3. Click Apply.

@ Info

+ Genetec Card Format Name must be exactly the same as the name of the custom card format configured in
Config Tool — Access control — General settings.

+ Set each Genetec Mapping field (Start Bit, Length, Reverse, Output Order) the same as the corresponding
field of that custom card format. The field names (FC, CN, IL, etc.) do not need to match.

+ Total Bits must be entered before adding Parity Bits.

+ Up to 15 Wiegand formats can be used. Predefined formats cannot be modified or deleted.

Suprema Smart Card Setting
Set the layout of Suprema smart cards (MIFARE, iCLASS, DESFire, iCLASS Seos).

1. Go to Config Tool — Tasks — Suprema Plugin Configurations — Smart Card tab.

€7 Suprema Plu.. *

- ¥
g ’ This page is to manage global configurations ‘

Private tasks accross All Suprema Device Plugin instances.
Area view System User management
Public tasks

Tools g B

Remote MIFARE DESFire
configuration configuration Configurations

Options

2. Click + Add button.

3. When the Add New Smart Card window appears, set Smart Card Type to Suprema Smart Card.
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4. Enter Name. To use a secondary site key, set Secondary Key to Active.

5. Select the card tab and configure the options.

V¥ MIFARE

Primary Key: The key that encrypts communication between the smart card and the card reader.
Secondary Key: Used for authentication when the card's primary site key does not match.

Start Block Index: The starting block where user information and templates are saved.

V¥ iCLASS

Primary Key: The key that encrypts communication between the smart card and the card reader.
Secondary Key: Used for authentication when the card's primary site key does not match.

Start Block Index: The starting block where user information and templates are saved.

V DESFire

DESFire Advanced: You can use DESFire cards issued by third parties. Only DESFire can be configured.
Primary Key: The key that encrypts communication between the smart card and the card reader.
Secondary Key: Used for authentication when the card's primary site key does not match.

App ID: Configure to read a specific area on the card. Acts as a directory containing File ID.

File ID: Set the file ID.

Encryption Type: Set the encryption type to DES/3DES or AES.

V iClass Seos

Primary Key: The key that encrypts communication between the smart card and the card reader.
Secondary Key: Used for authentication when the card's primary site key does not match.

ADF Address Value: The ADF address where digital credentials are stored.

6. Inthe Layout, set the number and size of fingerprint and face templates that can be written to an Access On Card.

+ Template Count: Set the number of fingerprint templates to include in the layout.

+ Template Size: Set the number of bytes used by each fingerprint template.
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+ Use Face Template: Choose whether to use the face template.

+ Face Template Size: Set the number of bytes used by the face template.

7. Click Apply.

@ Info

+ Key values must be 2-96 characters and converted to HEX before applying. Enter the key in the input field on
the right, click Convert to HEX, and use the Converting Result as the key.

+ Use Face Template is available on BioStation 3 Max, BioEntry W3, BioStation 3, and FaceStation F2.

+ To use DESFire Advanced, please accurately enter the information for App Master Key, App Master Key
Index, File Read Access Key, File Read Access Key Index, File Write Access Key, File Write Access Key Index,

App ID, File ID, Encryption Type.

Custom Smart Card Setting

Set the layout of smart cards issued by third parties. Custom smart cards support MIFARE, DESFire, and FeliCa.

1. Go to Config Tool — Tasks — Suprema Plugin Configurations — Smart Card tab.

Plugins J B Accesscontr.. ) & SupremaPlu.. % ) T Areaview /% Cardholder... /. Cardhold

¥

This page is to manage global configurations ‘

Private tasks accross All Suprema Device Plugin instances.
Area view System User management

Public tasks

Tools g -~

Remote MIFARE DESFire Suj
configuration configuration Configurations

Options

2. Click + Add button.

3. When the Add New Smart Card window appears, set Smart Card Type to Custom Smart Card.

4. Enter Name. To use a secondary site key, set Secondary Key to Active.

5. Select the card tab and configure the options.
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¥ MIFARE

Primary Key: The key that encrypts communication between the smart card and the card reader.
Secondary Key: Used for authentication when the card's primary site key does not match.

Start Block Index: The starting block where user information and templates are saved.

Skip Bytes: Set the starting point for reading the card number.

Data Size: Configure the data size of the card to be read.

V DESFire

DESFire Advanced: You can use DESFire cards issued by third parties. Only DESFire can be configured.
Primary Key: The key that encrypts communication between the smart card and the card reader.
Secondary Key: Used for authentication when the card's primary site key does not match.

App ID: Configure to read a specific area on the card. Acts as a directory containing File ID.

File ID: Set the file ID.

Encryption Type: Set the encryption type to DES/3DES or AES.

Skip Bytes: Set the starting point for reading the card number.

Data Size: Configure the data size of the card to be read.

V Felica

System Code: Enter the system code to read FeliCa cards in hexadecimal, with a maximum of 4 characters.
Service Code: Enter the service code to read FeliCa cards in hexadecimal, with a maximum of 4 characters.

ID Field: Set the blocks to read from the card. Click + Add to set up to 8 blocks (Block Number 0-150).

6. Click Apply.

@ Info

Key values must be 2-96 characters and converted to HEX before applying (Convert to HEX).
FeliCa is supported only on BioStation 3 firmware version 1.3.0 or later.

To use DESFire Advanced, please accurately enter the information for App Master Key, App Master Key
Index, File Read Access Key, File Read Access Key Index, File Write Access Key, File Write Access Key Index,
App ID, File ID, Encryption Type.

Door Configuration

1. Inthe Config Tool, click the Area view under Tasks.

Tasks

'y

Private tasks

User management

Public tasks
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2. Select the door and go to the Hardware tab.

3. Assign Suprema devices to Reader, Request to exit, and Entry sensor.

# Config Tool B Area view

i [ 12F Office Enterance

M| m -] % L] =

- = identity  Properties | Hardware | Unlock schedules  Access rules  Custom fields
4 ® DESKTOP-UOTQISM K

Preferred unit: | & DESKTOP-UO7QI5M
Preferred interface: | Unassigned

Door side In ./

Reader: @ Extemal SupremaDevice 02122024161534 - Devicelnterface_ 538213980 - R1 (DESK - ./ X

TR se
4 ™ DESKTOP-UQTQISM
\coess Manager |
&8 DESKTOP-UQ7QISM

] uprema Inc. - BioStation remaDevice 02122024161534 - Devicelnterf.

Camera:

Door side Qut /'

Reader:

Req et

Entry sensor:

Camera:

@ Input Configuration Limitation

In Suprema architecture, input types (e.g., REX, Door Contact) can only be configured after the device is
mapped to a Door.

Root Cause:
+ Suprema SDK requires inputs to be assigned at the Door level, not at the device level.

+ Therefore, there is no way to pre-configure input types before assigning the device to a Door in Genetec.
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Caution

Any input type changes made via:

Config Tool — Access control — Cloud Link — Peripherals Tab will not apply to the Suprema device directly.

Plugin’s Auto Assignment Logic

Input Number Input Type Assigned by Plugin
Odd Numbers NO (Normally Open)
Even Numbers NC (Normally Closed)

This automatic assignment helps ensure compatibility when mapping inputs post-Door configuration.

After configuring or updating a door, click Sync Now in Suprema Device Plugin — Device Sync Information to
apply the changes to the device.

View the Device Sync Information

1. In the Config Tool, click the Plugins under Tasks.

2. Click the Suprema Device Plugin.
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# Config Tool 7 Plugins

B - Suprema Device Plugin

Y]

4 ® DESKTOP-UQTQUSM
» ~— Suprema Device Plugin
» — Suprema Extractor Plugin

3. Go to Device Sync Information tab.

M " il i L

ldentity  Device Management  Global Settings | Device Sync Information | Resources

4. Synchronization information of connected Suprema devices can be checked.

Falled Users Doors (syncing / alled £ total) Schedles (synin  falled / totaDAc

No. Item Description
1 Device ID Displays the Suprema device ID.
2 Device Name Displays the Suprema device name.

Displays the network status of the device.

3 Online Status “True / False

Displays the synchronization status of the device.

4 Sync Status - Idle /Cache loading/ Biometric downloading/ Syncing

5 Device Model Displays the Suprema device model.

6 IP Address Displays the Suprema device IP Address.

7 Device Port Displays the Suprema device port.

8 Device Firmware Version Displays the Suprema device firmware version.

9 Failed Users Allows checking users who failed to synchronize.
10 Doors (syncing / failed / total) Displays the synchronization status of the door.
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11

12

13

14

15

16

Item

Schedules (syncing / failed /
total)

Access Levels (syncing / failed /
total)

Access Groups (syncing / failed /
total)

Users (syncing / failed / total)

Last Trigger Time

Last Success Time

@ Info

System Management

Description

Displays the synchronization status of the schedule.

Displays the synchronization status of the access level.

Displays the synchronization status of the access group.

Displays the synchronization status of the cardholder.

The time when synchronization with the device was last triggered.

The time when synchronization with the device was last completed
successfully.

The values displayed for each synchronization status are as follows:

+ syncing: Number of items currently being synchronized with the device.

+ failed: Number of items that failed to synchronize with the device.

+ total: Number of items that have been successfully synchronized.
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Cardholder Management

Card Enroliment

1. In the Config Tool, click the Cardholder management under Tasks.

2. Click the New button from the bottom.

-

Mew

3. Enter the First name and Last name, then click the Add a credential button. In the popup that appears, click
Automatic entry.

identity” B Access rules

Last access: Unknown

group: | *. Shift_1

Status: Deactivate

on: 11/20/2024 90433 PM

% |01/01/0001 09:00:00AM ~
ration: Never

Manual entry

Existing credential
PIN

License plates
Request card
Mobile credential

4. Select the Door assigned to the Suprema device as a reader, then tag a card to the device.
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11/22/2024 10:14:06 AM

: |01/01/0001 09:00:00AM ~

n:  Never

ald: |0 =

"I dentity | B Access rules

Last access: Unknown

Deactivate

Activation: 11/22/2024 10:14:06 AM
Timestamp: | 01/01 /0001 09:00: 00 AM ~

Expiration: Never

Face Enrollment

Precautions when Enrolling Face

When enrolling your face for authentication, refer to the picture below to enroll your face correctly.

If you do not follow the on-screen instructions, face enrollment may take a long time or authentication may fail.
* When enrolling a face, maintain a distance of 60-100 cm between the device and the face.
* Make sure that your expression does not change.

+ Do not wear a mask, hat, sunglasses, or eye patches.
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+ Do not raise head up or lower head.

+ Do not wear thick makeup.

+ Do not close your eyes.

+ Make sure that both of your shoulders correctly appear on the screen.

* Do not use a corrected picture.

+ Stand still and enroll your face by staring at the screen.

+ Be careful not to display two faces on the screen. Make sure to enroll one face at a time.

+ Do not enroll your face in dark places.

@ Info

+ Resolution: Larger than 250 x 250 pixels
+ Image size: Up to 10 MB
+ Supported format: JPG, JPEG or PNG only

Enroll from Device

1. Inthe cardholder details window, click Suprema Enroliment.
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Last access: Unknown

Unassigned
ste: 2024-12-02 2F 42420
Deactivate
2024-12-02 2F 42402

imestamp: | 2024 - 12-02 04:24:33
Never

Edit
Assign temporary card

&' Suprema Enrolment (@ Cardholder activities (@ Credential activities [ Audit trails Close

2. Click the

Face-Scan.

Fingerprint || Face-Scan || User Privilege

3. Select the Suprema face authentication device to enroll the face credential.

128 Enroll Face

Device:

Face Pose Variation

Enroll

BioStation 3 (S W )

Face

+Add

Use Genetec Photo
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4. Click the +Add button to create a face template, then click the Scan button and scan the face on the device.

20 Enroll Face X

Device: BioStation

Face Pose Variation

Enroll Face

Use Genetec Photo

5. Check the face has been properly scanned, and then click the Enroll button to enroll the face.

Enroll Face Template with Genetec Profile Photo

1. Inthe cardholder details window, click Suprema Enrollment.

R identity Access rules

Last access: Unknown

ste: 2024-12-02 2F 42420

Status: Deactivate
ber.
Activation: 2024-12-02 2F 42402
csTimestamp: | 2024-12-02 04:24:339%F ~
Expiration: 'Never

Edit
Assign temporary card

& Suprema Encolment (@ Cardholder activities (@ Credential activities [l Audit trails Close

2. Click the Face-Scan.
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—

Fingerprint Face-Scan User Privilege

3. Select the Suprema face authentication device to enroll the face credential.

128 Enroll Face x

Device:

Face Pose Variation
BioStation 3 (9 W )

Enroll Face

+Add

Use Genetec Photo

4. Click the +Add button to create a face template, then check Use Genetec Photo to automatically upload the user profile
photo. The Suprema device extracts face templates from user profile photos.

(28 Enroll Face b s

Device: BioStation 3 {192.168.120.240)

Face Pose Variation

Enroll Face

5. Check the uploaded photo, and then click the Enroll button to enroll the face.
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Bulk Enrollment

1. Go to Suprema Device Plugin — Global Settings.

= | i [

Identity  Device Management | (Gkabal Settings | Device Sync Information  Resources

= F—r———
identity  Device Management | iGlobalSeftings | Dev

Loaded 12986 cardholders.

@ Info

Face template extraction is performed only for GSC cardholders who have a profile image.

3. Once the process is completed, you can check the results.
* Show Failed Users: View the list of users for whom face extraction failed.

+ Face Template Extraction Report: View the report related to face template extraction.

How to Search for a Cardholder with a Face Template

1. Click the Advanced search on the Cardholder management page.
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# Config Tool % Cardholder._.
[ ]

First name Last name Picture Cardholder status | Cardholder groups | Email address

Julien oo H Profile enabled

é I Profile enabled

>
>
2
]
=]
[
o
=%
[7:]
]
=%
a8
o

Michael Lee

il

a
)
! 3
MNayeon Kwon [g Profile enabled

Suprema  Plugin wla' ! Profile enabled

Click the Custom fields, switch it to On, and click Add criterion. Then, select the BiometricsTimestamp.

Custom fields

Add criterion

BiometricsTimestamp

Credential status Supremald

Credential information

Can escort visitors

Select the Specific range and set the period to search.

@ Example

+ From: Plugin installation date

+ To: Today

To search by specific time, click Set time and enter the time.
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() During the last

() During the next

BiometricsTimestamp: ® Spedific range

From: | 2024 - 12

Ta: | 2024 - 12

Credential status
Credential information

Can escort visitors

Search

4. Click the Search button.

5. All cardholders who have face templates appear.

Private Authentication Mode

Cardholder Management

Set a different authentication mode for each user, in addition to or instead of the device's default authentication mode.

1.

2.

In the Enrolment Credentials window, click Private Auth.

In the Private Auth Mode window, turn on Private Mode.
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Auth Mode

evice Default Authentication Mode

Auth Mode Enabled

2 Add New Auth Mode

3. Click + Add. The Add New Auth Mode window appears.

4. Set Extended Auth Mode if needed.

Auth Mode

evice Default Aut

Auth Mode Enabled

i2 Add New Auth Mode

Extended Auth Mode [ ]

@ oL & m
Fingerprint Face / Visual Face Card )

Cancel

Cancel

* Not Use: Biometrics (fingerprint or face) is used as one credential.
+ Use: Fingerprint and Face / Visual Face can be combined as separate credentials.

5. Drag the desired credentials (Biometrics, Fingerprint, Face / Visual Face, Card, ID, PIN) to the center area to make an
authentication mode, then click OK.

6. SetInclude Device Default Authentication Mode.
« ON: Both the device default authentication modes and the private authentication modes are used.
+ OFF: Only the private authentication modes are used.

7. Check the added modes in the Auth Mode list, then click Save.
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@ Info

Extended Auth Mode is only supported by FaceStation F2, BioStation 3, and BioEntry W3.

AoC Enrollment (Access On Card)

Select Access On Card to store user information on the card. This includes card ID, PIN, access group, period, fingerprint
template, face template, and private authentication mode.

Before issuing, configure the smart card format (Smart Card Setting) and apply it to the device used for enroliment.

1. Inthe Enrolment Credentials window, click AoC Enroliment.

2. When the Enroll Card window appears, select Smart Card from the Card Type options.

% Access on Card Enroliment x
~ Enroll Card

General Information

3. Select the device for card enroliment from the Device field.

4. Once selected, the card layout format set on the device is displayed in the Card Layout Format field.
5. Select Access On Card from the Smart Card Type options.

6. Select a fingerprint or face template if available. If no template is available, skip this step.

+ Fingerprint Template on Card: Check Use, then check Select for each finger to write. Check Duress for a duress
fingerprint.
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£ Access on Card Envoliment =

~ Enroll Card

{General Information

Smant Card

 Fingerprint Template on Card

+ Face Template on Card: Check Use, then check Select for the face template to write.

% Access on Card Enroliment >

«~  Enroll Card

General Information
Smart Card 542085685

Access On Card

Face Template on Card

Face Template

F Private Authentication Mode (Not mandatory)

7. (Optional) Private Authentication Mode: Click + Add to add authentication rules written to the smart card.

2 Access on Card Enroliment X

+~  Enroll Card

< Face Template on Card

;

 Private Authentication Mode (Not mandatory)

e Smart Card

Auth Mode Enabled

8. Click the Write Smart Card button.
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@ Info

+ The cardholder must have an access rule and biometric data (fingerprint or face) enrolled before an Access
On Card can be issued.

+ Access On Card cannot set the card ID manually.

+ The Fingerprint Template on Card and Face Template on Card sections follow the card layout (Template
Count, Use Face Template).
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Appendices

Disclaimers

+ Information in this web site is provided in connection with Suprema products.

* The right to use is acknowledged only for Suprema products included in the terms and conditions of use or sale for
such products guaranteed by Suprema. No license, express or implied, by estoppel or otherwise, to any intellectual
property is granted by this web site.

« Except as expressly stated in an agreement between you and Suprema, Suprema assumes no liability whatsoever, and
Suprema disclaims all warranties, express or implied including, without limitation, relating to fitness for a particular
purpose, merchantability, or noninfringement.

+ All warranties are VOID if Suprema products have been: 1) improperly installed or where the serial numbers, warranty
date or quality assurance decals on the hardware are altered or removed; 2) used in a manner other than as authorized
by Suprema; 3) modified, altered or repaired by a party other than Suprema or a party authorized by Suprema; or 4)
operated or maintained in unsuitable environmental conditions.

« Suprema products are not intended for use in medical, lifesaving, life-sustaining applications, or other applications in
which the failure of the Suprema product could create a situation where personal injury or death may occur. Should you
purchase or use Suprema products for any such unintended or unauthorized application, you shall indemnify and hold
Suprema and its officers, employees, subsidiaries, affiliates, and distributors harmless against all claims, costs,
damages, and expenses, and reasonable attorney fees arising out of, directly or indirectly, any claim of personal injury
or death associated with such unintended or unauthorized use, even if such claim alleges that Suprema was negligent
regarding the design or manufacture of the part.

+ Suprema reserves the right to make changes to specifications and product descriptions at any time without notice to
improve reliability, function, or design.

+ Personal information, in the form of authentication messages and other relative information, may be stored within
Suprema products during usage. Suprema does not take responsibility for any information, including personal
information, stored within Suprema’s products that are not within Suprema’s direct control or as stated by the relevant
terms and conditions. When any stored information, including personal information, is used, it is the responsibility of
the product users to comply with national legislation (such as GDPR) and to ensure proper handling and processing.

* You must not rely on the absence or characteristics of any features or instructions marked "reserved" or "undefined."
Suprema reserves these for future definition and shall have no responsibility whatsoever for conflicts or
incompatibilities arising from future changes to them.

+ Except as expressly set forth herein, to the maximum extent permitted by law, the Suprema products are sold "as is".

+ Contact your local Suprema sales office or your distributor to obtain the latest specifications and before placing your
product order.

Copyright Notice

The copyright for this website is owned by Suprema. Rights to other product names, trademarks, and registered trademarks
belong to the respective individuals or organizations that own them.
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Open Source License

gin-gonic/gin
The MIT License (MIT)
Copyright (c) 2014 Manuel Martinez-Almeida

Permission is hereby granted, free of charge, to any person obtaining a copy of this software and associated documentation
files (the "Software"), to deal in the Software without restriction, including without limitation the rights to use, copy, modify,
merge, publish, distribute, sublicense, and/or sell copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all copies or substantial portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED, INCLUDING BUT NOT
LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN
NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY,
WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

Gorm
The MIT License (MIT)

Copyright (c) 2013-NOW Jinzhu <wosmvp@gmail.com>

Permission is hereby granted, free of charge, to any person obtaining a copy of this software and associated documentation
files (the "Software"), to deal in the Software without restriction, including without limitation the rights to use, copy, modify,
merge, publish, distribute, sublicense, and/or sell copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all copies or substantial portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED, INCLUDING BUT NOT
LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN
NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY,
WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

Go-ps

The MIT License (MIT)

Copyright (c) 2014 Mitchell Hashimoto

Permission is hereby granted, free of charge, to any person obtaining a copy of this software and associated documentation
files (the "Software"), to deal in the Software without restriction, including without limitation the rights to use, copy, modify,

merge, publish, distribute, sublicense, and/or sell copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:
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The above copyright notice and this permission notice shall be included in all copies or substantial portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED, INCLUDING BUT NOT
LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN
NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY,
WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

google/uuid
Copyright (c) 2009,2014 Google Inc. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the following
conditions are met:

+ Redistributions of source code must retain the above copyright notice, this list of conditions and the following
disclaimer.

+ Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following
disclaimer in the documentation and/or other materials provided with the distribution.

+ Neither the name of Google Inc. nor the names of its contributors may be used to endorse or promote products
derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS IS" AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT OWNER OR CONTRIBUTORS BE LIABLE FOR
ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED
TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)
HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING
NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE
POSSIBILITY OF SUCH DAMAGE.

gorilla/websocket
Copyright (c) 2013 The Gorilla WebSocket Authors. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the following
conditions are met:

Redistributions of source code must retain the above copyright notice, this list of conditions and the following disclaimer.

Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following
disclaimer in the documentation and/or other materials provided with the distribution.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS IS" AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDER OR CONTRIBUTORS BE LIABLE FOR
ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED
TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)
HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING
NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE
POSSIBILITY OF SUCH DAMAGE.
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CommandLineParser
The MIT License (MIT)
Copyright (c) 2005 - 2015 Giacomo Stelluti Scala & Contributors

Permission is hereby granted, free of charge, to any person obtaining a copy of this software and associated documentation
files (the "Software"), to deal in the Software without restriction, including without limitation the rights to use, copy, modify,
merge, publish, distribute, sublicense, and/or sell copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all copies or substantial portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED, INCLUDING BUT NOT
LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN
NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY,
WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

MahApps Metro
MIT License
Copyright (c) .NET Foundation and Contributors. All rights reserved.

Permission is hereby granted, free of charge, to any person obtaining a copy of this software and associated documentation
files (the "Software"), to deal in the Software without restriction, including without limitation the rights to use, copy, modify,
merge, publish, distribute, sublicense, and/or sell copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all copies or substantial portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED, INCLUDING BUT NOT
LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN
NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY,
WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

MahApps Metro IconPacks

The MIT License (MIT)

Copyright (c) 2016-2019 MahApps, Jan Karger

Permission is hereby granted, free of charge, to any person obtaining a copy of this software and associated documentation
files (the "Software"), to deal in the Software without restriction, including without limitation the rights to use, copy, modify,

merge, publish, distribute, sublicense, and/or sell copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all copies or substantial portions of the Software.

57



Appendices

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED, INCLUDING BUT NOT
LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN
NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY,
WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

Newtonsoft.Json
The MIT License (MIT)
Copyright (c) 2007 James Newton-King

Permission is hereby granted, free of charge, to any person obtaining a copy of this software and associated documentation
files (the "Software"), to deal in the Software without restriction, including without limitation the rights to use, copy, modify,
merge, publish, distribute, sublicense, and/or sell copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all copies or substantial portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED, INCLUDING BUT NOT
LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN
NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY,
WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

Apache/log4net
Apache License
Version 2.0, January 2004

http://www.apache.org/licenses/

TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION
1. Definitions.

"License" shall mean the terms and conditions for use, reproduction, and distribution as defined by Sections 1 through 9 of
this document.

"Licensor" shall mean the copyright owner or entity authorized by the copyright owner that is granting the License.

"Legal Entity" shall mean the union of the acting entity and all other entities that control, are controlled by, or are under
common control with that entity. For the purposes of this definition, "control" means (i) the power, direct or indirect, to
cause the direction or management of such entity, whether by contract or otherwise, or (ii) ownership of fifty percent (50%)
or more of the outstanding shares, or (iii) beneficial ownership of such entity.

"You" (or "Your") shall mean an individual or Legal Entity exercising permissions granted by this License.

"Source" form shall mean the preferred form for making modifications, including but not limited to software source code,
documentation source, and configuration files.

"Object" form shall mean any form resulting from mechanical transformation or translation of a Source form, including but
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not limited to compiled object code, generated documentation, and conversions to other media types.

"Work" shall mean the work of authorship, whether in Source or Object form, made available under the License, as
indicated by a copyright notice that is included in or attached to the work (an example is provided in the Appendix below).

"Derivative Works" shall mean any work, whether in Source or Object form, that is based on (or derived from) the Work and
for which the editorial revisions, annotations, elaborations, or other modifications represent, as a whole, an original work of
authorship. For the purposes of this License, Derivative Works shall not include works that remain separable from, or
merely link (or bind by name) to the interfaces of, the Work and Derivative Works thereof.

"Contribution" shall mean any work of authorship, including the original version of the Work and any modifications or
additions to that Work or Derivative Works thereof, that is intentionally submitted to Licensor for inclusion in the Work by
the copyright owner or by an individual or Legal Entity authorized to submit on behalf of the copyright owner. For the
purposes of this definition, "submitted" means any form of electronic, verbal, or written communication sent to the
Licensor or its representatives, including but not limited to communication on electronic mailing lists, source code control
systems, and issue tracking systems that are managed by, or on behalf of, the Licensor for the purpose of discussing and
improving the Work, but excluding communication that is conspicuously marked or otherwise designated in writing by the
copyright owner as "Not a Contribution."

"Contributor"” shall mean Licensor and any individual or Legal Entity on behalf of whom a Contribution has been received by
Licensor and subsequently incorporated within the Work.

2. Grant of Copyright License. Subject to the terms and conditions of this License, each Contributor hereby grants to You a
perpetual, worldwide, non-exclusive, no-charge, royalty-free, irrevocable copyright license to reproduce, prepare
Derivative Works of, publicly display, publicly perform, sublicense, and distribute the Work and such Derivative Works in
Source or Object form.

3. Grant of Patent License. Subject to the terms and conditions of this License, each Contributor hereby grants to You a
perpetual, worldwide, non-exclusive, no-charge, royalty-free, irrevocable (except as stated in this section) patent license
to make, have made, use, offer to sell, sell, import, and otherwise transfer the Work, where such license applies only to
those patent claims licensable by such Contributor that are necessarily infringed by their Contribution(s) alone or by
combination of their Contribution(s) with the Work to which such Contribution(s) was submitted. If You institute patent
litigation against any entity (including a cross-claim or counterclaim in a lawsuit) alleging that the Work or a
Contribution incorporated within the Work constitutes direct or contributory patent infringement, then any patent
licenses granted to You under this License for that Work shall terminate as of the date such litigation is filed.

4. Redistribution. You may reproduce and distribute copies of the Work or Derivative Works thereof in any medium, with
or without modifications, and in Source or Object form, provided that You meet the following conditions:

(a) You must give any other recipients of the Work or Derivative Works a copy of this License; and
(b) You must cause any modified files to carry prominent notices stating that You changed the files; and

(c) You must retain, in the Source form of any Derivative Works that You distribute, all copyright, patent, trademark, and
attribution notices from the Source form of the Work, excluding those notices that do not pertain to any part of the
Derivative Works; and

(d) If the Work includes a "NOTICE" text file as part of its distribution, then any Derivative Works that You distribute
must include a readable copy of the attribution notices contained within such NOTICE file, excluding those notices that
do not pertain to any part of the Derivative Works, in at least one of the following places: within a NOTICE text file
distributed as part of the Derivative Works; within the Source form or documentation, if provided along with the
Derivative Works; or, within a display generated by the Derivative Works, if and wherever such third-party notices
normally appear. The contents of the NOTICE file are for informational purposes only and do not modify the License.
You may add Your own attribution notices within Derivative Works that You distribute, alongside or as an addendum to
the NOTICE text from the Work, provided that such additional attribution notices cannot be construed as modifying the
License.

You may add Your own copyright statement to Your modifications and may provide additional or different license terms

and conditions for use, reproduction, or distribution of Your modifications, or for any such Derivative Works as a whole,
provided Your use, reproduction, and distribution of the Work otherwise complies with the conditions stated in this
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License.

5. Submission of Contributions. Unless You explicitly state otherwise, any Contribution intentionally submitted for
inclusion in the Work by You to the Licensor shall be under the terms and conditions of this License, without any
additional terms or conditions. Notwithstanding the above, nothing herein shall supersede or modify the terms of any
separate license agreement you may have executed with Licensor regarding such Contributions.

6. Trademarks. This License does not grant permission to use the trade names, trademarks, service marks, or product
names of the Licensor, except as required for reasonable and customary use in describing the origin of the Work and
reproducing the content of the NOTICE file.

7. Disclaimer of Warranty. Unless required by applicable law or agreed to in writing, Licensor provides the Work (and each
Contributor provides its Contributions) on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND,
either express or implied, including, without limitation, any warranties or conditions of TITLE, NON-INFRINGEMENT,
MERCHANTABILITY, or FITNESS FOR A PARTICULAR PURPOSE. You are solely responsible for determining the
appropriateness of using or redistributing the Work and assume any risks associated with Your exercise of permissions
under this License.

8. Limitation of Liability. In no event and under no legal theory, whether in tort (including negligence), contract, or
otherwise, unless required by applicable law (such as deliberate and grossly negligent acts) or agreed to in writing,
shall any Contributor be liable to You for damages, including any direct, indirect, special, incidental, or consequential
damages of any character arising as a result of this License or out of the use or inability to use the Work (including but
not limited to damages for loss of goodwill, work stoppage, computer failure or malfunction, or any and all other
commercial damages or losses), even if such Contributor has been advised of the possibility of such damages.

9. Accepting Warranty or Additional Liability. While redistributing the Work or Derivative Works thereof, You may choose
to offer, and charge a fee for, acceptance of support, warranty, indemnity, or other liability obligations and/or rights
consistent with this License. However, in accepting such obligations, You may act only on Your own behalf and on Your
sole responsibility, not on behalf of any other Contributor, and only if You agree to indemnify, defend, and hold each
Contributor harmless for any liability incurred by, or claims asserted against, such Contributor by reason of your
accepting any such warranty or additional liability.

END OF TERMS AND CONDITIONS

APPENDIX: How to apply the Apache License to your work.

To apply the Apache License to your work, attach the following boilerplate notice, with the fields enclosed by brackets "[]"
replaced with your own identifying information. (Don't include the brackets!) The text should be enclosed in the appropriate

comment syntax for the file format. We also recommend that a file or class name and description of purpose be included on
the same "printed page" as the copyright notice for easier identification within third-party archives.

Copyright [yyyyl [name of copyright owner]

Licensed under the Apache License, Version 2.0 (the "License"); you may not use this file except in compliance with the
License. You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software distributed under the License is distributed on an "AS IS"
BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied. See the License for the specific
language governing permissions and limitations under the License.

CovenantSQL/go-sqlite3-encrypt

The MIT License (MIT)
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Copyright (c) 2014 Yasuhiro Matsumoto

Permission is hereby granted, free of charge, to any person obtaining a copy of this software and associated documentation
files (the "Software"), to deal in the Software without restriction, including without limitation the rights to use, copy, modify,
merge, publish, distribute, sublicense, and/or sell copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all copies or substantial portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED, INCLUDING BUT NOT
LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN
NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY,
WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

mattn/go-sqlite3
The MIT License (MIT)
Copyright (c) 2014 Yasuhiro Matsumoto

Permission is hereby granted, free of charge, to any person obtaining a copy of this software and associated documentation
files (the "Software"), to deal in the Software without restriction, including without limitation the rights to use, copy, modify,
merge, publish, distribute, sublicense, and/or sell copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all copies or substantial portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED, INCLUDING BUT NOT
LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN
NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY,
WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

tdewolff/Minify
Copyright (c) 2015 Taco de Wolff

Permission is hereby granted, free of charge, to any person obtaining a copy of this software and associated documentation
files (the "Software"), to deal in the Software without restriction, including without limitation the rights to use, copy, modify,
merge, publish, distribute, sublicense, and/or sell copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all copies or substantial portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED, INCLUDING BUT NOT
LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN
NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY,
WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.
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go-ole/go-ole
The MIT License (MIT)

Copyright © 2013-2017 Yasuhiro Matsumoto, <mattn.jp@gmail.com>

Permission is hereby granted, free of charge, to any person obtaining a copy of this software and associated documentation
files (the “Software”), to deal in the Software without restriction, including without limitation the rights to use, copy, modify,
merge, publish, distribute, sublicense, and/or sell copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all copies or substantial portions of the Software.

THE SOFTWARE IS PROVIDED “AS 1IS”, WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED, INCLUDING BUT NOT
LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN
NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY,
WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

ControlzEx/ControlzEx
The MIT License (MIT)
Copyright (c) 2015-2019 Jan Karger, Bastian Schmidt

Permission is hereby granted, free of charge, to any person obtaining a copy of this software and associated documentation
files (the "Software"), to deal in the Software without restriction, including without limitation the rights to use, copy, modify,
merge, publish, distribute, sublicense, and/or sell copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all copies or substantial portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED, INCLUDING BUT NOT
LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN
NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY,
WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.
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