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Modules

Mo modules have been added. Click the "Add" button below to search for modules.
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4, TNARLEZ2—ILOEDET I 3 Y THASRIEICERT 3TN R EDa—ILEERLE T,

uuuuuuuuu

Add Elevator X

uuuuu

Floors Configuration

= -

o TNAR I HASREICERYET NI RZ#ERLET,

149

Y1 NEEE



Y1 NEEE

AE
TINAZAD—BIZRTINBVESIE. TOTNA AR TICEIDYHTSNTULEIHESRLTLIESTWL,. T
NARERTFEILR—=EZ—|CEARFICEDODHTESNEE Ao

s BV ILAR-F—REY) L —ZHHTB0M-120E2 21— L2 FRL X T,

e DL=BALT7Ib FEERETRICERZ VOB REZHIITIREZRELE I, CORBZET L. UL —
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Add Elevator ¢
Modules OM-120 15C West EL.., x -
Relay Time Out 3 Secs)

Floors Configuration

Number of Floors 12 Apply

Toggle on to make the floor unsecured

Floor Name Relay Number Schedule Delete
Ground None @ (@ ) @
Lobby None - B ]
Floor 4 Neone - »
Floor 5 None - @ ]
Floor 6 None - » @
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BIRBEADILAR—Z—DHFMEZEETIH. RELZHFEETICIE. KROFIBICR>TLLEIL,
1. EBEEDOYA RN—TILAR—E—BE >ERILA—2—%20)vILFT,

2. —EBHSRETEITILA—E—%0UyvILET, FLEILA—Z—DF Ty oRyIR%EI Uy oL, —BELBOL K
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Floor Levels

3. 7A7LANILZEN NARILARRENLS, &EI EFHBAF TS aY)ZANLED

| @:ef2051r7—1. B2y

Add Floor Level X
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Aways
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7. BELANILZEBMTBICIE. #EFEZT )Y ILET,
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Holiday Groups
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Edit Holiday Group X
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TeERIE. BFEREERE T BICIE. BEADS2ERF T, FRIBFH S FHEOEFE TERL F T,

BICEDFEEFRISN D X

T2 ERETBICIX. TEAEHER. X/cidBATFRFH S BHFAFFE TERLFE T
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w00 - oo
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o 1DDRTTa—)LICiF. 1D2DHBATI—TLHIEBETET £t A
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4, BEAYE—JDU 4 Y RUBRRENS. BLWZEIVYILES,

O

ATTa—IZHIRTBE. INTOEELI L a V5T Pa—IHEIRENET, FIXIE. F7PILAN—%2—
ISEATNTVWBRRT2a—IILAEIRENBE & HERTRILAR—Z—ICEBIEFPRTTa— LA BRINEE A

HALNILOEEETTS
HALANLZERAL T —OAREEREZMACHEL T LTV HALANLIE, #NWDOLITABRETEZNEERT
ZEERERTY, HALNLBUTOBRTHERINET,

157



Y1 NEEE

- HAQ/HWAOQII—T: AREZFFE S 350
o A7 Ta—)b: AREZFTA Y B85
s RBIIWN—T: AREZFIRK/cI3HAET 3 HTE &L UHMH

I—H—EBMT BHICALALERET B, 1—F— BRI O 2 EBRILTEET,

HALARILDEN
HALARLEFERALT, HAO. 27 ¥a—)l. BLCKRBICESVTI—F—OERERETT £,
L. BEEEDYA RN—TTI/EREE > TIEALRLEZI v I LTI REE W,

2]
2. BEREALD PFOEALANILDEM RZ>Z0 )y I LET,
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Add Access Level X
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Add Floor Level X
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4, BEZREIBICIF. REFEZIVYILET,
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V-8R

YV —>(Zone)ldk. BAOCEBZRBIBMICEEOBEATY, 7> F/NR/\w U (Anti-passback. APB)DER. TEBRTOHESS.
ABEHICIR . SBRBMEINZ S EIEHBEEICHERATEET,

V=2 T UFINRINY U (APB) DIEf#
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Details

Zone Status ] C

Enable or disable this zone without removing its configuration.

Zone Name *

Off-site timer
Perimeter onty ()

Automatically mark users as off-site after they are inactive for this duration and
have not used an exit reader.

12 Minutes Hours Days

Mobile
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< Add a zone

Details APB Exceptions

Details

Zone status

Enable or disable this zone
: - Enabled ()
without removing its

configuration.

Zone Name *

32 characters max

Doors

Select Select

Device assignment board

Zone Entry Device 0

Zone Exit Device 0

Cancel

o V=YRAT=AR I —YETSICEMET EMBRLEY. REZRIFLAEE, BTEMLILIZENLTEET,

o V=28 I NRXFURTANLTLES V. ERORYHHZY 1 LTI BADNTCOD 2L DOERZHEL X
ED
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o FIHAPRAT—RELIERRE. 7970 ET14H R BETFNAABFERALEVWI—F—IE F 751 F REICE
FHICTIDEDLD £9, BRICEETNAAEZIBELTLAWSEIE. BFREL TS,

O

FIHA b RAI—=AT2aVid BRORERKICLEITRRSNZIERLF T3> TY,

O R7EFNALRADEIDYT
V=UICEBIDYTBRTFETNARAEERLET,

Web

Deors

Door 101

Device assignment board

. 1 Zone Exit Device 1

Deoor 101 Entry Device . . Door 101 Exit Device

Mobile
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< Add a zone

APB

Details Exceptions

Doors

Door 101

Device assignment board

Zone Entry Device

Door 101 Entry...
Door 101

® Online

Zone Exit Device

Door 101 Exit...
Door 101

® Online

APB

APB Mode

None

Cancel

Select

L X

R7 1 V—VICEHBFT7ZERLET, 1DULEDORFT7ZRIRTETET,

N1R%E TNARABDYHTHR=F ICRRLET,

R7ZEIRTBE. SATLIFEDRTDT

s TNARBDETHR—F I ETNARE YV —VAZTNAR FLRB YV —VBRETNARIEELEY, BEITNTZR
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IDTERILTRRLEY. B8 (2) 1 RE2ZI Uy I LT REZAZREILITREREICBHLE T,

O

o DRTLIF T7—LT T T7HNV21BUEDOREDHZETNA ZAEIDETHR-FICRTLET, V—2ICEIDY
TBTNARADT7—LAVITHEH THZ 2R THRL TSI,

o ZEFTEOFMIZ. TNARENRIILNDTIN—TZ2EETZE BRI,
o F7OEERICEY 2FHMIE. BRASFTOEEZ CBRILET L,

© APBE— RODH/RTE

APBEI 3V TTP7UYFNANYZIL—ILZRBEL TSIV, POFNAIRNYIZIL—ILOBERIZERDTH. V—VAD
BEZERICEREIZUENRITNEHEL E—RFZBIRL. EEEOHERICOIHY —V=FRLET,

Hard

Hard (AZZ70v7)

Web Mobile

AP8 ¢ Add azone

APB Mode Details  APB  Exceptions
Hard (Block Entry) Soft (Log a jow Entry) PR

Entry in case of newwork fallure

Access Granted

Confirm door entrylexit with door sensor

Timers

Auto reset violation

Hours

Days Auto reset violation
Clear thve AP vioka .
Cancel
Hours

Enforced Re-entry Delay

Soft

Soft (AJ % ELAEZFFH)

Web Mobile

APB < Add azone

APB Mode Details  APB  Exceptions
Soft (Log and Allow Entry) APB

Entry in case of network failure

Confirm deor entry/exit with door sensor

Timers.

Auto reset violation

Hours.

Cancel
Hours. Days

+ APBE—F : HELTDAPBE—REZBEIRLF T,

Enforced Re-entry Delay
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- Hard (AZ270v7) 2—H—HDAPBIL—ILICERT B . ABREZEML. 1RY bOJICEBRE LTER
LET,
- Soft (AJZEBHLAZZFHA)  AREEFFALEITN ARV OJICAPBER E LTEEL T,

- BL:IYV—YICAPBZERA L EFHEA. APBE—FZRELTVLWRWVWY —VIE EEABZHETSHAETISHEE
RAEINFET,

s XY FI—OEFEEROAZE : *v b T—JBEETBioStar AirtF —/N\N—CBETIRWERIC. 77X 25 3MER
THEHEEIRLE T, Soft E— RTIRAREZEMHLAWD. VI/ELARFEICHFAIINE T, v hT—JEREHE
B3 FT. EREERILIFERTIBRVISENHD T,

o R7EIY—TAZE - BEZHER: COAT>arzBMCTRE. R7E Y- HAORT7ORKZHE L RICO
H. A—H—Z TPk TREFTHA FREBELTRRLET,

. BAT—
- EROBE#EVEY L IRELLCHBEIMNEEYT 5. APBERZBIMERL I I,

- BAEOEIE: 1—H4-—-HDRALYV—VICBAZETE 3 T TOFEKRBTY,

O FINDEE
Bk £ 32T APBIL—ILEBRLAVI—F—FL—TEBRLT LS,

Web

Exceptions
APB exception groups

APB rules do mot apply to user groups listed here, but members still appear in the People Inside count. Max 16 groups.

Mobile
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< Add a zone

Details APB Exceptions

Minutes Days

Enforced Re-entry Delay
Waiting period before users  Disabled ()

can re-enter zone,

2 G GG
Minutes Days
Exceptions
APB exception groups
Select Select

APB rules do not apply to user groups listed here,
but members still appear in the People Inside
count. Max 16 groups.

Cancel

o FINTIN—TICBY 21— —ICIZAPBIL—ILDBRAINEEAD. EREARKICIIFISHEIIENET,

V=Y ZUIRRIMEAOI - —TIL—TZ2HNIEETEE T,

173

Y1 NEEE



Y1 NEEE

« APBE—F A 4L 0BG, fISN 7> a VIFEDICBD FT,

O

A—H—JI—TEBOFMCOVWTIE, I—H—JI—TZ2EEITZZBRLTILEE L,

O YV—RE

V—UREZREFEITBIC. BREZIVYILTIREELW,

@ v-vEmsorEEE
o R773ER X MICIE. T TICHIDAPBY —VICEIDHTENTWVWB R 7, EEBELAGBWRT7, T7 74T NNy F
(Airfob Patch) ERR7EZXRTL FH Ao

e BEEBXIEELAVWY—ViE. EROEHVEY FEBRTRWES) £LEF 7941 F21v—(BRD5
B)ERTEMCLAEVWCRETET EFE A
e FILABIDY —VIIERTE A,

o V—VERETAPBE—F ZHBLICEETD . TDYV -V DML EAPBE—F, 21—, APBfIAN S IL—
N IRTHEL TN ZF T, BEEFRIFLATZAPBOEAR T2 —BELETBICIE. V—0EMLEIE
APBD—BFEM b ZFEA L T2 &L,

V=2 0B/ EME

V=B ERFEMETEE Y, REBIHIRINT, TOEFRFEINET, V-rZzEWLId . €OV -2 DER
ANBDOICHERLENE T, fcfel. T TICHEL/APBERISFERD . APBERZFEFET S X2 —THRTET XY,

Web

1. —BTEWLERRBENLT BV —2DF v IRy IREI )y I LET, —DUEDY -V ZBRTETET,
2. —ELEROBEME FrEEMERZ D ZT )Y ILET,
3. ERAYE-IDNKRRINLS B EEMEREZDZIV I LET,

BY =Y OEMCRERL. —BD V-2 ZAT—2ZXFTHETETET,

@ Temporarily Disable APB (5 Refresh

Zone Name: :  peopleInside S aPBMode T APB Exemptions ¥ | Zonestwws ¥ | Device Stats

Mobile
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T = are L —E TR B — Y ERMLLET.

- 2. BMCEEBEMLT BV -V EBRLET, —DOUEDY—>
= ZERTETET,

3. EETEO B Tl EMEL RV Z2Ry TLES,

4. FBEXvtE—IDKRRENTS BIML T3 EMELREZ 2D
Dy o L&ES,

V- EiRE
REFEHY —> OFMEER. APB. FINREREERETIET,

Web

1. —ETR&ETSYV—>2IUvILED

2. V=VEWE T4V RUDNKRTEINE T,

Edit azone

3. FEM/APB/BIN €U a3 THERIERZRELE T,

4, BEBZFREIBICIE. REFEZIVVILET,

Mobile
< Edit a zone 1. —%’C‘ﬁ%?é‘j—\/%a ‘y 7[./ i-a_o

oeuts 2. V—UEFEEEERLIRRINE T,

his zone
! enabled @)

3. FHM/APB/BIN £ a3 THRERERZRELE T,

4, BEZREIBICIEEFEZZYTILED

uuuuu
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ON -

FH/APB/BIN £ U2 3V DOREDFMIZ. V-2 DEME CBRILET L,

APB%—B§{Z1E

1 FREADAPBEEE —BHELL T 318S (fl BRTE. ABEABBATEINIEEE) &, —E HBOAPBE —BHELE(
W) K2 Eo)w o LTSV, BRESUCIRTOY -V OAPBEEEEIELEY, BETS L. 8Y—ld—BENLa
OEM/EMREICETSNE T, —BENLhEY —>—EhO0vsSh, ZETEEH Ao

YV —IcBE LIAPBE— R BT 3I0id. APBEBEHE(®) RE>%E 21U v o LTI EE W,

Web

@® Resume APB  Refresh

ment of APB rules is temporarily disabled for all zones.

Peopie Inside APE Mode APB Exemptions Zone Statws Device Status

Mobile
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< Zones Q

Enforcement of APB rules is temporarily
disabled for all zones.

Zones 2 — Filter

Pinned Perimeter Temporarily Disabled

People 3

APB None Device ® Normal
APB Zone Temporarily Disabled
People -

APB Soft Device ® Normal
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@ mMERoll Cal)DRFEFIL. TUFNANY I —2HBETEEEFA. mFEMRT LS. BERITLTLIET L,
SEQFHHICOWTIE. O—JLO—)L%& S8BT,

V—2%HIRY %

Web

1. —ETHIRTZY—2DFIv IRy IREI )Y I LET, —DULEDY —2ZFRTEXT,

2. —EBLEOBIBE REZ>EI) v I LTLIEE W,

 Enable () Delere | @ Temporarity Disable APB  C Refresh

Zone Name :  Peoplelnside : APBMode ¥ AP Bxempiions ¥ ZoneStaws ¥ DeviceStaws

zzzzz

3. BRAYE-—INKRRINS. IR RE2>ZI0UvILET

Mobile
1 —ECHIRT S EERLLET.
2. BB BV EBRLT IS, —obEDY —VERIRTS £ 7,
e 3. EETHO R RSV ERy TLET,
R 4 BEXvE—URERINES. MR AZVESU v LET,
; .

O

o RERIBHIFTEEEA

o« BRLIEYV—2OHEREIN. V—VICEIDHTONLRTETNA RFBIREINEE A HIFRRIEIZENDEE &
Ao

o V=UICBIDETITNAZRDA TS0 B, 137 7—L0 77 v 7L —RHADIFE. V—2%H)
BRCEFEEA. TNAADBERINDE TR V—UDSZETNA RZRICHRL THSBHAITLTE

I\,
APBER%Z RIS

=B > ER XZa—TlE VY—=VICHELLETYFINZRN WY (APB) JIL—IILICER LTcA—H—%#REEL. REICSL
TERREEHIRTEEXYT, V—VEAPBE—REFLERELTUVAWGSIE. ZICV—VERB Z8RLTETL,

ERDNEET BHE

IA—H =PV —=VICRELIAPBE—RICRTBIEF TAREZHAD L. Y XTLIZAPBERZHL £
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+ HardE—RICRELLY -2 Tld. APBERDEETZLABEZ IOV L. APBERY LTRELET,
+ SoftE— FICRE LY —>Tld. APBERNEEL THAREFFALFTH. APBER L LTREL £,
« APBRISNI L —TICBY B2 —H—ICIFAPBIL—LASER TRV, Y XTLIRER—BEICKRTL A,
BR—BEZHRTS

Web

BEHEHEDY A FN-—TV—VER>ER%ZV) YD,

BioStar Air Hello, Supremal ISP
(=]
Management < Violations [e} 1. :E/\",r)Lﬁ#-lﬁ;E-t‘\BioStarAerjIJ %EEJ L,—C |:|7“/|’ y L ij—o
& o e —
‘‘‘‘‘‘‘‘‘‘‘ = C 2. BEOTHICH? EEE2YTLET,
@ @

N 3. BRA—REZyFLTI S,

—BT. RET7I T+ T BAPBERDI—H—ZHRTEEXY, 7IT+1 TRAPBERDBVISEE. Y XTLIE—BEORDLDICZE
DREEEHZRTL X,

« A—H— I APBERZELETELI—HY—TT,

+ APBiER : APBERNDHEELE—F (Hard/Soft) TY,
o =Y I APBERIEELY—2TT,

« F7 IAPBERMPELELLRT T,

« T7U2ar  ERDAPBERERIFTET X,

ON:: |

FRIRAAHDAPBER L BEDAPBERBEIE. E=HUYT > ARV O T ESHIMERTETET
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ER—EDOEEKEE

—BEDOLEETEICH D EEREET. ROERZRTTEXT

Violations

- ERZERE —BETERLLI-Y—DAPBERZRIFTE XY, FLIZERDER Z BRIV,

« V7bLy2a: —HZIICEHNL. RIFREICLETT, —ETHMOEHEHRTHBEFRBR(EN/S51/153) 28 RT3
. RELICABT-EZEHEHRLET,

C A-H—RERE I-Y-RTRRTEET,
BER—EOT LRIV

Web

—B AV A —DAPBER. V=2, F75ICHZ T REVEIUvITRE. RURHT—EERDIAHET,

APB Violation ¥ Zone + ¥ Door ¥

Hard

Zone APB APB Zone Entrance
Soft Soft o ., - ”

O

TN —ZBFRITBICIEVEY FREVZT )y I LET,

Mobile
— 1. ER—EDELICHS 711 E— %2y TLET,
e 2. APBER. Y—. F7TRHEZERLET,

3. BIRLAKHT-EZI7A4NRIVITBICIEREFERZ > ZZ Y TLET,

ooooo

ssssss

O

TN —ZBRTBICIEVEY R 22y TLET,

B R DEERR

APBERZMIRT B L. P ATLIFI—H—DT7 I T+ TIRAPBERKREZ WAL L. 1—H—IFBUVY—VICEBICHADLE
ED
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O

- ERZERER EI-—Y—DT7U T« TBRAPBERKEDAH AL L £T. X T LG, APBERDELEL D
Ry hZHIBFRET. AR FOTICEDOFEZELF T

o V=ZEMELTH. SATLIBBICHEELIAPBER ZH#IEL. ER—EHNSHRTETET,

o YRTLIFAPBHIATIL—TICB T B A —Z CO—BICRTLEEAD. V—VOEBABICIIFISHIED
E3ER

E5) 1 — — DEREIR

Web

1. —ETAPBERZHMFRIZI—F—DT7I2a iTEREZREIR KRV )y I LET,

©

Clear APB violation?

This resets the user’s active APB violation
state. The original event will remain in

2. BERXyvtE—IhRRINLS, ERZEREARZEIVvILET,
Mobile

1. —ETAPBERZMRYI 21— —0D v K>y TLET,

2. BREXYE—IDNRREINLS. ERZHERRZ 22y TLET,

B —DERRER

Web

1. —ETAPBERZHRIZI—F—DFIv IRV IRZI )y ILET, —AMEOI—F—ZFRTETET,
2. —EIMOEREREFRE RZ2>Z2I) v I LTIEE W,
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Violations

 Clearviolations | (C Refresh

1 user selected X

3. MBAVE—UNRRINES BRERR AL VES v LET.

Mobile
o 1. —HTAPBEREMIAT 51— F— & BMLLET,
‘‘‘‘‘‘ - - 2. BRTHI—F—EERLET. —ANLOI—F—EBRTIET.
o 3. BETHO BRERR KEVER Y TLET
4 WXy E—UNERENES, BRERR REVERYTLET.
EZR2UVY

BioStarAirdE=4 ) VJ#BEICE D, SR TLDETEREEZ® U T7ILXALTEIHL. BELET, IRV IMBIUVEEOS %
EHELTORTLESZDL. RT7OREZ ) TFILZALTHERELTUE—FTHEIL. ERch@8HNELAR—EELTE
a2 ToERERENICEELED,

IR FOJDEWVE
ISORBABE S Y 7 A—LDERFED—DIE. WOTHEZTHHY A MNEFZEHTETZETI, CORFaXrb
TlE. BioStarAircARY FOJEERELUVUDINT I HEICDVWTEHRAL £95

Q Eevr

ARY FOJOBEA A R Z2RET BICIE. AT OBEZ CEL LT L,

AR O ORESR

Web

AN bOT R T BICIE. ARV PO ICBELEY, BEEDOY A FN-TEZZIIT >4 AT 20 ) v oL
E3EP
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BioStar Air supremaproduct gt Hello, Supremal
Event Logs
E = s CcR|Ss 202512090000 - 2025012082359
sventTine Bvent Doors Devie Nickname UserType UserName vserto
2028112008 133947 si030022 5308 2000, 538230822 Regu Suprem
2008112009 133944 ssaziom mss om0, 538230822 Regui s
2028112008 133841 S30230022 53081 2000 538230822 Regular supre
2028112108 133937 ssmasz2Es3OB2000.. | 538230822 Regut supr
= Monitoring 202811208 133937 SIR2062BSIORI00.. 536230622 Regular supre
Event Logs 2025/12/09 13:37:26 538230822 (BS3-DB) 2000. 538230822 Regula upren
20251209133721 sssza0 msOm 200, s38230822 Regut supre
auasi1208 133718 s30230022 5308 2000, 538230822 Reguls suprer
2oast1208 133715 ssazin2 mssom 200, s38230822 Regu sup
2028112708 133708 Access Denied (NoAccess 00, | S22 BSIOBI2000.. 536230822 Regular supre
AuoRefresh | Disabled~ 1000+ emts . 100 0

Y1 NEEE

ANRY FOY BEICIEAARNY FRERRE. ARV b R7R TNAM G A—F—8207 - -BREDFAZSCT—

TI—EHRTEINET,

Mobile

ENAIWNTTITARY FOTERERT B HEICOVWTEHBALEY,

o e

BioStar Air

Manage access
from anywhere

BioStar Air =]

Hello, Supremat

©

rema Product Mgt v

Monitoring

< Event Logs

. " . History Access Denied (No Access to
with BioStar Air. Tagged status Device)
0% o SI0R2(BS30.. 2 Suprema 1
Access Denied (No Access to
Device)
5 Access Denied (No Access to
Remember Email Device
su08208530. & Suprema
Login
oo
5 (No Access to Device)
s008530. & Suprema
B2 Sign in with Microsoft Offline Authentication Denied
(No Access to Device)
Creditstatus S50, & Suprema
Forgot assword? 15
Access Denied (No Access to
[.) B Device)

1. ENAILEHKRTBioStarAir7 7 #EBIL O 1> LE T,

2. YHAEEOTEICHS E=2V T 22y TLET

3. ARYbAOY A—FK

2Ry TLET,

4, ARV OJ—EZXIO-ILLTRHAZEETEET,

O

o TR — AR NATETIINR) VT TEEXT,

THREDF—T—RERRTEFEFY, RFA—FID. I—H—ID. X—ILT7RL R BROVWThHhZAALFE

DLAR— R EERTEE Y, LAR— MERICE Y 35MICDOVWTIE. LE—FREZSRLTILEL,

D LR— b ZECSVEIIPDFER TH Y Y O—RTEE Y,

[ @ &40

*
*
*

EANBROYRAF VI ZBRTEXT,

l
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Fry FREDESE

T=INDFNEAZXEZIAZX LT RRITIFFERTICT ZRBREERTTEY, IBFZEELT. J<ESFZ/GICKRET S
CrLTEET, IRV IOV —EBOEBICHZEE 20Uy ILTLES V. Fry FREDEE U1 ¥ RUARRINE
ED

o RRELIBFRTRICTBINDF T v IRy IR BERETIIMHERL X5

« JDIEFZEETBICIF. ZHITBNeT ) v I LIEEFENOMUEBICRSIYILET,
s Fry MEEDEE 2REIBICIE. BREZIVYILED

s Fyv MEEOEE ZREFETICOJ—BICERATSICIE. R Z27)vILED

s Ty MEREOEE OXEZWMDELTHPREICRTICIZ. VEY R 27Uy I LET,

O

s BEZIVYIITRZEREDRESN. OXZ1—ICBBLTHREEINET, @R ZIVYITEHLEER
REO—EICOABERAIN, MOXAZ1—ICBEHT 2 LURIOREICRD F£75

- BEOY TR Fryv FEREOEE HEEIIYR—-—FThTLEEA.

RFA—F&ESHZRTAZIHDAD?
ARV FOYTA—H—HRFH— R TR L1188, RFA—FK 5B L CRFA— RBSARRTT £ 7,
1. ARV FOT—BOLEHICHZ = 2T w o LTI,

2. FYYPREDEE U4 Y RUDBKRTEINS. RFA—FDOFIv IRy IZXZI Uy L. BROWUEICRS v I LE
ER

3. REFELIZERAREZ>ZEI)YILET,

4, AR bAOT—EBICRFA—FFIRRTEINET,
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BioStar Air Hello, Suprema!

Event Logs
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546103219 RF252580)

O

Y1 NEEE

ARY FAJICRRENBRFA—FESIEZ. - —ICEIDHTONIEA— FHIKRDOBEDSHRREINEY, 11—
—DEBDRFA—FZF->TWVWBIHE. - RESIEIRTEINIE A

AJD7«1La2) >y

AJ%740L2)>F LT, BHNOERERRECROIIZ N TEET, O —BOLBICHZ 27Uy I LTS,
T4l E2—= D1 RUDKRTEINIS. BREETELDEZERLEXT,

O ;!

EICRD Yo

LR—FRE

OJ7—8%274IL2) > LT BEDHBEICEELIARY FDOLR—FZERTETED

185

s Uy bk EERB74ME=00F7 20Uy LTEEZRDEL. IEAREICRLE T,
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1. OJ—BOLSmcHs Bz v s LET,

2. LR=FRE V1 Y RFUBRTEINS. LR—FRZEAALET,

3. LR—MIEDHBZEEZFRRLET,
4, LR—FDEMZI )y I LTRELELR-FEREFELED

5. LR=FUZFICEELLERAITLR- DEREThE T,

6. ERRENILE—rZLYYO—RTBICIE. LE—FROBICHZ W Z2IUvILET,

7. LR=FDAOO-F D14 Y RIONKRTRINIS, ARV FZRBRETIHMEZERL. LR—FDLZIVYILETD
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BEEOA—INTRLRCADYO-RUVIDNREINET,

O

Y1 NEEE

LR—=FUZF TR LIELE— bZRE. RE. 4V >0-F, BIlRTE XY,

[EVNEE:DES & 274

OJADEABREZYAF I LT, BEBRZFRETE LT, BEABROIYRAFVIZEMCITB L. A—F -, X—ILTHR

LR, BREESBLEOBHRIBONICRINET,

BABROTZIE VI EBMCTBICIR. OF—BOLEICHBZ =520 v ILET. Ry TTYIAZa1—T YRAF VI %E

BAZ arvEBMIL. ®REZI VY ILET,

BioStar Air

vgt ~ Hello, Supremat )

Event Logs

AAAAAAAAAAA

ssssssssssssssss

zzzzzzzzzzzzzzzz

ssssssssssssssss

zzzzzzzzzzzzzzzz

ooy N
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........

EDftDHERE

OJ—EBOLEICHZY—ILN—Z=2FALT. OJZ2LDEMNICEERTEET T,

« OJZHNTENEZSICIF. BN CKEEOBEZRRLTHSERZIUyILEY, Bz EY FT3ICIEE UEY

FEoVyILET,
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Dec 2025

00

00

Nic iser Name User ID
Su Mo Tu We Th Fr Sa 01 01
B2: 1T 2 3 4 5 6 02 02 yprema1 5
7 8 9 03 03
Ba: 04 04 uprema 1 5
05 05
B2: 06 06 uprema 1 5
07 07
B2: 08 08  uprema1 5
R22 Reniilar Sunrema 1 LY

DVWITNDZANLET,

BRERANTA—ILRIREDF—T—RZANLTOJVZRETEET,

RFA—RID. 2—%—ID. X—/T7RFL X, K&

. OY%CSVEIIPDF77AILE LTRETBICIE. L EIUYILET,

2025/12/0913:37.09

Auto Refresh

Disabled
5 Seconds

1 Minute

EEOJDEVE

OJ%EHT3IC1d. —BEOLEIcH2 C 2oy o LET,

BEDHBTEBEHR I BICIE. —BEDETICHS BHEH THELIFIDZERLE T,

ISITRBABEBSY b7 A—LDERFEZD—DIF. WOTHEZTHHA MNEREEHRTETZETY, cODRFaxXUb
Tl&. BioStarAirCEEOJ ZEMR - DIf 3 HEEHBELE T,

Q Eevr

ZEOJOFEAA FZ2RET2ICIE. UTOBEZ BTV,

TEOY DHER

TEOJZHRIT3ICIE. BEOT ICBHLEY, BEEAAOT A RN-TEZL2UYI ->BEEBEOT 20V vILES
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BioStar Air

Audit Logs
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T RIHRETN KT,

5. BEOERAAT7OTDNRREINIS. IFVWREZI Uy I LTS,

BEHEESICHIA Y E—IDRREN, ZHTIRMEOT /L AENEEENE T,
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EMET7HO> 0Oy U /R

FMiEDOYR— EDREBICR B EYPEF a2V T LOBBETY A 708X 2RI I3HNELNHDBEIE. BT HI >
FEOYILTHAS M T7OoE2R%ZTOYvITEET, EiIl. BITEOHR— EHABERKREBIZARHERIE. 7ADY 0OY I %
R LCHA FADT7 IR EHATEEXT,

YA MIBRFSNERTBEOT AT b 2OV I T3 L. TORMEBEREY A MIOTI U TEEEA.

BB DATEDO Y 7 /R
1. EEEOYA RA—TRE > FNAADH %)y 7 LTILETL,
2. BifE 2TES )y I LTIETL,

3. RifE—EBTTAUY b eOv /BRI BZRMED FHAV 2OV I DN IILREZYEI) v LTLREE L,

BioStar Air # bemovee « Hello, Suprema! o

nnnnnnnnnnnnnnn

4. Ry TPy TRy E—IHRRSNIONBZHBL. BV REZZEI ) v LTS,
E‘ROEMEDOO Y 7 [MRER

L. BEEEDOYARN—THRE>TNAADHZET Uy I LTILET L,

2. BifE 8TED )y LTIEEL,

3. RffE—BETTYhOY Oy /BRI BRMEDF TV IRYIRZT) v I LTLREEV. IAULEOEMEZERT
TET

4, BfiE—ELHTBR £E @ REVEIU v I LTS,
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BioStar Air # Demovee ~ Hello, Supremal o

nnnnnnnnnnnnnnnnnnnnnnnnnn

None

202600317

‘‘‘‘‘‘‘‘‘

5. RyTT7yvFIRXRyE—IHRERSNORBHEL. IBWERZZI Uy I LTIREL,

BEELEICHIA v E—IDRREIN, BRLULERTEOT7AD Y bHOY I XTIZEREINE T,

O

—ERFERIT TR L. BRLIEINTORMENRCRE (TRTAY I ELIZIRTHERR) ICBDET,

& 7 ho > b OHIRR

FA MCBESNIRITEDO T A L EHIRT 3 L. ZORMEDY A R TI L AMENRLIHIBREINE T,
1. BEEQYA KA—THRE>FNIADE &Iy I LTIREL,

2. HifiE 2IEIU YT LTI,

3. RifiE—EBTTAHIY rZHIRTBRMEBOF VIR IRZI ) v LTLIEEW, IAUNEORMEZERTEET,

4. BfiE—EFRO N RE2>EIU v LTI ESL,

BioStar Air # bemovee ~ Hello, Suprema! Y

Admins & Technicians

nnnnnnnnnn

Mobile Invied By

5. Ry 7y IRy E—IHRESNIORBEHEL. BWERZ>ZI )y I LTIREL,

BEELEICHIA v E—UDRAEN, BRLUERNTEDOT7AD Y FHHIREN. BTE-BEICRTENGBDED
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O

RMET7 AT MMIHIRT B EETTEEFEA. Y1 bOSHIBRLARKMEIZ. N—bF—R—FILTHBEY1 bIC
BIDHTBIEDTEEY, N—hF—R-FITEMEZY A MIEIDHTEHER. 1 MCEHTEZEDHTS
ZBRLTILEST L,

BAT AT bDEE

NRT—RFOEE. BRIOZREAEDRE. IPAUX—KVOREBLE. THAV Y MIBATZEAREZEHD TEETEE, ¥
1 hZRBRLIED. PHO Y FeXAICHIBRLIED B EHTEERT,

ThOY FREANDTIER

1. BioStarAir R—&)LIcOd1 > LE T,

2. BEELOI—Y-TFOT7s—ILT2A%ZI )y ILET,

3. ROy A IIAZa—TCHREZIVYILET,

Suprema

Master

(© Suprema Product...

-~ Settings

| Log Out

4, BE T4 Y RIDBKRRENTS. BEBA T a2 eRELET

e PHOVE I A-F—-%. NRT—F, BEBESBEZRETETI, HFLRBTAV Y MEBROEEZSRL T
LY

« 7I3—heLFR—F BHOREHEZRETIET, FLIIBMREZSRLTILET L,

s AVA=OLSIPAYE—RYOREBREZEETEE I, FLIRBIPA UV E—FRVDFREEZBRL TSIV,

o BIE YA FERRIEIDNTAVYLZEIRTEET, FLFBREHLBTHU Y FEIFEZEESRLTIEE L,

THhoY MEROEE

FHhOoUE2TTE REAJA YL TVWBRAI—F—DEHREZEETTE T,
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https://admin.biostarair.com/

Y1 NEEE

Settings
Account Alert & Report Intercom Management
Name &
Suprema
Password Q
Mobile Number

& W
Session Timeout (minutes)

60 30 20 10 5
Close ‘

. A—H—0%H. NXT—R, BEESELECIET, REBEOL REVEIUvILET,
e By aYECLTYR (B) EIRLABEARET AL EBMNICOSTYRLEY., FEOBBERRLET,
BHREE

TI3—heLF—F BHOREHEEZRETIET,. INTOBMNERETBZICE IRNTOY—ERTS—FFTF>a>%h
MCLEY. FELRBHISERICEMETEET,
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Settings
Account Alert & Report Intercom Management
All Service Alerts D
Email D
©
App «
= Ifyou agree but don't get the app push notification, please check the device's setting. [0S
Settings > Notification > BioStar Air]
* Users have the right to deny to receive service notifications and can use the BioStar Air service in
case of denying
Close

O

RTT TV BHMEZFAIT2LENHD FJo

IP1A 2 —KRVDERE

AB—=0L 2T TRSIPA VE—ROREBREBEETETFHT,
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Settings

Intercom Management

«©

Account Alert & Report

Use Intercom

= SIP Server

SIP Server Transport * SIP Server Address *

WSS ubpP TCP SSL
Portal supports WSS only.

SIP Server Port * Registration Duration (sec) *

5060 300

SIP Username * Password *

32 characters max

o] R

O
SIPT A2 —RHREDFEMIC DUV TIEBioStation 3SIPA YA —H Y DEREXSBLTLIEE L,

BEFIZT AU IR
EE 2T TY A FEBRT DT AV MEHIRTEET.
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Settings

Account Alert & Report Intercom Management
Leave Site [>
Delete account 0]

Close

s Y1 LZHNDS I A LZRETEIEY, YA b ZRELALRICBEY A MIBMT 3013 HEZYT 1 FOERED SIBH
ZRITBZREDHD XY,

« FHIDLHEIR : PADY FEKAICHIRTEE 9, THUY FZHIBRT 2. IRTOEABEREFEDKAICHIBRE 1.
ExTEEEA

SSO & SCIM ZE&ET B

PEIRIRICEZRE <. < DN T TIC Microsoft Entra ID F7:1d Okta THRAY AT LD TV AERZBEEB L TVWET,
BioStar Air i3, EIZD ID 7ONAE—EHEL, BEET7HIVMEILT OO VI A—F—%2EB—0DY —IXATHEBIETE3
FOICLET,

SSO (Single Sign-On) =#EAYT 2 . BB THERTD ID R > —% BioStar Air BIBEOJ A VICHZFDOEFFHEAL T, £F2
T4 %L TEEI, SCIM (System for Cross-domain Identity Management) TI1—H—7Hh7 > b DER L HIkR%E BE1L
TBRE. MERZR ST A —DT7HU Y Z2EELENTEETZEFa ) TERZHSEFT. ChicED. BEEIZO—
H— A—H—JI—TF EBETHU Y bEERICIER. BLE. HIRTIREFXOEBZRR[TIET,

BEADY A RN—THRE>YIFZEIUYILET, SSO&&SCIMATTOY A VRS —IDFONA R —%FRL. RE
LEd, ERREHEICOVWTIESSO & SCIMZEHMICT S 2 ZEBRFEEL,

BioStar Airld. Microsoft Entra IDZ 7zi30Oktaz@L71=H+ FBEBE X IL TV vVILA—H—0FOESa > Id#HR—kL
F9, ZYTRIDTANASE —EFERTIHEIT. RORF a2 X2 FEBBEBL. BioStarAirty 1 FDSSOESCIMEREL TL 2
T,
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Y1 NEEE

O =BEk
« BioStarAirSSO&SCIM 517t X

« Microsoft Entra ID £7zi% Okta DBE#MAEHY TR o) T3>

« IDTONAZ—THLWT TUI—2 3 > ZERTE SR

o DTANARZ—=TYIIN—TZ2EHL. Ty a L TEDHTTE SR
« BioStar Air ¥ X % —1&BR

SSO & SCIM ZBMICT B

BEHADYA RN—THE>YIFZIVyILEY, SSO&SCIMAETTOIA VRIS —LID TONAE—ZFIRL.
ERIIIERL TS LY,

g{g

550 & SCIM

pEY

ID7ANA X —DREZZET BH1IC. O—AILOTA VERBIYAI—EBET DU Y b DB EH—DITHERL
TLEEW, E5LRVE, ID FONA R —ZEICREIRELIIZE. T MITI/EIATEARVOY JREICH
BEHBODET,

O

¢ SSOBLUSCIM DF/EIF. T4 FOIYRXX—EBEEDANEETETEY,
« JLTrYv)la—"—IEBioStarAir ICOJ 1 > LW ed. SSO LU SCIM DREDHEZZITEE Ao
o N=hbF—R=F)LIE. SSOELUSCIM DREDHERELEICTENEE A

aJ4 >Ry —
O+ >R & —Tld BioStar Air BIEEDOS 1 Vv AHEZRETETET,

« SSO: EEFEIFID JONA A —ZBL TERAELF T,
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https://partner.biostarair.com/

Y1 NEEE

« O—AJL : BEEEILBioStar Air ICERE LT X—IL7 RLRENRT—RTERIEL £,
RD=DDA T3 >DOVWTIADEBRL T T,

« SSO+O—AJL:SsoOdar>eO—AIOd1>OmA=FERTEXT,

s O—AIDA : O—ANLOTA>DHMEATEET,

+ SSODH :SSOOJ AV DHERATEET,

ID 7ONAT A2 —EEDRTE

IDZONA A —TIE BioStar Air BIBE 7 H U Y F BT 2N ID 7ONAM A —%ZFBIRTETFY, U+ FTIXEARICEMETS
B3ID7ANAE—IF—21IFTTY,

o HEHLAEWV
+ Microsoft Entra ID: Microsoft Entra ID &% 8 E 9 3

+ Okta: OktaiE#E %= RET B

O
EBSUEADID 7ONAM A —%2FOTONA A —ICEE T 3551F. LICERLEWICERTE L TEEFEOEGEZER L.
RICHTLWID 7ONA A —ZFRL T IZE WV, BERZHERLAVE. BIOID 7ONAM A —ABERYIDEZ SNEE
Aoo

SSO & SCIM R E D f#R
ID 7ONA A —EERTEZHRL T I,
1. IDFANAA— 1o a>THERLBVWEZERL T IV,

2. EERYTT7YTDRAYyE—JFRERLTLLIETUN,
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A

Changing ldentity Provider

An Identity Provider integration is currently configured.
Changing identity configuration will disconnect the current
integration and impact how users and admins access the
system.

@ Current Provisioning Summary

User(s): 2
User Group{s) 1
Admin(s): 3

I understand that 550 login will be unavailable until
the new Identity Provider is validated.

I confirm that at least one administrator has Local
ID/PW access.

I acknowledge that existing users remain unsynced
until reconfigured and removing the provider restores

3. RERBICLZREHAZHREL. FTv IRy IRZI )y I LTLIEL,

A

() Current Provisigning Summary

User(s): 2
User Groupis): 1
Admin(s): 3

I understand that 550 login will be unavailable until
the new [dentity Provider is validated,

1 confirm that at least one administrator has Local
ID/PW access.

I acknowledge that existing users remain unsynced
until reconfigured and removing the provider restores
full control to BioStar Air

o I understand that changing the Identity Provider may
“¥ impact user provisioning.

o]
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Y1 NEEE
4. FEERBREZ>EIVYILET,

Microsoft Entra ID E{#%#RET 3

BioStar AirlCMicrosoft Entra IDTOY 1 > 9 3 ICId. HBDIDEEENEntraIDICT 71 2 FEEK L. BioStar AirdDSSORTE 3T
TEIHBRELRHD £,

Entra ID SSO 1&#:

@ BioStar Air: U4 L& + URI D%
1. BioStarAir BIEEDT A RN—THE>HA 2o UV ILET,
2. SSO&SCIMETZoVwILET,
3. IDFO/NA4— T Microsoft Entra ID Z#{RL £,

4., YAALLYMURI 74 —JLRICURIDARREINE T, #0EZIF—LZET,

Identity Provider @ BioStar Air
Mot used
® Microsoft Entra ID
$50 Configuration
Client ID * Client Secret *
Email Domain * Tenant 10
Redirect URI (copy this to your IdP)
(u]
Discovel ry URL
Save & Validate

© Microsoft Entra BBt >4 —: 7 1) &%

1. Microsoft Entra BBtz > &2 —IcH1>1 > LET,

2. EntraID — App registrations (C#E L £ 95

3. Newregistration "% >%Z 7 ) v I LET,

Microsoft

. ad s

4, 7F)%&% TBioStarAir] ICAZILE T,

5. Supported account types T Single tenantonly ZZFERL £ 75
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https://entra.microsoft.com/

Y1 NEEE

6. Redirect URItZ > 3> T Web %5&R L. BioStarAir: U4 1 L2 k URI O#{E OFIETIE— L7 URl Z AHRICEE

DFIFET,

# Home
& securty Copiotagens

B seary coplotcat

* Favortes ~

> onap A~
© v

A e

3 Goups

B oeicer

© agens

B erepiseaps

Microsoft

Home » Agp egistations

Register an application

gty rome o i gplcstion 1 com b changed 4

Redirect URI (optional)

wetesun

W =l
18 sop registatons

& foies sdmins
% Delegoed atn patvers

& Tensnt govemance

Register "2 >% 0 ) v I L&,

4% L 7= BioStar Air 7 1) @ Overview T. XOfE%Z IF—L 7,

Home » App registrations

. . Microsoft
i BioStar Air =

£ Search @ Deaclivate E Delete @' Endpoints
B overview
# Eszentials
& Quacksta

Dhiplay nanme i BaSAAr Au
& IMegration Sdtam

Application (client) 1D

# Diagnese and sobve problems

Obpect ID

Manage Directory (tenant) 1D

g Suppored account types © My oroanizaticn onby

D A i (Pren

3 uthentication (Preview) e e thee s and impeg App regisiratices. Looking to leam how it's chang
Certificates & secrets

il Token configuraticn W toure Active Directory Authentication Library (ADAL) and Azure AD Geaph no longer

Authenbeatian Libeary [MSAL) aad Micrasal Gragh, Leam mare
B AP| pEIMISSICNS

& Fyooce an AP]

« Application (client) ID

« Directory (tenant) ID

9. Certificates & secrets — Client secrets T New clientsecret #271J w2 L%,

Home » App registrations

BioStar Air

A Search
B overview
& Queckstan
# Integration assistant

A Diagnose and selve problems

Manage
B sranding & properties
D authentication (Preview)

Certificates & secrets

Token configuration
& AP permissions
& Expose an AP

B appioles

#

& Cwners

&, Rolesand administrators

BioStar Air | Certificates & secrets =

A Got feedback?

Credentials enatle dential i to ify o the i senice when receiving tokens at a web addressal
schemi). Far a higher level of assurance, we recommend wsing 8 certrficate (instead of a chent secret) a5 a cregential

1 sppiication registration certificates, secrets and federated credentials can be found in the tabs belon.

Certificates (3)  Client secrets (0] Federated credentials (0}

A secret string that the spplication uses 1o preve its identity when requesting a token. Also can be referred 1o 3 application passweed,
4 New client secret
Deseription Expires value () Secret 1D

No dient secrets have been created for this application.

10. SEAZAAIL. BAHARZERL X7,
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Home » App registraions. > BioStar Air

BioStar Air | Certificates & secrets %

P tewch B Got feadbacki
B Oueniew
& qudstat

 ionegration assissnt

X Giagnose and soive problams. schemél. For & Right el ofsssutance, dheste

Manage

= L]

 surenicaton preven

Cortlicaes & secrets Ceonifeates (O Cliont socrets (0)  Fedrated eredientils 0)

tokens ata webaddres

1 Token contiguration also canbe referred

& asmpermissions
- Maw clent secret

@ oposean 2Pl

Descrpton e e

B app roles " i

B owners o chent secrets have been created for this appication.

& Roles:and aominisiators

B Manifest

Add a client secret

Desciption

Expies

[ Je=m)

Recommended: 180 diys (6 months) ~

11.

TAdd) RE>%=0)vId %,

12. &L 5147> =0 Ly D Value®IE—LE T,

Home » App registrations » BioStar Air

BioStar Air | Certificates & secrets =

P saatch 7 Got feedback?

B Ouniew

@ Gota second to gve us same feedback? =

& Quickstart

# Integration assistant

¥ Diagnose and sobve problems

Manage

B randing & properties

D authentication (Preview)
Certificaes & secrets

11l Token configuration

S a9 permissions

+ New dient secret

@ Expose an A1
Bescription Expires

B Approles

& Ovners

&, Roles and administrators

B Manifest

Cortificstes (0)  Cllantsocrats (1) Federated cradentials (9]

Value (1

bigstar-air-secret 232027

Credentials ensble conficential ppIcations Ko iGenity themsees 10 the Juthentication Service when feceving 10kens 3t 3 web aodressable I66ation (usng 30 HTTES
schee). For a higher level of assurance. we recommend using 3 certificste (instead of a cient secret) as a credential

1) Agpication estraion ertibcate,serets an ederate crécentias i b foune i the 1 b

A sucrot string that the application uses 1o prove its identity whon requessing 3 teken. Also can be referred to 35 application password.

Copy to dlipbsard 81D

o

JE— L7 Application (client) ID. Directory (tenant) ID. Value ZXDFIETANIL £,

© Microsoft Entra B8t >4 —: A—H—¥r JIL—TDEID YT

A—F - —TZ2EDHTBEIC. I—F - TI—TZ2RIERTIHLELRDBD XY,

P

Y1 NEEE

Secret ID Tl&% < Value 2B L £9, Value I DBBFRRINABVSH., HTOAE—LTLIEETLY,

1. Enterprise apps T. LIFEER L7771 (BioStarAir) 22U v oL %9,

i Microsoft Entra admin center L

Home » Enterprise applications | All apphications » En
f Home

& security Coplot agents.

B security Coplot chat

terprise applications

g2 Enterprise applications | All applications

t newapplication () Refresh & Download (Expor) | @ Preview info

Columns | [ Preview features

averview
S prntry I O ovenview iew, flter, and search applications in your eganization that are set up to use your Microsoft Entra tenant as their identity Proides
X Diagnose and sobve problems The list of applcations that are maintained by your organization are in application registrations.
& Etalp ~
Manage P Search by cation name, application template 1D or obpect ID Application type == Enterprise Applications <
@ Sverview B all applications 2 applications found
2 B Priioie iheodk corsncion. Hame 14 ObjectiD Application 1D Homepage UKL reated on T
5 work cannector
& user setting 9/22/2025
. Groups o
B app launchers Y2006
D Owices
& Custom authemtication
tensio
D e extensicn
seau
@ cnterpise agps "
& Conditional Access
0 o
@ Consent and permissions
& Roles & admins & Appication palicies
& Dalegated admin partnars - Activity
“ D signinlegs d

2. Assignusersand groups 27w o L%,
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Home

B Overiew

@ oeployment Plan

K Diagnese and sobre problems
Manage

1 propenies

2 omners

&, Roles and agministators
2 Users and greups

D single sign-on

2 Provisioning

1 Applcation prosy

© selfsenice

Security
& Conditional Access
2 permissions

@ Token encryption

Aethaty

D signinlogs o

Air | Overview

5 Properties

Mame
BiaStar A

agplication 1D ©)

Object 1D C

Getting Started

1. Assign users and groups. _rc?J 2. Provision User Accounts
owl need to ceste user accounts in

the application

Provida specific users and groups sccess
10 the spplications
Assign users and g

4. 5elf service

Enable uses 10 request access 10 the
application using their Micresot Entra
crodentials

€

—

3. Conditional Access

- czess 1o this application with 3
customizatle sccess palicy.

3. A—H¥—rJIIL—7%BDYHTBICIE. Adduser/group &7 ) w I LT,

B Owrvitw
@ osployment Flan

K Oiagnose and sohs prodlems
Manage

I} propenties

& Owners

5. Reles and acmnistrators

28 Users 3nd groups

D single sign-on

22 BioStar Air | Users and groups

+ add user/graup 3 Refresh & Manage view

(D T sevliaion il oot oppere o pripned ey i by g, St Ve o wncral b o eppertics b o

Astign users 3nd QUOUps 10 39p-rekes for your application heve. To create new 3pp-roles for this applicatian, use the applicstion registratien

> First 200 shown, search all users & groups

Display name Oject type

Mo application sssignmens found

A Got feedback?

4, A—HF—rTIN—TORDHTHET LIS, Assign REZ>ZE I U I LEFT,

O BioStar Air : SSO {E

1. BioStar AirOsRFEE®EICERED. Microsoft Entra Bt 44— 77U EBR FIETIE—LT-EEZR 71 —ILRICAAL

£,

Identity Provider @
Not used

® Microsoft Entra 10

550 Configuration

Client 1D *

Email Domain *

supremadocs onmicrasoft com

Discovery URL {auto-populated)

Save & Validate

Redirect URI (copy this to your 167)

Client Secret *

Tenant 1D *

P4

7

1D: Application (client) ID

k=2 L w k:Value

« 77 FID: Directory (tenant) ID

2. A=LEXAY T4 —ILRIC, $EBDOX—ILEXA 2 ZANLES,

3. RELTHREERZ>ZIV I LET,

REFECRIEICKIN TR . YRTLR T2 AANU—URL 7« —JLRDEEEEIMICERL £
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Identity Provider @

550 Configuration

Client 1D *
Email Domain *

Tenant ID *

Redirect URI (copy this t

Client Secret *

BioStar Air

EntraID SCIM 7AE T 3 = > 5k

@ BioStarAir: SCIM k—2o > % —

1. BioStarAirBIEEDY 1 RN—THRE>HV1FZI )V ILET,

2. SSO&SCIMaTZzo Vv LFT,

3. sSCAIMFOEY3=>»J 20> 3> TSCMIYRFHREALY FURLDOEZ IE—LF T,

@ To start SCIM provisianing, generate a bearer token and register it with your identity provider

Generate Token

BioStar Air

(s}

4. b=O ERZEVIVILET,

5. F—UVERETRAT7OJTh—o>%2aE— L&,

O

L&, =02 ZBEIE-—TEFEA.

@ Microsoft Entra BI2t >4 — : SCIM 7OES a=> 577U DR

1. Enterprise apps T New applicationZz2 1) v o L %7,
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o b=U EMRLIGEIE. HLWE—O2ZERTBIIE =0 VER RV ZT )y I LET, FLL
b—2o2% ID7ONAE—ICBANTZHENHD £,
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Micrasoft Entra admin center =}

Home + Enterprise applications | All spplications + Enterprise applications
f Home . . R R
== Enterprise applications | All applications
&  Security Copllot agents. -
B security Coplot chat « t new application | () Refresh & Download iExpor) | @ Preview info Colmns | 5 P features
Qwerview =
*  Favorites ~ 0 Overview iew, filter, and search applications in your crganization that are set up 1o use your Microsoft Entra tenant as their Identity Provides
K Disgnose and schve problems ‘The list of applications that are maintained by your organization are in application
& Etalp ~
Manage 2 Search by application name, application tempiate (0 Application type == Enterprise Applications
@ Ovenview Bl ANl spplications 2 applications found
A o B private Network comnectors Name 14 ObjectID Application D Homepage URL Created on T
o work cannector
2 user settn - 972272025
. Groups ol
B App launchers . EioStar A 82772026
B pevices
® Custom authentication
= e extensicas
Secu
1@ entorprise apps .
& Conditional Access
B app registrations
@ Consent and permissions
do foles & admins & Appheation pahicies
& Dalegated admin partnars - Activity
€ D sigrinlags 8

2. Create your own applicationzZz2Jwo L %9,

Micrasoft Entra sdimin oenter

A Home
& Security Copilot agents

B Security Copilon chal

Microsoft

#udd Assignment + Enterprise apphcations | ANl applications - B

Browse Microsoft Entra App Gallery

+ Create your cwn application | &7 Got feedback?

The Micnozcét Ertra App Gallery is a catalog of thousands of apps that make i easy b deploy and configure single sign-o

% Favorites L users moee securely 0 their apps. Browse of creabe your pwn application here. f you are wanting 1o publish an application
i this artile:

S EntralD Eas Search application single Sign-cn : All Wser Avcount Managemnent - All

@ ovenien
Clensd platferms

o

3. 7FU%IC TBioStarAirSCIM) ZAALF T,

4. Integrate any other application you don't find in the gallery (Non-gallery) + 7> 3 V% &R L £ 75

b App Galiery i

Eritrn Integen

]

5 ot feeckack?

1 you are developing your own application, using Application Froxy, of wand 1o integrate an
en deploying  applcation that & not in the gallny, you can credte your cwn application hese
What's B2 name of your app?

Bicotrar Air SLIRA

Wihat are you keoking to do with yowr applcabon?

D Configure Application Prooy for secure ramobe acteis bo an on-premijes spphcation

I:'l Fegisher an application 1o integrate with Microsoft Entra 1D [App you're developing)
rAcgrate any other application you dont find in the gallery (Mon-galieny)

Wi feuand the Pallewing applicstions that may rateh yous entry

Wi recammend using galery applications when poddible

-y
'

:

plestars - Create your own application Microsoft

Cottar

5. Create Zh2>%& U v I LEY,

6. {ERL L 7= BioStar Air SCIM 77 1) T, Manage — ProvisioningZ2 ) w2 L%,
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Home

- Enterprise Application
M oeployment Pan

A Diagnese and sobee problems

Manage
Il Properties
LB Cremers

» Roles and admanistralons

Es

5

Users and groups

i

Simgle sigr-on

L5

PrOVISIONING

.‘1

Applcation proy

Sell-senace

[

g2z BioStar Air SCIM | Overview -

Properties
Mame )
BaaStar Air SCIM ™
application 1D
: —
Object 1D &3

Getting Started

@ 1 Assign users snd groups

Pronade spacific users and groups et
o the appln:ahcn;

Assign users and groups

Y1 NEEE

© Microsoft Entra EI8t >4 — . EBREBERIBFROKXEL 7OES 3 =V J O

1. New Configurationz 2 )wv o L %7,

Home T o,
. . ) Microsoft
o BioStar Air SCIM | Overview
~+ New configuration O mefresh £ Gotfeedback?
0 ovendew
(&) This is a new version of the provisioning user experience. You can provide us feedback and suggestions on the new user experience using the "Got feedbd
Manage Gat started
b provisioning Get started with application provisioning
AttEibL Configure, 1651, and Sepioy YOUr PrOVISoning Setup using the s1eps below.
Create configuration
' Presaide the eredentials to conmect to your
application and test connectaity.
Monitor
- Connect your application
a

2. BioStarAir:SCIM k=2 >% JF— FJETIE—L7=SCIMIT Y KRR >k URL & k—2 >fE%. Admin credentials

@ Tenant URL & Secrettoken 71 —JLRICAHAL F T,
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Home EiloSt:lrjf-'r.Eflh-'l‘IO-'emmv - - MiCI'DSth
MNew provisioning conflguratlon o

Miicrasoft Entra ID

&7 Got feedback?

O This i & rew versicn of the provisicning user expenence. You can prowide us feedback and suggestions on the new user

enperience using the “Gat fesdback® button. Click baee to susich to the begacy svparience,

Create a provisioning configueation by completing the setup below, You can edit attnbute mappings, scoping rules, and
other settings Later in the Setup. Leam mone 2

Admin credentials

Create automatic provisioning configuration for "BieStar Air SCIM% A successful test connection may be required 1o
procesd.

Select authentication method

Bearer authentcation o

Tenant URL * (&

Secret token

Test connection

3. FHADEREICEMET 2H T X LT BICIE. Test Connection KRE>% 1) v o LET,
4. Create h@>% 0w LEd,

5. Users and groups T Add user/group z2 1) v o L£Y,

Home » BigStar Asr SCIM .
. ) Microsoft
2a BioStar Air SCIM | Users and groups

+ add userfgroup 7 Edit t @ T b
0 overdew
() The spnlication will apgear for asvignad ysers within by pgs, Set "virible o

pu Provision on demand

i N F . " .
Manage Assign users and groups 1o app-roles for your applicatson here. To create new 3

& Conmectivity L Firgt 200 shown, search all wsers & Groups
4 Provisiocning

Display name
& attribute mapping
B scoping filters Mo application assgnments fund
&b Users and groups
B Expression builder

# Disoover identities

6. JOEY =YY 31— rtFalF1I—TERDYETET,
7. Assign REYEIU v LET,

8. Provisioning = Mappings ICBE L. 21— —J I —TORBANEMIBR >TVEIH R L F 75
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Home » BioStar Air SCIM .
. . o Microsoft
BioStar Air SCIM | Provisioning

0 oveniew

£, Prevision en demand
Provisioning Mode

Manage
£ Conneciviy Use Mizrosaft Entea to manage the srestion and gynchronization of Ler ounts in BioStar Air SCIM based on user and
I Provisioning Group assgnment.

0 Attribute mapping

BB scoping filters ~  Admin Credentials

& users and groups

. - . Mappings
B expression builder &
) Discover identities
. @ 4 new version of this expe ble. Clici tch b the new asiribute m
Manitor
& Provisioning logs Mappings
E Auditlogs Mappings allow you 1o define how data should flow betwien Microsoft Entra 10 and customappsso.
9 insights Hame Enabled
Provision Mic Vs
Troubleshoot !
Provision Mic es

& New suppon request
[ Restore defauit mapgings

9. BN YEVIZEETBHIIC. NYEYITRBEERLET,

10. SCIM 77 1) @ Overview T Start provisioningZz 2 v o L £7,

i BioStar Air SCIM | Overview -

P start provisioning v (' Restant prowisioning  [i] Delete configuration () Refresh A
0 ovenew
A, Provision on demand (D) Thisiz a new version of the provisioning user experience. Y¥ou can provide us feedback and suggestions on the new user experierd
Manage Get started  Owerview  Properties
& Connectivity

D Basic information
& Provisioning

W attribute mapping Name diastar Air SCIM
B scoping filters Service principal object id
£ Users and groups Job 1D ['a]
B expression builder Last cycle completed time Never

- Discower identities

O |

Y1 NEEE

INRREBT AN TN —TDSRICHIRT D EZHBELE T, JIL—TXUN=2y TOEEH BioStar AiriC BR

T3 ET. RANADHDBIZENHD £

O BioStar Air: EHDRER
1. BioStarAirBEEEDY A RN—THRE> I b Z2IVvILET,
2. SSO&SCIMATEZ Uy I LET,

3. SCIMZAOEYa=>d oo a>T#ERAES ODRTZERLET,
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L ) ’
BioStar Air

SCIM Provisioning .

SCIM Endpoint URL

Token

eessosee

IJIN—TIvEYT

SSO & SCIM i Z5E T L. ID 7AONA A —D T )L—TF% BioStarAir iIC v > a LTBE. U1 FMEBERE v adnid
JIL—T% BioStarAir DI —TIIRvEV T T IHENHD £,

IvEYTIL—-I

—2D 0 BioStar Air A—H—JJL—TICEHD ID 7ONAE =TI —TFZ2IvEV I TEET,
BioStar Air A—H'—J)L—FlF. Iy EVITIFNCETHIBENHD £7,
FTTICAYN—=HW 3 BioStarAir 7 )L—Fld. IvEYTRE L TGERTEEEA,

ID 7ANAA—TIN—TDIvEVTIF. 14 rYXAZ—EBEDHEETTET,

D 7ONAR—=JII—T 2T RAEZ—O—JLICXvE>YT T3, 20O-ILEZZEETITEFH A

BRE/A—Y-JI-TEIVvEYITTB

1.

2.

BioStar Air BI@ED YA RN—THRE>H1 20 )vILET,
SSO&SCIMAT%= o )wILET,

TN=TIvEDT o avIlBEL. EBMRE2VZI )y I LET,

BioStar Air

Group Mapping @

a

IdPF L= TID 7ANAE =TI —TZBRL £ T,
TyEYTR T, BRLEIP L —ZISLTEEEO-I B3 O—ALaA—Y—-JIL—-T ZFRLZX T,

RyEYIRIGELT. EBEO-ILZEETEIH I—F—JIL—TZFRLET,
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Add IdP Group Mapping

Multiple 1dP groups can be mapped to one empty Local User Group or
one Admin Role per site.
Groups with existing members cannot be selected,

1dP Group *

Admin

Mapping Target *

Admin Role

Admin Role *

Master

Cancel

s

2]

IV
Add 1dP Group Mapping

1dP Group *

Maintance X

Mapping Target *

Local User Group

Local User Group *

User group

S

Multiple 1dP groups can be mapped to one empty Local User Group or
one Admin Role per site.
Groups with existing members cannot be selected,

Coneel

BioStar Air

7. IvEVITZREFETBICE. BREREZVZEZI )Y ILET,

IIN—=TIvEYT £o2a>T, ID7ANARZ—JIL—T v E> T Ehic BioStar Air )L — TR TET £ 7,

Group Mapping ©

Q ses

Maintance

Admin

ping Target

Local User Group - User group

Master

BioStar Air

+ Add

O

« BEEO-IIOFHRICOVWTII BEBETAVY FEIUVRIDEER 2 BT,

o A—HY—JI—TOFMIF I —JI—TZ2EETS =2BRL TSI,

RS N-EEE/I—H—/JI—-TDEE

7OEY 3 =2 J=2BMICT B L. BioStarAirldREEE, 21— —. - —JIL-THO-HDITEEEEEINTWLSD. ID
TONAZ—DSREATNTULS D ZBEEICKRTL X T,

s BEOTNAADH AZa—DEEEV T, IDY—ZFzHEBLTIEE L,

BioStar Air

BioStar Air

Hello, Suprema!

Admins & Technicians

Admins

© sy oae el a0 tdenatySouee
ane oo ancdocasuprem. " samn v @ Uoses S
Iohn D Unegi - l [+ ¥

prema e fgma re— == oy | 1

e A—H—-FE->I1-HF—-AZa—D2—H—-JXILT, IDY—RF|ZEELTIEE L,
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BioStar Air Hello, supremat ,

H = = B =
verType ¥ tame St Cedeman T VoldThuogh  © UserSus ¥ UsrGrowp T Adcesslenl ¥ Foorkvel dentty Source
© oo ”
e @ = "
........ o st
uuuuuuu ®
»»»»»»» o

s A—Y-BE->IA—HF—JI-T AZ2—02—H—JIL—FUXLT, IDV—RFZHER LTI,
BioStar Air Hello, Supremat ‘

User Groups

@ scIMEHEROBEOHES
. BEOFBHTHERLEI—— r BBEE. 3ISHIFHEROEE T,

« SCIMTREHEAEINI-IERIZ. BioStar AirCFETHIRTEF F Ao
o SCIMTEREEESNITIL—TFTIE. A——%ZFHTEMELIFHIRTETEE A

o FHCNIIERZO—ALTFHTEEITDZ L. A—N—F1FREBICBRDET, F—N—F1 FRIRZRTT
3. O—AILOEEHNEDEETN. BENBUSCIMEIBKEICRD £,

N I C] = & B G O ® =
(s) selected X
GserType T Name o cred ah jser Staus ¥ User Group esstevel ¥ Fooreve deniiy s
@ oo -
Regular O e e

Entra IDTOY 1>
Entra ID SSOEZ 5T T 95 & I—H—I[IBioStar Aird O 1 > EE CTMicrosoft 7 AU > F TOJ AV TEBELSICHRDET,
1. BioStarAiroO% - EE T Microsoft TOF 1> RE>%# I v oI LFT,

2. Microsoft Entra ID &R L £7,
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=i Sign in with Microsoft
Selectthe signvin method that matches your

@ 9 TlcMicrosoft SSOZ R L TL\2#8##(F. Microsoft SSO Z:EIRY 5 &, BMOHKEAHLTAOJ AV TEF
ER

3. A=LTEFLRFEREFEFALY T4 —ILRICHEBOX—ILTRLIAEFRIER XA >ZANDLET,  #: user@company.com
F7=1& company)

4, GATRE>EZ I ILET,
5. Microsoft Entra IDOAY 1 VEEICEEILI=5. BB T7 AT FDX—=ILT7RLRENRT—REZANDLET,

6. FELZITT B L. BioStarAiriCBEIMICU ALY bEh, OJA2HRETLED

O

ATLFEX=IL R XA ICH LTEntra ID SSOARESNTULAEVES. T5—XvtE—IWRRREINET, CDHE
¥, 1 FEEEICEVEHE TSIV,

OktaEHEZRTET
BioStar Air IC Okta TOZ 1 > B ICid. B D ID BEIEE N Okta TOIDC 7T U —> 3 % 1ERB L. BioStar Air ® SSO SRE &

EETIUENDD XY,

Okta SSOE#HE

@ BioStar Air: U4'1 L & k URI D #4
1. BioStar Air BEADY 1 RA—THRE>H1 k25w LET,
2. SSO&SCIMATHOZ YOI LET,
3. IDZO/S14— T Okta BERL 7.

4. DHEALZFURI 71 —ILRICURIDRTENE T, TDEZIE—-LET
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Identity Provider @ BioStar Air

Mot used
® ow

S50 Configuration

Client ID = Client Secret *
Email Bomain * Okta Domain *
Redirect URI (copy this (o your IdP)

Discovery URL (auto-populated)

Save & Validate

SCIM Provisioning
SCIM Endpoint URL

[ ——— &)

(@ save and validate the SSO configuration above to enable SCIM provisioning.

@ Okta : 77U %EER TS
1. OktaBEZIVYV—IicOJ—1>LFE,

2. Applications and Resources — Applications X = 2 —|ZBEL £7,

2% okta @ o8
o Admin Console

Applications 8 Documentation

B ossnsonrs

3. Create App Integration R &>z 0w o LET,
4. Sign-in method T OIDC - OpenlID Connect #3ERL £,

5. Applicationtype TS5 7> > —2o L vk (Clientsecret) ZH{TTE3LS5IC. Web Application &R L £,

Create a new app Integration

6. Next h2>%ZoUwILES,
7. App Integration name 7 1 —JL R(C TBioStarAiry Z#AHIL £,

8. BioStarAir: UAZ A L ¥ k URI O%fE OFIBETIE— L7 URIE%. Sign-inredirect URIsE o> 3> DAAT 1 —ILE
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ICAED T & T

# New Web App Integration

General Settings
App integration name BioStar Air
Proof of possession Require Demonstrating Proof of Possession (DPoP) hader in 1oken
FEQUEsLs
Grant type Client acting on behalf of itself
Clignt Credentials
Core grants
@ Authorization Code
Refresh Token
Advanced »
Sign-in redirect URls Allow wildcard ® in sign-in URI redirect.

Gnse and 1D

»
1o these
+ Add URI ]
Learn More 2 )
Sign-out redireet URIS (Opn) g flocalhost: 8080 [ »
After your application ¢ s Okta to close the
user session, Okta red & user 1o one of l + Add URI ]
these URls i )

Learn More [

Trusted Origins

9. Assignments £ avIZBEIL. SBBAROI—H—DTF SV Ir—>3VIZT7IEXTES &L SIC Allow everyone in
your organization to access ZEIRL £7,

Assignments

Controlled access O Allzw everyone in your organization to access
Limit access to selected groups

giher 10 as5ign the app in Jtion 10 .
Skip group assignment for now

avaryane in your ofyg, only seiected grou

skip A5signment until after app creation

Enable immediate access [Recommended) ﬁ Enable immediale access with Federation Broker Mode

Recommended if you want to grant access to

To ensure optimal app performance a1 scale, Okta End
everyone without pre-assigning your app to

User Dashboard and provisioning features are
users and use Okta only for authentication.

disabled. Learn mone about Federation Broker Models,

Canzel

10. SavezZ7 v o L%,

©Okta: 7FVDISA 7Y MEREIE—T 3

1. 77Ur—> 3> %k LT-5. General # 7T ClientID & Client Secret # I¥—L £ 7>,
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@ BioStar Air

| Active = lﬂ- View Logs

General Sign On Resource Server Assignmants Okta APl Scopes Application Rate Limits
Client Credentials Edit
Client ID I |
POt for e T s T ntTe Tt

Ot fhows.

Client authentication O Cliem secret
Pubsic key | Private key

Proot Key for Code Exchange (PKCE) Requin: PKCE a3 additional verification

CLIENT SECRETS

[ Generate new secret

Creation date Sacret Status

AUG 26, 2028 sressscnssarsarssssssarsasnsinsarsnans -1 B

2. BE@ALEOIO7s—ILES 1) wvo L. OktaDomain #JE—L 9,

@ “3 Suprams lne
o

Suprema Inc
miupremacake )
u]
My sallings

Sign out

O — L7z Client ID. Client Secret. Okta Domain OfEZXDOFIETASIL X T,

O BioStar Air : SSO {E

1. BioStar AirOFREEMEICED. Okta: 7FXUDI A7 ME#REIAE—92 OFIETCIE—LEEZR T —ILRIC
AHDLET,
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Email Domain *
Redirect URI (copy this to your 1dP)

Discovery URL (auto-populated)

Client Secret *

Okta Domain *

e 547> FID: ClientID

o U547 F—2 L b Client Secret

+ OktaF X- >:0Okta Domain

2. A=LEXAY T4 —)LRIC, $EBDX—ILEXA2ZANILET,

3. RELTHRIEERZ>ZIVYILET,

REFECREICRINT 8. S ATLD T4 ZAANU—URL 71 — LR DEZBEIBNICER L 75

Identity Provider @

® olaa

S50 Configuration

Client ID*

Email Domain *

supremain.cor

Save & Validate

Client Secret *

Okta Domain *

OktaSCIMZOET 3= >4 i

@ BioStar Air: SCIM k—2 > % —

1. BioStarAir BEEDY A RN—THRE>TI 22 J)vILET,

2. SSO&SCIMETZzoUwILFT,

3. sSCIMZFOES3=>d >3 >TSCIMIY RRAL Y FURLOfEZIE—L %3S

SCIM Endpoint URL

(@ To start SCIM provisioning, generate a bearer

token and register it with your identity provider.

BioStar Air

=

4, b=O EREIVVILET,
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5. F—UVERETRA7OJTh—o %2 IE—LET

O

c BTN =0 % ISICOE-LET, MU VRERKICOAIE—TETEY, 41 7OJRYIR%E
L3, b= ZBEIC-TZTEEA.

o b=O EMRLIIGEIEE HLWE—O 2 ZERTBIIE F—OVEHREVEZI )y I LET, FLL
=027 ID7AONAL—ICBANTBHENHD X7,

o COFIBETIE—LESCIMIYRERAYMURLE =02 % ROFIETANTIHELHD 7,

@ Okta : SCIMFOES a=>J77) RT3

1. OktaBEIEE >V —JL T Applications and Resources — Applications X =21 —|ZBEIL £7,

0 @ v |

Applications

[ i o i | sromn oo cos | A

2. Browse App Catalog RZ>%# 2o U v I LET,

3. TSCIM2.0 Test Appl Z1&RERL £7,

Browse App Integration Catalog
x|

Collection

Secure ldentity Integrations 91 KGN 2.0 Test App

Apps for Good 12
PP Bookmark App  SCIM 2.0 Test App  Okta Org2Org  Template App

Use Case
P SCIM 2.0 Test App [Basic Auth) SoM SCIM 2.0 Test App (Header Auth)
All Integrations B349 M, SWA, SAML M SWA, SAML
Al agent Froviders (ED) & som  SCM20TestApp (OAuth Bearer T.. . SCIM 11 Test App (Header Auth)
Single Sign-On 7808 i s s
i i : M 11 T {Bash
Dirgetory and HR Sync (L3 — SC!'4.1:1. e.sla\up iBasic Auth) See All Results -
Lifecycle Managameant 934

Tewes

. HREHERTSCIM 2.0 Test App (Header Auth)Z5&ERL T 72 E LY,
. Add IntegrationhZ > % 7 ) w7 LTLEEL,

. Application labelA737 r —JL KIZ TBioStar Air SCIM1 C AALTL =S,
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o General Settings

Application label

Application Visibility

Browser plugin auto-submit

# Add SCIM 2.0 Test App (Header Auth)

Sign-0n Options

General settings- Required

BioStar Air SCIM

This label displays under the app on your home page
Do not display application icon to users

@ Automatically log in when user lands on login page

sz

General settings

Al fields. are required to add this
application unbess marked optional.

Gancel m

7. NextR2>%ZIUYILED,

Y1 NEEE

8. Sign-onoptionsX 7w FTlE. BEZZEBELTICTFARXIZO—ILL. DoneRE>%Z I v I LTS,

© Okta: APIEE DRTE

1. 7O a=Z> I 77U DERMET Liz5. ProvisioningZ 7= 0w LTLIEE L,

BioStar Air SCIM
SC'M [ Active * ] ﬂ View Logs  Monitor Imports.

General Sign On Provisioning Import Assignments Push Groups

Sotngs

Integration

Provisioning Is not enabled

Enable provisioning to sutomate SCIM 20 Test App (Header Auth)
user account creation, deacthation, and updates.

Configure AP Integration

E Once you have a working SCIM integration, submit it for Okta review to use in production and 10 publish Submit your app for review
in e QAN

2. Configure APl Integration’RZ>%Z 2 1) w o LTLIZE L\,

3. Enable APlintegrationz 7 1) w o LT EELY,

4. BioStarAir:SCIM b—2 > JEF—X 7w FTIE—LSCIMIY FRA > FURLESCIMART 5 — b= > DfE%.

Base URL7 + —JL R X APl Token7 r =)L RIZAND L TL7ZE LY,
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BioStar Air SCIM

SCM ) . @)

View Logs  Monitor imports

n Once you have a werking SCIM imegration, submit it for Okta review 10 use in production and to publish
in the QAN

‘General Sign On Provisioning Import Assignments Push Groups

Saltings

Integration

& Enable APl integration

Base URL
API Token

Impart Groups. []

l Test AP Credentials

Enter your SCIM 2.0 Test App (Header Auth) credentials 1o enable user imporn and provisioning features.

Submit your app for review

Cancel

5. EEANERICENET 3D %2 TR M BICIE. Test APl Credentials’RZ > %21 w o LTLIET L,

6. SaverlRX &)y I LTI,

7. JN—=TF v a08MEZERET SICIE. Provision2 7%= 27 1) w2 LTLESI L,

8. EditzZUvy o L. ROBMZEMILTILE L,

BioStar Air SCIM

SC*M Active = | B E View Logs  Monitor Imports

E Onee you have a working SCIM integration, submit it for Okta review 1o use in production and 10 publish
in the OAN,

General Sign On Provisioning Import Assignments Push Groups

Sottings
To App

okta -+ SCIM

To Okta
Niregredon Provisioning to App

Create Users

The defaull usermane used 1o creale accounts is sel to Okta username.

Update User Attributes

attribute changes made 1o the Okla user profile will automatically overwrite the
value in SCIM 2.0 Test App (Header Auth).

Deactivate Users

Creates of links a user in SCIM 2.0 Test App (Header Auth) when assigning the app o a user In Okta.

Okta updates a user's attributes in SCIM 2.0 Test App (Header Auth) when the app is assigned. Future

Deactivates a user's SCIM 2.0 Test App (Header Auth) account when it is unassigned in Okta or their Okta
account is deactivated. Accounts can ba reactivated if the app is reassigned o a user in Okta.

Submit your app for review

Edit

Enable

Enable

cormesponding attribute

Enable

+ Create Users
+ Update User Attributes

« Deactivate Users

9. EBELIEREZRIFIBICIE. SaverRZ >z o) v LTLIEL,
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Sattings
To App
To Okta

Integration

okta = SCIM

Cancel

Provisioning to App

Create Users @ Enable
Craates o links a user in SCIM 2.0 Test App [Header Auth) when assigning the app 10 a user in Okita,

The default username used to create accounts is set to Okta username.

Update User Attributes & Enable
Okta updates a users attributes in SCIM 2.0 Test App (Header Auth) when the app is assigned. Future

attribute changes made 1o the Okta user prnhle will overwrite the attribute
wvalue in SCIM 2.0 Test App (Header Auth).

Deactivate Users @ Enable

Deactivates a user's SCIM 2.0 Test App (Header Auth) account when it is unassigned in Okta or their Okta
account is A can be if ine app is 1o @ user in Okta,

Sync Password Enable

Creates & SCIM 2.0 Test App (Header Auth) password for each assigned user and pushes it 1o SCIM 2.0
Test App (Header Auth),

IdP ' JL—7% BioStarAir iIC7wv>a

Y1 NEEE

IdP J')L—7% BioStarAir ICFv a9 3ICiF. KlICA—H—J I —Fr 21— —% Okta ICARE T 3MENHDEFT, 1—H—

IIN—Tea—H—%RELK5. SCIMZ&EL TBioStarAir ICF v > aTEE T,

@ Okta: 1—H—JIL—FDEDHT

1. OktaBEEZEI>VYV—IicOJ—1>LET,

2. Applications and Resources — Applications X = 2 —|Z#BEL £7,

3. SCIM7FVTr—2ayzBRLTIIES L,

o]

Applications 8 Documentatior

[ ot | e oo | [y )

st
AcTvE

INACTIVE

4. Assignments® 7z 1) v LTLIEEL,

5. Assign — Assign to Groupsz 27 1) w7 LTLEE L,
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BioStar Air SCIM
SC IM |’ Active - . E] E] |E’ View Logs Monitor Imports

n Once you have a working SCIM integration, submit it for Okta review 1o use in production and 1o publish IEEREE your app for review
in the QAN

General Sign On Provisioning Import Assignments Push Groups

m Convert assighments * Search.., People =

Assign 10 People

Assign 1o Groups

= Recent Unassignments

Groups

‘SELF SERVICE

You need to enable self
service for org managed
apps before you can use self

No users found

service for this app.

Go to self service seltings
Requests Disabhed
Approval MNiA

Edit

6. SCIM7 I —>a il8IDHTEZA—H—JIL—FTAssignz 7 1) w2 LTLIEEL,

7. JIL—TDEIDEHTHMNTET LTS, Done RE &I Uy I LTLEEL,

Assign BioStar Air SCIM to Groups

Search

Everyone

All users in yowr arganization

CRET T

@ Okta: 21— —JIL—FDTva
1. PushGroups 27 %0 1)w o LTLIZE L,

2. Push Groups — Find groupsby name Z2 1) w2 LTL2& L\,
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BioStar Air SCIM
Once you have a working SCIM integration, submit it for Okt review 1o us
in the OAN.

Push Groups to SCIM 2.0 Test App (Header Auth)

© Push Groups * . Refresh App Groups # Bulk t @ ]

© Find gro name
il MESHOERS St Group In SCIM 20

Search for specific groups to push, (Haader Auth)
£ © Find groups by rule
E Create a search rule that pushes any

d groups that match the rule,

By rule

SC'M m B E] E] View Logs  Monitor Imports

General Sign On Provisioning Import Assignments Push Groups

Mo groups found for this filter

s@ in production and 10 publish R your app for review

Search...

TestApp  LastPush Push Status

3. AIRICT Y2930 —TFREAALTLIES L,

4, —HIB321—F—JI—THKRRINI5.

BRLTLIES L,

Push Groups to SCIM 2.0 Test App (Header Auth)

Close |

@ Push group memberships immediately

Group

Admin
Mo description

Pushed Groups Push groups by name

Al To syne group memberships from Okta 1o SCIM 2.0 Test App (Header Auth), choose a group in Okta and a
group in the app.

Efrors

By name [ Acmir] ]

By rule

Match result & push action
Mo match found

© Create Group ~

m Save & Add Another

Y1 NEEE

5. A—HY—=JIIL—TD:EIRDTET LD, Save RZ > Z IV w I LTLIEEW, Sili CaA—¥—JIL—7%EMNT 35E
|&. Save & Another "2 >z 01w LTLIEEL,

6. PushGroups 27T, Fy>radhicdl—H¥—JIN—T%2HRETETET,
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SCIM

General Sign On

Pushod Groups
All

Errors.

By name

By rule

© Push Groups *

BioStar Air SCIM

Active ¥ |T [T\

n Once you have a working SCIM integration, submit it for Okta review 1o use in production and to publish [EFSRISMREY A
in the OAN.

Provisioning Import Assignments Push Groups

Push Groups to SCIM 2.0 Test App (Header Auth)

. Refresh App Groups

Group In Ckta

# Bulk Edit o Search...

: N || X | viewLogs Monitor Imports

Group In SCIM 2.0 Test App Last Push Push Status
(Header Auth)
H Admin August 26,
No description 2026 at .
Active = a
2:10:56 PM
GMT+9
H Maintance August 26,
Mo description 2026 a
Active * Li]
2:08:20 PM
GMT+9

© BioStar Air: #EH DR

1. BioStarAirEREDHY A RN—THRE>TAI b EI VY ILET,

2. SSO&SCIMaTZzo Uy LFT,

3. SCIMFAES a=>d oo a > TERAES ORTEZERLET,

SCIM Provisioning

SCIM Endpoint URL

Token

essvesee

Ratate Token
Last Synchronized: 2026-08-26 07:03:0;

BioStar Air

IJIN—TIvEYT

SSO & SCIM ##iZ5E T L. ID 7ANARZ—DJ)L—F% BioStarAir ICFv>a Lt
JL—T% BioStar Air DF I —FICR v EV I T 2RENRHD £,

IvEYTIL—I

« —DO BioStar Air A—H'—JIIL—FICEHD ID FTONARZ =TI —T=ZIv VI TEET,

+ BioStarAir I—H#—JII—TF IvEVITTBRRICETHIVENHBD T,

o FTTICAYN—H'B BioStarAir JIL—FlF. IwEY TR L TGEIRTEEFH A

s DTANAE=TIN—TDIVvEVTE. A bIXRXE—EBEDHEETEE Y,

e DFAONAA—=TIN—TEIRZ—O—ILICRVvEYT T3, ZOHRO-ILEZTETIT A
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BBE/A—Y-JI-TEIVvEYITTB

1. BioStarAir BELEDY A RN—THRE> VI + 20 J)vILET,

2. SSO&SCIM%RT%=U)vIL&EY,

3. =T vE T o avIlBEL. BN RE2VEZI Vv I LET,

Group Mapping @

Q sea

BioStar Air

4. IdPZIL—=F TID 7ONAAZ—JIIN—T=BIRL £,

5. YyEXIE T BERLEIAP VL —FICBR LT EREO-I 3 O—-hLA—HF—JIL—T Z&RL XY,

6. YyEYIRIIISLT. EEEO-IZEETEH 1—F—JIL-—T=ZFRLET,

Iz

B

Add IdP Group Mapping

Multiple IdP groups can be mapped to one empty Local User Group or
one Admin Role per site.
Groups with existing members cannot be selected,

1dP Group *

Admin

Mapping Target *

Admin Role o

Admin Role *

Master

Cancel

N

=

one Admin Role per site.
Groups with existing members cannot be selected,

1dP Group *

Maintange X

Mapping Target *

Local User Group

Local User Group *

User group

Cancel

S

r ‘
Add 1dP Group Mapping

Multiple 1dP groups can be mapped to one empty Local User Group of

7. IvEVIZRETBICIE. BREREZVZEI )Y ILET,

IIN=TIvEIT oo a>T, IDFANAE =TI —T I vE VT SN BioStarAir JIL—F %= HRTEE T,

BioStar Air

Group Mapping @

Q sear

Maintance

Admin

Mapping Target

Local User Group - User group

Master

2itemis)

+ Add

T
o)
0]

10/ page

O wm®

s BEEO-IIOFHRICOVWTIEBEETAVY FEIUVRIDEER 2B T L,

© A - N—TORMIE 1~ —TEEET B EBRLTI LI,

RS I ERE/ 21—~/ - T OER

7O aZ I zB/MICT B L. BioStarAirlgZFERE, 21— —. A—H¥—JIL—FHAO—-NILTEEEEINTVLSH. ID

TONAZ—DSEAIN TS D ZBEEICKRTL X T,
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BESTNAADHI X a1 —DEEE X T,

Y1 NEEE

IDYV =X 5 &R LTS EETL,

BioStar Air

Hello, Supremal

Admins & Technicians

Admins

ame et wobte ketty ose ¢ e P — ey Suree
ane 0o [ — e | G @ oot |
o ooe r— v s > it
I Unregi o o Scn d
Suprema e r— s s 169747 e Uniges o
g f—— T = P Uroces -

. o

B BioStar Al

A—H—BE->I1-H—AZa—D21—H—-UILT. IDY—RF|ZREELTIETET L,

BioStar Air

0 4

User Management

Information

Hello, Supremat

Users

n
B
®
1

UserType Name © : Credent. VoldThrough ¢ UserStows ¥ UserGroup

o @ 2 L p—

M BioStar Air
- Adduser

Access Level Floorlevel Identiy Source

Fullaccess

Fulaccess

A—H—BE->1-H—-JI-T AZa—-D21—H—-TI—FUVILT, IDVY—RF)2MRBLTIEEL,

BioStar Air

2 D a

User Management

us

Hello, Suprema!

User Groups

D Name. Total Users Actve Users Identry source

En user group 2 o

N BioStar Air

+ Ad User Group
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Y1 NEEE

@ scMEHEEOBEOHES
. BEOFHTHERLEI—F—rEEEE. 3SR FHEEOEETT,

« SCIMTREHEAEINI-IERIZ. BioStar AirCFETHIRTEF £ Ao
o SCIMTEREEENITIL—TFTIE. A——%ZFHTEMELIFHIBRTETEE A

o EHCNIIERZO—ALTFHTEEIDZ L. A—N—F1FREBICBRDET, F—N—F1FRIRZRTT
3. O—NILOEEHFEDEETN. BENBUSCIMEIBREICED £9,

2 & © = & 8 G O B =

1 user(s) sefected X

OktalcO%' 1 >
Okta SSOE#EEZTT D &. A—H—(I BioStarAirdOJ 1 VEMETOkta 7AT Y b EFERALTAS 1> TEXT,

1. BioStarAirOOY -+ VEET Okta 7AI Y FTHA AV RE2%Z2 D) v I LTLIEEL,

Sign in with Okta

2. A=LTERLREEFFALY T4 —ILRICHEBOX—ILT7RLIAERIER XA >ZANDLES,  (#l: user@company.com
F7=1% company)

3. BT Ra>ZI VI LES,
4. OktadOJ VEEICBELIES. BT ATV FDA—ILT RLRAENRT—RZAILTLEEL,

5. BBEIERT 93 . BioStarAiriCEEBIMICUA LY hEn, OJ1 VDT LET,

O

ASTLTXA=IL R XA IZ Okta SSO BERE SN TULWAWEE., IS —XvE—IUhKRRINET, COBEIE. U
FEEZICRAVWEHE T T,
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Y1 NEEE

EMY 1 +DEE

YA FOBEAREICMZ. BER)S— X—L7>TL—h BROREHZE BREHRA L. BioStar Airt —E X 2&KICRE
ZEXBFHMUMEEZRETCETE T, NRZLWiegandh— FERZEBMLIED . BREEDERARC L R— MEREEZ B
RETBH_EDHTETED

HIY—%41L (DST) DRE

#—%+1 L (Daylight Saving Time. DST) Z/REI S LT T FORRNDABEF LB TITEY, hid. HICEED
BALY—=VICEDBTNAZRPATH B2 YA ~2EETZHRIC. —ELTERBEZDEHZRRT BDICEETT,

BioStar Air CIERERRIXIEIRZ1T S ICIE. 3EFATDSTZRE I BIHENHD FY !
« DSTZOT7 70 i EXA LY -2 T ICDSTORMEETHRZERL 75
s B FOEZ 1 AR MOJICERAINZ ALY —VERELFT,
o TNAADEZ  ETNAZXDEL B ZRABTBLSICRELF T,

YI—BALEZHEALTWVWERA LY —VICHBHBEa. CNE3DDREINTHAELLEBEINTULBIHRENDHD X7,

Q evr
BEIBSR (Daylight Saving Time. DST) OREICETZETAA1 REBSICIE. ROETFAEBRLT S
U

O

ANY ~OYZHER T 2BIE. UTORUITEFRELTLRE L,
s TNARADEKIDRESNTWVBIHEE. AR FATDEA LRI TIEET NA ADDSTHRFICELE THES

nEx9,
o A FORRNRESNTUVBIFE. F1TLRXEZYTRETNARTE TR AL A FODSTHERICK>THRESO
£,

ATy 71:DSTFZO7 71 IILZERKT %

DSTZO7 71 ILIE. FHEDZALY —VICHITEZDSTORBHRBCRTHREEEZELET, Y1 T NAIIABHZEX1LY
—>ZelcDSTZO7 71 IV ER S Z2RHEBHLH D £9,

wLWZO7 710 IL%ZEN
1. BEEDYA RN—CTHRE>DSTZIUYILED
B

2. BEALD EREZENZT )y I LET,
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BioStar Air # suprema roduct gt = Hello, Supremal e o0 @

Daylight Saving Time

3. ERRMZEMNRIDRTINGES, 1LY -V THLIBZEBZBRLET,

4, EREOBRETEHEEFRICIBBHEZRIRL TSIV,

Y1 NEEE

o BEIMER ERLIY LY —>DODSTEEHANEEIMICEMENE T, DSTORE - T HIK. HZE1LY —2DIZ#

IW=ILICRE>THRESNE T,

Add Daylight Saving Time X

Setting DST

o FHIBH: FRITRE I BICIE. ZHZM LY —YOBYRFHREZ CRTRRIZRELTIREL,

Setting DST Setting DST

sssssss

- BfY:DSTHRSmRE LV T T 5ANZERTERT,
- B DSTHRRE LUK T I BZHERTEEX T,

5. DSTZA7 7ML 2fREFTBICIE. THOFRFEZIV v I LTLREL,

BIFDODSTIBZIRET

1. BEEDYA RN-—THEE>DSTZI)vILET,

2. —EHSRETEDSTIOT7ANESI )y I LTSV, ERFTVvIRYIREIY v L, EBOL REVEY

Dy LTLIEE L,
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3. ERERENRIINRTINS. BBRKRICKRTRZIZEBELE T,

Edit Daylight Saving Time X

rrrrrrr

rrrrrrrr

zzzzzzz

HEROBBIIAIRTT. EROBEL ZREZIHADHD 7.
4. TEERETZICE. THOREEIVvILET,
707 71 ILOHIRR
1. BEEDYA RN—THRE>DSTZIUvILET,
2. —ETHKRTZDSTIOT 7 ALDF Ty IRy IRES )y o LTS,
3. EELHO 0 RK2YEI v LTI REEW,

4, XyE=I T4 Y RUDPRREINTIS. BV ZET )y I LTLIEL,

ATYv T2 A1 FORRIZRET D

YA LOBBIES AT LLETERINET 74 EDEA LY —VZRELE T,
T

s ARYIOTVELVERDIA LRIV T

o LR=FBLUVERT—%

s HLWTNRARZBERIBIBICERENZT 74 LbDERA LY —>
UTOFIBICH>THA FDEA LY —VZF/EL. DSTZEMCLTIIZE LY,
1. BEEDOYA RN-—THE>PIFZIVVILET,

2. Settings 7% 0w LTLIETEL,

3. ALY =Y THRETZZALY —VEFRLTIIEL,
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Y1 NEEE

BioStar Air ¢ supremaproductg: ~ Hello, Supremal

4, BIRLIZALY —VTDSTHERSNZGEIE. EREZER A7 a2 ZBMIL TSV,

pEI =
DSTABRAINBZ 2 LY —>TERHAZERA A 7> avzdMmcliene. P XTLANBETRAZHABE T, 1
N bOJICR2 TERZDRT SN S AREMD H D £

ATY T3 TNAXTDSTZEBMICT S

BioStar AiriC#ERI SN T VB BTN XIIHNEEZRIFLTED . AREBEPHIERICERINE Y, DSTHERAEINS X
ALY —=2ICHBTNARXTIE. BIDSTREZIToOTLIESILY,

BioStation 3D & S BREEI T DT /N1 Rid. A—F—ICEHRERTLE T, XPass2D K SAHBEEDEWVT /N1 XH NI THEZ %
HIFL. ABETECHREFICEALE T,

BEEHOBEICHDDST. INTDTNAXTDSTZREI BDBEHNHBDET, £5LRVE. 1RV +OY. NRETR. B2
T—ADERICEERINEE Ao

1. BAEDYA RN-TTNARAEE > FEREFHTNAZXEZT )Y ILET,
2. —EBHNODSTREZHERATZTNAZRZI VI LTS,

3. BALY =202 a3V THRETBZ ALY —Vz#ERL. ERNEEER A 7> a>ZBMLET,

Edit Device
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Y1 NEEE

Q) DSTEERTBZRALY—> Tk COBREEFTT 4L TEMIED T,

4, BREZREIBICIF. THOREZIVYILED

O

TNRAZRORHIDEL CRESNTUVWARWVWE, UTDLSBEBEIRET IAEMENLHD FT ©

o AEEBIS— ! AZEKFH0T:000 5 ICRESNTVRIFEE. T/ ZXH06:00 B9 5 & 21— —DAENE
EEEED

o A7 Ta—-II5— ! FREINBEOMHETR/BEDNERTEVREDHD 7,
o BBBRIT— ARy +OJCHBEROFLDREORL E—HL FE Ao

FxyvIUAXbE

ERRENERA TN 3 HIE TERGKZITIEZHRIET 210 RO3DDOFIEZ INTTET LIS & ZBEERLTLEE L,
s DSTZOT7 7AIDIER : 241 LYV =Y T EICHERDSTIOT 7 A IILEER L E LD ?
o YA MORRERE U1 bOFALY—VZEREL. EREZER A7 aY28MCLELEN?
« TNAZADDSTHERA : ETNARDEA LY —2%REL. EREEER A S avBMLELEN?

CMS3DNIARTELSRESTNTULNUE, ARY ~OTPT7 I IEH. BRERIETINTELVEL TRRINET,

A=NWTTL—bDARRZIAX

X=NUTFoTL— biREZEFEST. T FRIABICEKETNBIX—IILEZRHD TSV R Xy E—JILEDETHRAETAXITE
F9. X—IUTYTL—FIFBRER. 779714 RX=—2 30 XA—), BLUVZOMOBHNZFENF T,

Q evr
X—LFVTL— FREDEFAHA REBRET 3Ic1d. ROBEESBEL T LS,

X=ILFT>FL— bDENM
1. BEEDOHA RN—TRE SEX=ILT>TL—=FrZ0)vILET,
]

2. BEHELED A-ILTFUTL—rZzEMZZ)YILET,
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Y1 NEEE

o0 @

BioStar Air # Supremaproduct gt~ Hello, Supremal 3

3. A=ITrTL—=FZEMNARIBRTEINIS. BEEBOREZBHLE T, A—TF— L@ TFIX 2TZFRLT.

A —FLEBEBEDOXA-ILTYIL—rEZRETETET,

®

1
FBCLUICA—LUT YT — b ZERICERTE XY, EFEA T aVTEREZERTET I, Y R-FEhTWLS

BRI TDEED T,

o o

English, gt='01, HZ5E, Nederlands, Espafiol, Portugués
BEBICBLDERBEYR—FTBZ3FETT,

H =

d—4—
A—Y—ICEEINBEX LTV TL— b ENRZIIXTEET,

Add Email Template

User

eeeeeeeeee

EX—ILOFEE EHT B X—ILT>TL—hOBEZERLE Y, FBAELBRA T avidUTOEHsEDTY,

- TIOTANR=232DA=)L BE. ENAINA—RZAOO-RFRI23-HOBFRELTERLET,
B79714 7SN IEEFA—I : ENAIINA—RDPBT7 /T T nfc ez —H—ICBMLEFT,
BETA=IL HFLOENSIILA—REZRITIIRICERLE T,

- HIBRA—IL: A— RHIBRICEE 9 2@ME 1 —HF—IIXELE T

—FHEIEA—)L : A— D —BfELEIN 21— —ISBML T,
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Y1 NEEE

- BRERVIIZAMA=I  A—F—ICBRBEEOERZEKBITIHRICERALE T,

o FNGLEROEE: 7I/T4NR—23VDA-I BELUBEITA-ILDESIC. ENAIILA—FOATO—-RZFHFTT B X
—ILEBETERTEXT,

- Mobile
- WebQR
- UYINZR

@ ILFUU v OBEORMIIOVTIE. I—HF—Dh—REILF YL vLOBEE BB LTV,

TFEIY

BEEBIOXEINBZIA-NT VT L—rZAREIIAITEERT,

Add Email Template X

EX—)LDFESE  fE T B A—IUT Y TL— hOBEZBRLE YT, FMEAERT TS aViEUTOEEDTY,
¢ ARVETS—FA=L i A M TRELIARY MIBT2BMZEBEISXELE T,

e o

ATLTS5=FA=L AT LTS5 — 2 EEEICERELET,

\l

o LR—FEHEX—)L: LR—bEERLEE. 400UV IZEBEEIXELET,

EX=IL+ 221)L

A=) OOJERBZNRAIIAXATEEY, FLEa—TUTLEALICEBZHEBTEET,
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Email Styles

Logo Image @  Upload ]
Title Text *
[BioStar Air] Mobile Access Card - Activated
44/ 60

Body Text * @

Hello ${email},

Your new Mobile Access Card has been issued by
${site}.

If you click the Add Card button below on your
246 / 500

Bottom Text *

17F Parkview Tower (13554), 248, Jeongjail-ro,
Bundang-gu, Seongnam-si, Gyeonggi-do, Republic
of Korea

Preview

BioStar

[BioStar Air] Mobile Access Card - Activated

Hello ${em
Your new Mobile Access Card has been issued by ${site}
1f you click the Add Card button below on your smartphone or

scan the QR code with the camera app. Suprema Pass app and
Mobile Access Card will be downloaded automatically.

If you are unable to use the above methods to automatically
activate your Mobile Access Card, please copy and paste the
below URL into your web browser,

${link}

« Once downloaded these links will be ne longer active.
» Validity Period: 30 Days

© Supremma Inc. All Bights Reserved.

17F Parkview Tower (135

248, Jeongjail-ro, Bundang gu, Seangnarm-si

Gyeonggi-do, Republic of Korea

o OJEE: X—JLICKRFT30JEGE 7y 7O—RLET,

@ - 770 JPG. JPEG. PNG
- ®/RERE: 200 x 60
- TrAILYA X IMBIUT

s BAFMLTHFRAF I X-IILOHRZZEATILET,

e AXTERF  X—LEXICRTT X vE—SEANLET,
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Y1 NEEE

A= VARIIZIFHTMLE— (key) DEENTUVIHEDLHBD £9, F— (key) IFENENZEFEEDOX—ILT KL
ARHY A MEBEICEZTRZIONET, EX—LOBEETERLIEBICLK>THERTESFX— (key) IFBRG 315
ENHD £,

- aA—H¥—-%7

- $f{email} : X—=JL7RFL X

- ${siteName} : B +%&

- EERE4SD

- $femail} : X—=JLT7 LR

- ${siteName} : ¥ +&

- ${alertType} : BHIDTELE

- ${alertDetails} : BRIDEH

- ${frequency} : BRNDFEREE

- ${location} : WBRIDFE LTI

- ${userlnvolved} : BHIICBHEY B 1—H—
- ${devicelnvolved} : BENCBHET BT /N1 X
- ${dateTime} :BHIHDFLEL B

Ty = X)L FEICKRTT 2EMBERZANDLE T, REGETOLD. cFA—F—(ICHEROFREZRET 570
v SHOEFPERRBRZEML X9,

ON -

AdEGIA—ILTEYICRRENS LS. ELVWEREY A I THB L 2B LTI,

RAEGALTWVWBEE I R-— SN TVWRWERIZ. SBOT7Y FT—hZHEEL TSIV, T5ICECDE
FEZEMI3FETY,

{EFAIRI3FREEST C B D e DICEELD T, EREICATIL TS L,
A=INToTFL—bZ2RETBICIE. TROREFEZIIYILET,
BEOARZZEELRICETIBICIE. THBOVEY R ZIUyILFET,

A=ILT>TL— DiFE

1.

BEADY A RN—THRESEX-ILTYTL—FZIUYILES

—BHSIRETEA—NFUTL—rEIUYILET, EFERFIVIRYIREIUYIL. EBOL REVEIU Y
JLTLIREL,

A=IT T L= rORE NRIDBRTEIN S, BEBREBEEHZEELET,

270



Y1 NEEE

Edit Email Template X

aaaaaaaaa

4. BBEZFRETBICIE. THOREZIVYILET,

X=ILF7>FL— FDOHIBR

1. BEEDYA RN—TRE SEX—ILFYTL—F &IV ILET,

2. —BTHBTEX—LTFITIL—bDOFTv IRy IREIU I LET, 1DUEDFYTL— FEBRTEET,
3. —EBEZRoOW 22Uy o LET,

4. XyE—T00 Y RIDBKRREINTZS, BB EIU YOI LETS

75— hrLK— FOBRE

TI7—hELR—bERETIE. PATLARY EPEF 2T RAEZEHTHEMLTERTETET, COXETII
BioStarAirc 75— b & LR— b OREZBHR I 2 HEZREAL XY,

TI—hrBLUVLR—FDOREICED. ROMRIESNET,
s LXAVTABECYRATLOMEZEEICKRML. BEEICUTILZALTENLET,

o PRATLRRRP A —-DFEFICET LR eEBER L TEEDERZROE T,

77— b DEM

YA P TRETZHEDIARY FOTPYRTFLICET 2 BHNERETETET,
1. BEEOHARN-—TRE->TI—heLA—FE2IVYILET

2. EEALD 7S5—FrLFE-FOEMZIYYILET,

3. 75— heLAR=-FOEMNRIHRRINS, AR AT 2ZATLOVWTNHDRTEERL T,
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Add Alert & Report X
Event Log System Report

Event

DDDDD

he event (J)
time(s)
g M adi
Senggy  Emal «© B «©
[ ]

TR rad

AR EOT 2T T ARY MEEICKH L CBMEERGZR/RETITET,

Event Log System Report

Condition * Event All Access Granted Logs -

Door * -

Frequency and duration of the event (_Jii)

more than time(s)
Target * All Admins x  +1 X -
Send By email @) sms I A @D

« ARVE IBHZRETZIANY MERZERLEY, FAERSNLC TVEY PRV ZERTEEXT,

« F7:RT7ZBERLET, BRLIERTTARY MDRELIIBEICENZZEELE Y, 1DULDORT7ZFRTEET,

o ANY FOSEE CHRM  RE LIKERICREDHEE TIARY hHIRELIGEICEBNZEE LTI, FIZIE 57™IC3E
HUEARY FORELISIBRICBHZZEET DL ORETEEY,

Q Eevr
BioStar Air 2.12 LETI&. F/\A RD%y b T—SHHiA R k&Y FILEA LB LTRETEET,
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Y1 NEEE

AT LA
Event Log System Report
Condition * Insufficient Credit - Remind in Advance -
Target * All Masters x X -
Send By email @) svs () Aep @D

DATLRTTORTLOREICE L CBRNREERGZRTETITET, BIRTEIZ A2 aVIiIRDEED T,

« LTy MRRE - FHIICEHM

e LSy RERR -1 FHYELE

o« LTy FARRE - SMS (10 ki)

o« APBNyT)—REDDPELBH>TUVET

e ILWI 7—LUTT7HFIAREETT

o XYy bI—=UbSIELELE (FNTRICE>TIERH)

BRI RDERTE

A=y b TENEZZITRANRERETCETE I, SEEERAICI—Y—EFIRLED., BROI—Y—%2FIRTETET,
FEEHEDHRE
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BioStar

QR CARD
Suprema Product Mgt Suprema Product Mgt

Suprema 6

Usage of the QR card
- Please scan the QR code on the QR scanner.
- Too close or far distance can make scanning difficult.

- Phone screen brightness should be neither too bright
nor too dark

+ The card cannot be used after the expiration date.

- QR codes renew every 30 seconds automatically.
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Suprema Product Mgt

. Connection Method

Bluetooth

Only while App is on Screen

Suprema 6

Hands-Free

Two-Factor Authentication

Access Logs
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import requests

import csv

import getpass

from pathlib import Path

def select_server():
servers = {
"1": ("Demo", "https://demo-afs-api.airfob.com/v1"),
"2": ("Global", "https://a-afs-api.airfob.com/v1"),
"3": ("EU", "https://e-afs-api.airfob.com/v1")

print("Please select a server:")
for key, (name, _) in servers.items():
print(f"{key}: {name}")

choice = input("Enter server number: ").strip()
return servers.get(choice, (None, None))[1]

def login(base_url, username, password):
url = f"{base_url}/login"
payload = {"username": username, "password": password}
response = requests.post(url, json=payload)
response.raise_for_status()
data = response.json()
token = data.get("access_token")
if not token:
raise ValueError("Login succeeded but no access_token returned.")
print("/ Login successful.")
return token

def login_to_account(base_url, token, account_id):

url = f"{base_url}/login/{account_id}"
headers = {"Authorization": f"Bearer {token}"}
response = requests.post(url, headers=headers)
response.raise_for_status()
new_token = response.json().get("access_token")
if new_token:
print(f"« Switched to account ID: {account_id}")
return new_token
return token

def get_accounts(base_url, token):
url = f"{base_url}/accounts/self"
headers = {"Authorization": f"Bearer {token}"}
response = requests.get(url, headers=headers)
response.raise_for_status()
accounts = response.json().get("accounts", [])
return [{"id": acc["id"], "name": acc["site"]["name"]} for acc in accounts]

def suspend_users_from_csv(base_url, csv_path, token):
if not Path(csv_path).exists():
print(f"X File not found: {csv_path}")
return

headers = {"Authorization": f"Bearer {token}"}




with open(csv_path, newline=", encoding='utf-8-sig') as f:
reader = csv.DictReader(f)

# Normalize headers
reader.fieldnames = [field.strip().lower() for field in reader.fieldnames]
if 'email' not in reader.fieldnames:

print("X Missing required 'email' column in CSV.")

return

for row in reader:
email = row.get("email")
if not email:
print("& Skipping row with missing email.")
continue

# Search user
search_url = f"{base_url}/users/search"
payload = {"filters": [{"field": "email", "equals": email}]}
search_resp = requests.post(search_url, headers=headers, json=payload)
if search_resp.status_code != 200:
print(f"X Failed to search user {email}: {search_resp.text}")
continue

users = search_resp.json().get("users", [1)

if not users:
print(f"X No user found with email: {email}")
continue

user_id = users[0]["id"]

# Suspend user
suspend_url = f"{base_url}/users/suspend"
suspend_payload = {
"ids": [user_id],
"certify_by": "none",
"use_site_template™: True
}
suspend_resp = requests.post(suspend_url, headers=headers, json=suspend_payload)
if suspend_resp.status_code == 200:
print(f'” Suspended user: {email}")
else:
print(f"X Failed to suspend user {email}: {suspend_resp.text}")

def main():
base_url = select_server()
if not base_url:
print("X Invalid selection. Exiting.")
return

print("\n § BioStar Air Login")
username = input("Email: ")

password = getpass.getpass("Password: ")

token = login(base_url, username, password)
accounts = get_accounts(base_url, token)

print("\n& Available Sites:")
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for i, acc in enumerate(accounts):
print(f"{i}: {acc['name']} (ID: {acc['id"]})")

selected = int(input("\nSelect site number to log into: "))
account_id = accounts[selected]["id"]
token = login_to_account(base_url, token, account_id)

csv_path = input("Enter path to CSV file with user emails: ").strip()
suspend_users_from_csv(base_url, csv_path, token)

if _name__=="_main_":

main()
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- RWHXFERLRBARAEXFHHo>TIERD T A

- X=ITRLATHZVENHBDET, RESNTVEEA FRB BELAV OLSBIS—HRETZFREEND
D&EYJ,

s AT RLRASI—BTHIVENHBDET. 77 MIAVEEFEI-F—HBTOERIIHFIEINEEA-
s UTDILTUIvILZRITTBHBE. X—ILT7 RFLRIZHBEATT,

- ENAIH—FK
- WebQR
- UYIONRR

+ RFIDA—RODOHZFFRLTWVWBRI—HF—IEX—ILT7 FLZADANEFRETT,

ENATIL

« ENAISMSTY LTV vIILERELBVSEEIFERTY,
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cZOWSa—Ta20
e XA=ITRLRALERRIC—ETHIVEDHD. 77 MIAPEFELI - —BTOERIIFTFAIINELE Ao

s VLTV vIEEMTBEIE. X—ILZHELEY, SMSXyt—JEMBENRELE Y,

Bt (A48 / FRhHEAMR)

IRTOEMT 1 =L FIUATOERBRERICHS BENRDHD £,

YYYY-MM-DDTHH:MM:SS.sssZ

Example:
1995-05-09T00:00:00.000Z

"' RVWTWED Ay oa(—)0RDODICZAZSy>a(/)EFERALEED. BREZAKRT 3R COEMAEEVD 7Y 7O— REAK
DERICED £,

ILTUOvILOEH
LTIy LER A= FT-IFEEES
RF71—F Only WL R,
ENAILA—F /WebQR/UZINR IEU, 1DRBETT,

s TLTUIVVIEA—LT RLRAFIIEFEESZBL TEETNBZ3HBENHD XTI,
s MAZRMIBZBZEIITEETA. ENAMIUERDILT OO vILICBRELDOHBETY,

o X—JLIERTY, SMSIFHENEEL X T,

ERIRIED f- 8 DExcel# X

T—8%ZT7 v TA-RTBEIC. AN=FTROBRERE-oTT — X =HRIT B ZHRELET,

X =L FFIFEFEES DESIREE

Detect Duplicate Emails or Phone Numbers

=IF(E2="", "", IFFCOUNTIF(E$2:E2, E2)>1, "Duplicate", "First Occurrence"))

B SR DAREE

Validate ISO 8601 Date Format (Column Q)
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=IF(Q2="", "", IFFAND(LEN(Q2)=24,
ISNUMBER(VALUE(MID(Q2,1,4))), MID(Q2,5,1)="-",
ISNUMBER(VALUE(MID(Q?2,6,2))), MID(Q2,8,1)="-"

ISNUMBER(VALUE(MID(Q2,9,2))), MID(Q2,11,1
ISNUMBER(VALUE(MID(Q2,12,2))), MID(Q2,14,
ISNUMBER(VALUE(MID(QZ2,15,2))), MID(Q2,17,1)=":",
ISNUMBER(VALUE(MID(Q2,18,2))), MID(Q2,20,1)=".",
ISNUMBER(VALUE(MID(Q2,21,3))), RIGHT(Q2,1)="2"),
"Valid", "Invalid"))

A—IILRZR DIREE
Validate Email Format (Column E)

=IF(TRIM(E2)="", ", IF(AND(
ISNUMBER(FIND("@", E2)),
ISNUMBER(FIND(".", E2)),
FIND("@", E2) > 1,

FIND(".", E2, FIND("@", E2)) > FIND("@", E2) + 1,
LEN(E2) - LEN(SUBSTITUTE(EZ2, "@", ")) =1,
ISERROR(FIND(" ", E2))

), "Valid", "Invalid"))

IS—HRELFITH?

s ELWTFYTFL—FEAT>O—-RL. FIZEBMLTOWEEAN?

e ENANILTUOVvLEZRITREZA—F—DIRTORET 1+ —ILRARBATATVWETH ?
o X=)LT7RLRALEFEESE 77 MILASLUVREFEI—H—BT—RETIN?

« BfEXA—IERIELEDOEDERTIH ?

O

o U—EXF—LRET77AMIOBEF—EXZRHELEFEA. T7MIHT7y FO—-RENGWESEIE. LEEORKEE
VIR L TREZREL. BRLTIREL,

o COXEIF Y—EXF—LICELZFHO LS TN a—To VI RLT7Yy TO—REERBICETTEEL SIS
XEBEIBIOHIFREINTVED,

ENTIA—FHIELFEA

ENAIA—RIIKEBEEREESNTUVED,. R7HRANBRVSEIE. UTORERICHE > TRIBEZBRL T T,

BioStar Air BEIEEICREIVLVAEHE S

YA MEBERZENMILA— FOBET. —RHNBENCILHEROME. REDMEZZIEZRTEXT,
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BioStar

Suprema Product Mgt

Contact Admin

Suprema 6

@ Suprema Product Mgt

) Access Logs

" Contact Admin

1. SupremaPass? 7UTENAILA—RDOTFICHS 808 7 AVEZ Y FLTLIEE L,

2. FERONRILDERT NS, EHEICHWEDESZ2 Yy TLES
3. RyTT7yTIHREENTES. 21 MLERBZAALTLREREL,

4, XyE—CZEBEIOXRETBICIE. EEZXYTLET

ENTILA—FHHIBRESNE LD ?

ENAINIHEREZEE LD SupremaPass7 7UEBA VA M—)LLIHZEE. EFXF a2V 71 LOBRICEDIRTOENAILA—
RABIBREINE T, UTIFENTILA— RBRITOBMVWEDERTT,

« Company Spaces: HR. IT. €¥a T+ FIXERF—L

+ Shared Spaces: TV 7EEBEXIFHREI—H—EXF—L

O =
BIEEDBioStar AirCA—H—DI LTI vIILEBETID . UFICETSNEENTCILIL T vIL QRO
— k. U2IIXR (LinkPass) IFTARTEDHEIN. FHILWILT OO VILICBET®IONE T, I—H—IF. Y1k
REICS L TA—=ILELIESMSTHLWILT YO v IIL) Y ORITRD £9, I—H—EZ2D) > Ih 5.
Suprema Pass7 ZUICHILWENCMILIL T YO vIL AT YO— R3320 FHILLQRI—REXEIEU P INRERE
RIZBRELRHDEFT, MOBEINLENCILILTYOwIL. QRO—R., £V INITARERRHAS L.
KL FT,

AT ITMES TN a—-FT02T

O SupremaPass7 U TIS—Xvt—HREShFLED?
o R7HBEDERVIBEIX. SupremaPass? ) THEEI#H LT T L,

e IZ—Xyt—IPKRRINES. ATV —22ay b z2Ho>THA FEEECHBLTIEE L,
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O TN ILEERDBluetoothiEF VICHR>TWETH ?
ENAILA— RIEENA LR & HABEIRE OBluetoothBEICKEL £ 9,
+ BluetoothWA UIZHm>TWBD e ZHERE LTI L,
+ Bluetoothz—EA JIZCLTHASBEA VICLTL TV

o REICHLCTENTIIIEREBESHL T T,

© Suprema Pass7 71 O BIERIEREZHFATL T SV
Bluetooth® & UNFCERAEIC X BEHRIERHLET T,
1. ENAIHERDOFRE = T FVICBEL £,
2. SupremaPass7 U %ZEIRL XY,

3. 1R - UBBRTHE7 /XA ZzBICHFRA X 37 T IVERARDOHFAICHREL £

O Eigxy FT— EWI-FlESEEREL TSV

ENAINA—REEEEICIERE LTEEGR Y F T — 0 £EWI-FIlESEHARETT,

O BRUEHRAEEERALELED?
Suprema Pass7 7 TR AN 2R L T LS

« SupremaPass7 7 OYHER CTALD = 7 AV% Ry FL TSI,
M EﬁﬁiﬁrﬂlbDE:E I“%EE L/T<TC\(-5L\

s NYOTSOVFE—FZFERT3%E. 7TIUDNNYII ST RTREILTVLWBHRENDHD X7,

O SIS ENTIILEERDESILE LD ?

o BERHDMREIL 72D R THBD RS o 7B EIE. SupremaPass7 ) #BWTHESRIEER LT LT

s IS—Ayt—IHRFENCS. X7 —2iay beiE->THA MEEECHBLTIEEV

MBS —EXZBMCTIVELDHD ETH?

ENA LRI DSuprema Pass7 71U TENA I ABREA— RICKDEREETS ICIFE. MEBBRY —EXHNBETY, Zhilk
D, ENTILIFEREAREERER DL 24 BluetoothBEHVBERINE T,

Q. Airfob Space H*55 BioStar Air AT 3HVELHDO FIH?

WWZXo BEFD Airfob Space DEERKIE. TOXX TS b7+ —LECHBWVWERITEYT, BE. BEHNETIIL
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—>arviEHH IRE A

Q. BRDTNA AR T —RIEEIIHD FTITH?

WWRo TSy b T74—LRBRAILNY I IV RFZHBELTVWET, TNAM R I—H—F—4 REREYT—E XM
TREICEBRMDHD £J,

Q. Suprema Pass#ZAirfob Space 7 7 DO D ICERTIHVELNHDEFITH ?

BIZD TN ILEREEA —H — % BioStar AiriCB1T9 2 EILH D £ Ao app.airfobspace.com MURLZE 7=IFAirfob Pro
TV EERLTA—H—Z2EBLENTIERZHITT 555G, Hizd—H —IJAirfob Space 7 7U ZFRT 57
0)? FHEZITIWD £9, admin.biostarair.com ittztBloStarAw TUEFRALTA—Y—2EEBELENT IR EHR

79386, Y%I1—Y—|ISupremaPass7 7 AT 30O DBFEZITERD £,

Q. HR— MEHIPHERIEESNEITH ?

/T\ FPEEO 7O XICHROEEIIHD A, cfEL. KEDOEBE £ HIC. BioStarAir A FFa X2 b ¥
— b BERROEET SV RICBRDET,

Q. #L T 3IH/S. BioStarAirictIDEZ3 i3 TEXEIH?

iEWe N IIYRZHBELTWREORITIIEETIN. T >0T71 VI @?Efﬁh_E:FO) ELWHELZ5HED
»H D FF, admin.biostarair.com & BioStar Air 7 7V ERLTH 1 FEEEZRIBL TS
app.airfobspace.com OEIFOERBEO S 1 VIEHREZZDXEFETEE T,

Q. BioStar Air DF|RIIATIH ?

BioStar Air IZRFREMD TS > R TY, SROHE. HEib. UI/UX DEH. £ LT Airfob Space IZIZRE 5 % LV AJBE
YD H ZFREBE T AR L TVWEE T,

Q. 5% DK%EEIL Airfob Space X HitEh H D £ IH ?

—ERIIERMED B D TIH. INTTIEHD FHA. FHEEIZSE BioStarAir EITOFERERBZHENHD T, =l
BIFBREYR— b 213 3ICIE. #LWEAICIE BioStar Air 2 CHIB S EE L

EFZABEDFF TN a—TFTo 2T

BioStar AiriC A X SZ B L 1ctk. BBEIETADNBESNBRWVEEIE. U TOFIRICE>THEZZELARLTZTL. 0D
FIEICRES & T, ETABEOREZMAL. BioStarAirCIERBICENMFI 2 L ZHRATE ii'o
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O

AXSEROFHICOVTIE. IPAXSFOHR— FELUVREZ CBRIIZETL

Q. Airfob Space H*5 BioStar Air N\B1TT3HBEHLRHD EITH ?

LWW R, BIFD Airfob Space DEERIE. TDEXE TS5 Y b7+ —LZTHIBVIRITEYS, RE. @ENEIIIL
—2arviEHH FEA.

Q. BRDTNARART—RICHEIZHDEITH?

WWZXo 7Ty b7 4—LRBACNYIIVRZHELTVEY, THAAM R I—HF—T—4 REFEY —EXH
TREICEHRMIADD £7,

Q. Suprema Pass#%Airfob Space 7 7 DO D ICERTIHVELRHD X ITH ?

EFED E/NILEREE — — % BioStar AirlCB1T9 2 EIEH D £t Ao app.airfobspace.com MURLZ 7=IFAirfob Pro
PN 2ERLTI—H—Z2BELENTIRIAZRITTIHE. B3 — —IFAirfob Space7 7 #FHT 37=%
DIBFHEZITED £9, admin.biostarair.com iTJEﬁBIOStarAIU TUERFEALTA—Y—%2FBLENTIILRAEH

793846, YZaA—H—IISupremaPass7 7 2 ERT 3 7-HDBFEZITED £75

Q. ¥ AR— MFFIPHEIIEEESNETH ?

7J‘\ MORESO 7Ot XICEBOEBIEHD FtH A, L. BEDOZBL rHIC. BioStarAirBRFa X b #
|‘\ *% 5%‘1550)3?;77/#&_730?3}

Q. HE I 35S, BioStarAirictIDEZRBLIFTEEXIH?

EWe NI IV REHELTVWBOBITIIEETIN., TS50 T0 VI PEEEDRHBICETOEVWHEL BIBED
H D FEF, admin.biostarair.com & BioStarAir 77U ZFEHALTH 1 FEEERBBLTLEIT L,
app.airfobspace.com DEIFOEEEO S 1 VIBHRE ZOEFFFAHTEET,

Q. BioStar Air OFRIIATITH ?

BioStar Air iZfFRERD TSV RTT, SERODHEE. HEEL. UI/UX DEFF. £ LT Airfob Space ICIFE S5 A ULAJEE
YD B FHEBEE MGRIICIRIE L TVLWE E T,

Q. 51 M#%HEEIZ Airfob Space X Hiftldh'H D £ gH ?

—EBITEBEDH D FTH. IRTTIEHD £ A, FEEEISSE BioStarAir IEITOBEREARBZBEDHD £, &#E
BRIRBRE HR— %218 3ICIE. FLWEAZIE BioStar Air 2 ZHJBEL 2T WL
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